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Preface

With the rise of the consumer internet, algorithmic decision making became personal.
Beginning with relatively mundane things like targeted advertising, machine learning was
brought to bear to make decisions about people (e.g. which ad to show them), and was trained
on enormous datasets of personal information that we increasingly generated unknowingly, as
part of our every-day “digital exhaust”. In the last several years, these technologies have been
deployed in increasingly consequential domains. We no longer just use machine learning for
targeting ads. We use it to inform criminal sentencing, to set credit limits and approve loans,
and to inform hiring and compensation decisions. All of this means that it is increasingly
urgent that our automated decision-making upholds social norms like “privacy” and “fairness”
that we are accustomed to thinking about colloquially and informally, but are difficult to
define precisely enough to encode as constraints on algorithms. It also means that we must
grapple with strategic interactions, as changes in our algorithms lead to changes in the
behavior of the users whose data the algorithms operate on.

It is exactly because the definitions are so difficult to get right that strong theoretical
foundations are badly needed. We need definitions that have meaningful semantics, and
we need to understand both the limits of our ability to design algorithms satisfying these
definitions, and the tradeoffs involved in doing so. Foundations of Responsible Computing is
a venue for developing this theory.

Our first program is a great example of the kind of work we aim to feature. We have 17
accepted papers, 10 of which appear in this proceedings (we allow authors to opt to instead
have a one-page abstract appear on the website but not in the proceedings, to facilitate
different publication cultures). The program includes formal proposals for how to reason
about different kinds of privacy that fall short of differential privacy, but that we much reckon
with because of legal or other practical realities. It includes work studying the implications
of imposing fairness constraints in the presence of faulty data. It contains work aimed at
making strong but to-date impractical fairness constraints more actionable. And it contains
papers studying the strategic and game theoretic effects of deployed algorithms. This is all
to say, our inaugural conference has much to say about the foundations of computation in
the presence of pressing social concerns.

Finally, let me note that our program committee finished their work in the midst of a
historic global pandemic, that has and continues to disrupt all of our lives. Despite this, they
did a remarkable job. The ongoing pandemic will mean that we cannot meet in person for
FORC 2020, but it will not lessen the impact of the work, now to be presented in a remote
format.

Aaron Roth
Philadelphia, PA
April 12, 2020
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—— Abstract

When recruiting job candidates, employers rarely observe their underlying skill level directly. Instead,
they must administer a series of interviews and/or collate other noisy signals in order to estimate
the worker’s skill. Traditional economics papers address screening models where employers access
worker skill via a single noisy signal. In this paper, we extend this theoretical analysis to a multi-test
setting, considering both Bernoulli and Gaussian models. We analyze the optimal employer policy
both when the employer sets a fixed number of tests per candidate and when the employer can set
a dynamic policy, assigning further tests adaptively based on results from the previous tests. To
start, we characterize the optimal policy when employees constitute a single group, demonstrating
some interesting trade-offs. Subsequently, we address the multi-group setting, demonstrating that
when the noise levels vary across groups, a fundamental impossibility emerges whereby we cannot
administer the same number of tests, subject candidates to the same decision rule, and yet realize
the same outcomes in both groups. We show that by subjecting members of noisier groups to more
tests, we can equalize the confusion matrix entries across groups, seemingly eliminating any disparate
impact concerning outcomes.

2012 ACM Subject Classification Social and professional topics — Computing / technology policy;
Mathematics of computing — Probabilistic inference problems; Computing methodologies —
Unsupervised learning

Keywords and phrases algorithmic fairness, random walk, inference
Digital Object Identifier 10.4230/LIPIcs.FORC.2020.1
Related Version A full version of the paper is available at [7], https://arxiv.org/abs/1905.1136.
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Yishay Mansour: This work was supported in part by a grant from ISF.

1 Introduction

Consider an employer seeking to hire new employees. Clearly, the employer would like to
hire the best employees for the task, but how will she know which are best fit? Typically, the
employee will gather information on each candidate, including their education, work history,
reference letters, and for many jobs, they will actively conduct interviews. Altogether, this
information can be viewed as the signal available to the employer.
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Efficient Candidate Screening Under Multiple Tests and Implications for Fairness

Suppose that candidates can be either skilled or unskilled. If the firm hires an “unskilled”
candidate, it will incur a significant cost on account of lost productivity. For this reason,
the employer would like to minimize the number of False Positive mistakes, instances where
unskilled candidates are hired. On the other hand, the employer desires not to overspend on
the hiring process, limiting the number of interviews per hired candidate (either on average,
or absolutely). However, fewer interviews weakens the signal, causing the employer to make
more mistakes. At the heart of our model is this inherent trade-off between the quality of
the signal and the cost of obtaining the signal. This marks a departure from the classical
economics literature, in which the signal is commonly regarded as a given.

Complicating matters, hiring efficiency is not the only desiderata at play. In society,
candidates belong to various demographic groups, and we may strive to design policies that
are in some sense fair vis-a-vis group membership. While fairness can be an elusive notion,
regulators must translate it to concrete rules and laws. In the United States, a body of
anti-discrimination law dating to the Civil Rights act of 1964, subjects decisions that result
in disparate outcomes (as delineated by race, age, gender, religion, etc.) to extra scrutiny:
employers must not only show that preference for some groups over others did not drive
the decision (disparate treatment doctrine) but also justify that any observed disparities
arise from a business necessity (disparate impact doctrine), whether or not those disparities
were intentional.

In this paper, we seek to understand how a complex hiring process would interact with
the requirements of fairness. We extend the theory on candidate screening and statistical
discrimination, addressing the setting in which employers can subject employees to multiple
tests, which we assume to be conditionally independent given the worker’s skill level and
group membership. To build intuition, most of our analysis focuses on a Bernoulli model of
both worker skill and screening. Additionally, we extend the traditionally-studied Gaussian
skill and screening models to the multi-test setting (Section 5).

Unlike the classical papers, in which an employer’s hiring policy is given by a simple
thresholding rule, our setting requires greater care to derive the optimal employer policy. In
our setting, we imagine that the employer wishes to minimize the number of tests performed
subject to a constraint upper-bounding the false positive rate. We characterize the optimal
policy in this case as a randomized threshold policy. Subsequently, we show that this is
not always an optimal policy and consider the setting in which employers can allocate tests
dynamically. Namely, employers decide after each result whether to (i) hire the candidate;
(ii) reject the candidate and move on to the next one; or (iii) administer a subsequent
test. In the Bernoulli case, the optimal policy consists of administering tests until each
candidate’s posterior likelihood of being a high-skilled worker either dips below the prior
or rises above a threshold determined by the tolerable false positive rate. We reduce the
analysis of this process to a random walk over the log posterior odds and derive the solution
via the corresponding Gambler’s ruin problem.

We consider the ramifications for fairness within our model when employees, despite
possessing similarly-distributed skills, are evaluated with differing noise levels. We show
impossibility results, as well as, a solution to equalize confusion matrix entries by adjusting
the number of tests according to group parameters. Finally, we present a simple way to
estimate group parameters without knowing the true skill levels (i.e., unsupervised learning),
and give bounds in terms of the number of candidates from a group for good estimation.
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1.1 Related work

The classical economics literature on discrimination in employment can broadly be divided
into two focuses. The taste-based discrimination model due to [4] models the market outcomes
in a setting where employers express an explicit preference for hiring members of one group,
acting as if an employee’s demographic membership provides utility. This preference for
certain groups induces a sorting of employees from the disadvantaged group towards those
employers who discriminate the least with wages ultimately determined by the marginal
discriminator. Subsequently, [17] suggested a statistical mechanism by which similarly-skilled
employees from different groups might experience differential outcomes: the comparative
difficulty of screening from one group vs. another. Many subsequent works extend this
analysis, typically focusing on Gaussian models of worker quality and conditionally-Gaussian
test scores [2, 1]. These papers consider the setting where workers are assessed via a single
test characterized by a group-dependent noise level. Our work is differentiated from these by
considering richer mechanisms for acquiring signal.

In the more recent literature on fairness in machine learning, researchers often focus
on binary classification, with employees characterized by a protected characteristic (group
membership), and other (non-protected) covariates [16, 13, 14]. There, the predictor is
presumably used to guide a consequential decision, such as allocating some economic good
(loans, jobs, etc.) [8] or assessing some penalty (e.g. risk scores to guide bail decisions)
[6]. Papers then focus on various interventions for ensuring accurate prediction subject to
various constraints such as demographic parity (outcomes independent of group membership),
blindness (model cannot observe group membership), and equalized false negative and/or
false positive rates [11]. Several simple impossibility results preclude simultaneously satisfying
several combinations of these parities [5, 6, 15]. More recently, a number of papers have drawn
inspiration from economic modeling, extending the literature on fairness in classification to
consider longer-term dynamics, equilibria, and the emergence of feedback loops [12, 11, 9].
Finally, [3, 19] provide a survey of definitions from the algorithmic fairness literature.
Unrelated to fairness, [18] consider a model that is somehow resembles to ours in the context
of A/B testing. They minimize the expected time per discovery (which can be viewed as
hire) from an infinite pool of hypotheses (which can be viewed as candidates) with a bounded
false discovery rate.

2 The Bernoulli Model

We formalize our problem as follows. An employer accesses an infinite pool of candidates
(indexed by i € N*), each of which has some (hidden) skill level y; € {0,+1}, which denote
unskilled and skilled, respectively. Underlying worker skill levels y; are sampled independently
from a Bernoulli distribution with parameter p. An employer can access information about
the i-th candidate through a sequence of 7 tests, which are conditionally independent given
y;. Bach test result, §; ; € {0,+1} disagrees with the ground truth skill with probability
Pr[g;; # vi] = 5%, where o € (0,1), i.e., §; ; = y; ® Br(15%)'. For convenience, we denote
the noise level as n = 152 € (0, %) We say that a test result ; ; is flipped if §; ; # y;, and the
number of flipped results for a given candidate is denoted by Z" is Z7 = 25:1 1(gi,; # vi)s
where I(-) is the indicator function.

! & is the XOR operation between two binary random variables, and therefore Ui,; is also a random

variable.

1:3
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Efficient Candidate Screening Under Multiple Tests and Implications for Fairness

The employer decides weather or not to hire the current candidate, but unlike the secretary
problem she can hire as many as she desires. A selection criterion is a mapping between test
results of a single candidate to actions: Select(9; 1,...,0:ir) € {0,1}, where 0 means reject
and 1 means accept (hire). A policy 7 sets the selection criteria based on o, p and other possible
constraints such as probability to hire, error probability, etc. A randomized threshold policy
is a policy m with parameters (7,6, r) such that ©(9;1,...,9i-) =1for S :==>"7_ 9:; >0,
(i, -5 8ir) =0 for S; < 6, and for S; = 6 the probability that 7(g;1,...,%ir) = 1isr.
We call a policy 7 a threshold policy if r = 1. In a dynamic policy, rather than setting a fixed
number of tests per candidate, the employer may decide after each test whether to accept,
reject, or to perform an additional test, i.e., 7(gi1,--.,8ir) € {0,1,more}. Note that for a
dynamic policy, the number of tests 7 is a random variable determined based on the tests’
outcomes. When designing a policy, one must carefully consider the balance between the
following desiderata:

1. Minimize False Discovery Rate (FDR) — the fraction of unskilled workers among
the accepted candidates, i.e., FDR := Pr[y; = 0|7(§s.1,...,0i-) = +1].
2. Minimize False Omission Rate (FOR) — the fraction of skilled workers among the

rejected candidates, i.e., FOR := Prly; = +1|7 (9.1, ..., 9i-) = 0].

3. Minimize False Negatives (FIN) — the amount of skilled workers classified as unskilled.
4. Minimize False Positives (FP) — the amount of unskilled workers classified as skilled.
5. Ratio of accept probability and number of tests — the number of tests performed
per candidate hired, using a parameter B > 1, we have 5 < Pr[n(J1,...,0:,) = +1].

For any fixed number of tests 7, increasing the threshold 6 of a threshold policy decreases
FDR while increasing FOR.

Loss: To handle the trade-off between the false positives, (i.e., when an unskilled candidate
is accepted) and false negatives (i.e., when a skilled candidate is rejected), we introduce an
a-loss, paramaterized by a € [0, 1] and defined as follows:

ea(bl,bg) =qQ- H[b1 =0,by = 1] + (1 — a) H[bl =1,by = O]
where I[-] is the indicator function and by, bs € {0,1}. The expected loss of a policy 7 is,

la(ﬂ—) - E[‘ea(yiv ﬂ-(gi,la cee 7:01',7'))] (1)

where the expectation is over the type of the candidates y;, the test results 7; j, and the
decisions of 7.

3 Analysis of the Bernoulli Model with One Group

To begin, we analyze this hiring model for a single group of candidates. The employer’s goal
is to minimize the expected loss, I, (), while maintaining a given acceptance probability.
For brevity, we relegate all proofs to the Appendix.

3.1 The Simple Threshold Policy (Equal Number of Tests)

Consider the setting where the employer must subject all candidates to an equal number of
tests 7 and threshold 6 (these parameters are chosen by the employer but thereafter constant
across candidates). For a given threshold, we can relate the flip probability (error rate) of
the test to the probability that a candidate is accepted as follows:
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Recall that §;; = y; ® Br(n), S; = >2i_, i, that Z7 = 377 1(9;; # vi), and that
7 and 0 are the only parameters of the threshold policy, 7. Informally, S, is the number
of passed tests and Z! is the number of flips (tests in error). The probability of hiring an
unskilled candidate is given by:

Prin(gi1, -, 9ir) = Lys = 0] = Pr[S; > Oly; = 0] = Pr[Z] > 0].

Since Z7 is a binomial random variable with parameters T and 7, we can calculate this
probability precisely as:

X X (T i
Prli(ios, i) = Al = 0= Pz = 0] = 3 (7)o =y
k=0

and the probability of rejecting a skilled candidate is the probability that they encounter
more than 7 — 6 flips, thus:

Priw(§i1,...,8ir) = Oly; = +1] = Pr[S; < Oly = +1] = Pr[Z) > 7 — 0]

- 3 (ra-w

k=1—60+1

Similarly, given a candidate’s skill level, we can calculate the probability that they obtain
exactly k positive tests out of 7, i.e,

PelS, = s = 0] = Prizz = k] = (] ) -,

PrlS, = K = +1] = Pr(z7 =7 = K] = | )1 = )"

Given these observations, we can now analyze the employer’s choices.

Optimal solution for any ratio o € (0, 1)

The next theorem shows that for threshold policies, the expected loss 4 (m) = [,(0) is
1 1
minimized at ¢ , such that |0} , —7/2| < %.

» Theorem 1. The loss function l,(0) is quasi-convex and a threshold of

log(2 — 1) +log(% —1
0r , =argminl,(0) = T G- 2(a )
P, 6 2 2log(1 + %)

minimizes loss for any values of a,p,o € (0,1).

Next, we bound the number of tests required to guarantee that the probability of
classification error by the majority decision rule (i.e., = [5]) does not exceed a specified
quantity 4.

» Theorem 2. For every d,p,a € (0,1), performing T = Q(o‘“;# ln(%)) tests per candidate
and using majority as a decision rule (i.e., 6 = 7/2) guarantees l,(7) < 4.

1:5
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Efficient Candidate Screening Under Multiple Tests and Implications for Fairness

Equal cost for false positives and false negatives (o = %)

Consider the simple loss consisting of the classification error rate (false positives and false
negatives count equally), expressed via our loss function by setting o = % When skilled
and unskilled candidates occur with equal frequency, i.e., p = 1/2, we can derive that the
majority decision rule minimizes the classification error for any number of tests.

» Corollary 3. Assume p = 1/2 and o = 1/2. For any number of tests 7, the majority
decision rule minimizes loss l,. Namely, arg mingl%(G) = [%T] In addition, for every
6 € (0,1), performing T = Q(% ln(%)) tests per candidate and using majority as a decision
rule guarantees classification error with probability of at most J.

FDR minimization with limited number of tests per hire for balanced groups

Again, assuming balanced groups (i.e., p = 1/2), suppose that an employer would like to
minimize the false discovery rate, subject to the constraint of lower bounding the hiring
probability. We can model this optimization problem by introducing a budget parameter
B > 1 to bound any predetermined (fixed) number of tests per hired candidate as follows:

argmin  FDR, =Prly; = 0| Pr[n(gi1,...,0i-) = 1]

2
T <B (2)
Pr[ﬂ(yi,h cee 7yi,f) =1]

subject to

where 7, is the number of tests m performs. The following theorem shows that the optimal
policy is a randomized threshold policy.

» Theorem 4. There exists a randomized threshold policy m which is an optimal solution

for (2).

3.2 The Dynamic Policy (Adaptively-Allocated Tests)

Recall that under a dynamic policy, the employer can decide after each test whether to
accept, reject, or perform another test. In general, dynamic policies are more efficient than
those that must set a fixed number of tests. To build intuition, consider a candidate that has
passed 2 out of 3 tests. As seen above, under an optimally-constructed fixed-test policy, any
candidate that fails a single test might be rejected.? However, the posterior probability that
this candidate is in fact skilled may still be greater than that of a fresh candidate sampled
from the pool. Thus we can improve on the fixed-test policy by dynamically allocating more
tests to candidates until their posterior odds either dip below the prior odds or rise above
the threshold for hiring. The following theorem formalizes this notion that it is better to
administer more tests to a candidate that passed the majority of previous tests than to start
afresh with a new candidate:

» Theorem 5. For any p,o,7, a candidate i that passed 0 > 5 out of T tests is more likely
to be a skilled than a freshly-sampled candidate i’ for whom no test results are yet available,
i.e., Prlyy = +1] = p < Prly; = +1|S, = 0].

» Remark 6. If § < 7, the inequality would have been reversed.

2 For example, if B =18 and n = %, the lowest false discovery rate is achieved by 7 = 6§ = 3.
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The Greedy Policy

We now present a greedy algorithm that continues to test a candidate so long as the posterior
probability that y; = +1 is greater than ¢ and smaller than 1 — ¢, rejects a candidate
whenever the posterior falls below € (absent fairness concerns, employers will set ¢ = p for
all groups), and accepts whenever the posterior rises above 1 — e. Given parameters ¢, ¢ > 0,
we show that the greedy policy solves the optimization problem of minimizing the mean
number of tests under these constraints, i.e.,

minimize E[7]
T

subject to Vm(gm, N 7@2’,7’) =1iff Pr[yz = +1|.7ji,17 ey ])Z‘,T] > 1—¢
Vart (Ji1s -5 Dir) = 0 0ff Prly; = +1(gi1,. .., 9i7] <€

!

Our analysis of this policy builds upon the observation that conditioned on a worker’s skill,
the posterior log-odds after each test perform a one-dimensional random walk, starting with
the prior log-odds log(%) and moving, after each test result, either left (upon a failed test)
or right (upon a passed test). When (as in our model) the probability of a flip are equal
for skilled and unskilled candidates, our random walk has a fixed step size. Moreover, our
random walk has absorbing barriers corresponding to (when ¢ = p) falling below the prior
log odds (on the left) and exceeding the hiring threshold (on the right). Owing to the fixed
step size and absorbing barriers, our policy resembles the classic problem of Gambler’s ruin,
in which a gambler wins or loses a unit of currency at each step, and loses when crossing
a threshold on the left (going bankrupt) or on the right (bankrupting the opponent). We
formalize the random walk as follows where X is the position on the walk at time j:

1. Xy is the prior log-odds of the candidate, i.e., Xy = log %.

2. After each test result, g, ; is observed, X; = X; 1 4+ (2g;; — 1) - log (%)
ii=+1lyi=

Let mGreeay be the policy that accepts a candidate if Prly; = +1|9i1, - - ,gm] > 1 —¢, rejects

if Prly; = 4+1(9i1,. .., 8i,;] < €, and otherwise conducts an additional test, i.e.,
0 if Pr[yi = +1|@171,...,ﬁ1’,j] <€
Tareedy(Ji1s-- - 9i3) = 4 1 if Prly; =+19i1,.... 03] > 1—€.
retest else

An employer will generally set the lower absorbing barrier to reject all candidates with

posterior log odds less than p since a fresh candidate from the pool is expected to be better.

However, when noise levels differ across groups, we may prefer in the interest of fairness to
set € lower than p for members of the noisier group, allowing us to equalize the frequency of
false negatives across groups (see Section 4).

» Lemma 7. Let 3,3 € R be the parameters that satisfy % =1—¢€and B/’L_;l =¢ (ie.,
B =1Cand p' = 1<5). Then X, > logB iff Prly; = +1|Gi1,- .- 0ir] > 1 — € (iff the
candidate is accepted) and X, <log 8" iff Prly; = +1|9i1,. .., 0ir) <€ (iff the candidate is
rejected,).

» Corollary 8. The policy TGreedy can be described as follows.

0 if X; <log li—;,
Tareedy(Jis - 0ir) = | 1 if X, > log(1=<)
retest else

1:7
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Table 1 Confusion matrix for mgreeqy assuming € < 1/4 and € <p< 1/2.

General €’ When ¢ = p
Skilled (y; = +1) Unskilled (y; = 0) Skilled  Unskilled

accept | TPR=0 (1 - %(1 - a)) FPR =0 (e(p— € + €'0)) O(0) O(epo)
reject | FNR =06 E;j(l —a)) TNR=0(1—¢e(p—€ +¢€o)) | O(1—0) ©O(1—epo)

We use the following parameters in the next theorems:

p(1—=¢)(1+0)

(1—e)(1—€)(1+0)
1Og( ee’(1—0) ) 1 log( e’(lfp)(lfa))
log(1%2) g log(1=2)

» Theorem 9 (Expected number of tests per type). The expected number of tests until a

_(l-onz
decision (namely accept or reject) for skilled candidates is E[r,] = L <a~ % - z) R~
1+o
20 2 gnd Elr)=1(z—-a- O L2 for unskilled candidates
1+ o Tul = o 1,(%)a ~ .

For the probabilities of the candidates to be accepted or rejected, conditioned on their true
skill level, we present the results in a form of confusion matrix in Table 1.

» Theorem 10. The expected number of tests until deciding whether to accept or reject a
candidate is E[r|m(y;r) € {0,1}] = %2, where a > L.

4  Fairness Considerations in the Two-Group Setting

Two Groups — Threshold Policies

We now discuss the effects of a threshold policy when candidates belong to two groups,
G1 and G5 whose skill level is distributed identically, but whose tests are characterized by
different noise levels. Without loss of generality, we assume that 1; < 72, where 7; is the
probability that a test result of a candidate from G; is different from his skill level. To begin,
we note the fundamental irreconcilability of equalizing either the false positive or the false
negative rates across groups with subjecting candidates to the same policy.

» Theorem 11 (Impossibility result). When noise levels differ between two groups with
identical skill level distribution, a single Threshold Policy m (with the same number of tests T
and the same threshold 6 for both groups) cannot have equality in either the false negative
rates or in the false positive rates across the groups. Particularly, there is a higher false
positive rate in the noisier group, as an unskilled candidate from Go is more likely to be
accepted by the threshold policy than an unskilled candidate from G :

FPRy!, = 1;11’[”(271',1, v i) = 1y = 0] < E;I’[W@i,l, ey Piir) = 1yi = 0] = FPRg?

and also a higher false negative rate, as a skilled candidate from Gs is more likely to be
rejected than a skilled candidate from Gy:

FNRglq— - In)r[ﬂ-(@i,la s 7gi,7') = Olyl = +1] < I;r[ﬂ(gi,la s agi,T) = O|ZJ¢ = +1] = FNRZ?—,—
’ 1 2
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Connection to Economics Literature. Aigner and Cain [1] discuss a similar case under a
Gaussian screening model where the variance (noise level) of the single test differs across the
two groups. Similarly, they note that qualified candidates fare worse in the noisy group but
that unqualified candidates fare better in the noisier group. Our work differs from theirs
in that we consider the effect of multiple tests and the ability to optimize over the number
of tests.

Two Groups—Dynamic policy

We now consider the (dynamic) hiring policy in the setting when employees belong to two
groups, G; and G, with identically-distributed skills but different noise levels 71 < 12. We
note that there are two ingredients that explain the differences among the groups: (i) The
Pr(g; j=+1ly;=+1]
Pr[y;,j=+1]y:=0]

step size of G;. Thus these candidates must typically pass more tests before they are accepted;
and (ii) Skilled candidates in group G2 exhibit less drift to the right (they have a higher
probability of failing a test). Consequently, when an employer (rationally) sets € = p for all
groups, a skilled candidate from G2 is more likely to be fail a test in step 1, at which point
the dynamic policy summarily rejects them. These two facts explain both the higher false
negative rates for G5 and the longer expected duration until acceptance. By setting ¢ < p
for members of the noisier group, we can equalize false negative rates. Precisely, setting
e = :’]—;p achieves the desired parity. The cost of this intervention is that it requires more
tests for candidates from the noisier group. Here, our random walk analysis can be leveraged
to determine exactly how many more. Once again, we cannot provide equality across the
groups in all desired ways — the same acceptance criterion, the same expected number of tests,
and the same false negative rates between groups — with the noise differs across groups.

step size, log ( ) = log (177") of G5 (the noisier group) is smaller than the

5 Gaussian Worker Screening Model

In this section, we work out the analytic solutions for the conditional expectation of worker
qualities given a series of conditionally independent tests Y7,...Y, s.t. Vi,j, ¥; L Y;|Q. We
assume that the worker quality () normally distributed with mean pg and variance aé, SO
instead of binary skill level we have continuous quality of candidates. Conditioned on @ = g,
each test is generated according to the structural equation y; = ¢ + 1, where 7 is a normally
distributed noise term with mean 0 and variance 0727. Equivalently, we can say that the
conditional distribution for each test P(Y|Q = ¢q) is Gaussian with mean ¢ and variance o2
We refer the reader to the full version [7] for further details.

We show that we can equalize conditional variance between the two groups by giving
more interviews to noisier group, and that it yields the same conditional expectations.

» Theorem 12. For two groups, Gy, G with the same worker quality Q, that differ only
2

in the variance of their noise 0,2,1 < 032,

interviews (or tests) for Go, where ny is the number of interviews for each candidate from
Gi.

. . . ag
the variance can be equalized by using ny = —3*ny
1

2
» Theorem 13. When equalizing conditional variances between Gy, Go by using no = %nl,
n1

we get the same conditional expectations, E,, [Q|Y1,..., Yy, | = E,,[Q|Y1,..., Y., ].

n*

1:9
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6 Unsupervised Parameter Estimation

Now, under the assumption of realizable case, we explain how one can estimate the parameters
p and o given tests results from a homogeneous population. Surprisingly, we discover that
parameter recovery in this model does not require any ground truth labels indicating whether
an employee is skilled or unskilled. We use Hoeffding’s inequality to bound the absolute
difference between the estimated parameters and the true parameters by choosing § as the
wanted upper bound and solving for the number of samples or e.

» Lemma 14 (Hoeffding's inequality). Let y1,...,Ym be 0> —sub—gaussian random variables.
Then, for any e > 0,

1 m
m ; yi — Elyi]

If y1,...,ym are Bernoulli random variables with parameter p,
1 m

b [ 1w
i

We start by estimating ¢ and then use it to derive an estimate for p. The estimated
parameters are denoted by & and p. Notice that in order to have any information regarding
the true value of o, we need to have candidates with at least two tests. Hence, from now on
we assume exactly that, i.e., Viﬂcreedy@m) = more for dynamic policies and 7 > 2 for fixed
number of tests policies.

Now, in both policies we have showed that the optimal rule is to reject candidates that
fail their first test. Therefore inconsistencies between the first two tests are seen only in cases

Pr

> ;| < 26—m62/202_

> e] < 97 2me”

where §;1 = 1,8;2 = 0.

Let ¢ be the number of inconsistencies in the first two tests, i.e., ¢ = [{(Ji1,9i2) : ¥i1 #
yi2}|, and let m be the number of candidates with at least two tests. Since c is generated by
sampling m times, the distribution Br((142)(152)) = Br(1_4"2) and we can estimate o as

stated in the next theorem:

» Theorem 15. If we have results from m > ﬁ 1n% candidates, by using 6 = /1 — 4=,
then with probability 1 — § we have that |6 — o| < e.

Having an estimation of the parameter &, we can calculate the estimated p as follows: Let
I(9:,1=1 . . . .

Djya=1 = w be the percentage of positive first tests. Since this number is generated

by the distribution Br(3(p(1+ o)+ (1 —p)(1—0))) = Br(3 + (2p — 1)%), we can estimate p

using the estimated value of &.

2 —1—1)+6
» Theorem 16. If we have results from m > ﬁ ln% candidates, by using p = M,

g
we get that with probability 1 — 6 we have that |p — p| < 2e.

Under the Gaussian screening model, the parameter estimation is also straightforward
(assuming realizability) without access to the true skill level of the employees. We start by
looking at a single candidate, i. Each of his test results, §; ; is generated from a conditional
distribution P(Y;|Q; = ¢;) which is a Gaussian with mean ¢; and variance 0727. Since this
variance is common among all the candidates, we can simply average the estimated variance
of every candidate to get an approximation for 072,. Suppose F; 1, - - -, Ji,n is a sequence of n
i.i.d tests of candidate ¢, and let y; = % Z;L:1 ¥i,; be the empirical mean of candidate i’s tests.
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The following theorem is a result from Hoeffding’s Inequality, in which we use to bound
the error of our estimated parameters.

» Theorem 17. By using the following as estimators for Gaussian parameters fig =

T 1Y, O On = it g1 Wig — ¥i)? and 63 = -3 (g — yi)® (notice that
E[&%} =o; and E[63] = 03), the difference between each parameter and it’s estimator is

bounded by O(1/ = In(3)).

7 Discussion and Future Work

Consider two groups with identically-distributed skills and characterized by different noise
levels in screening. Our results demonstrate that if a regulatory body (e.g., policymakers
or a regulator) insists on the same number of tests and the same decision rule for both
groups, this would yield higher false positive rates in any threshold policy. As a result, hired
candidates from the noisier group would suffer higher rates of firing. In turn, this might
lead employers to erroneously conclude that this group’s skill level is lower than it actually
is. This paper presents a policy that handles this problem by minimizing the false positive
rates of both groups, in the form of a greedy policy. Moreover, the greedy policy is efficient,
minimizing the expected number of tests per hire among all policies that achieve a specified
false positive rate and continue testing every candidates that appear better than the a new
one. However, the dynamic policy will still suffer (as does the simple threshold policy) from
higher false negative rates for the noisier group, violating a notion of fairness dubbed equality
of opportunity in the recent literature on fairness in machine learning [11]. We addressed this
problem by modifying the greedy policy to reject candidate iff Priy; = +1|g;1...0:-] <€
by setting € < p. Our greedy policy can be made forgiving and equalize false negative rates
across groups.

Implications for Fairness

When it comes to ”business justification”, Civil Rights regulation in the United States might
be open to more than one interpretation regarding group-based disparities. In disparate
impact doctrine, the statistical disparity of interest, e.g., in the famous 4/5 test concerns the
decisions itself. In our model, if one were to apply a uniform hiring policy, administering
the same number of tests to all applicants and applying the same threshold, a disparate
impact might emerge. By subjecting members of noisier groups to more tests, we can equalize
the confusion matrix entries across groups, seemingly eliminating any disparate impact
concerning outcomes.

However, in this case, both the number of tests administered, and the inferences drawn
from the results depend explicitly on group membership, potentially raising concerns about
disparate treatment and procedural fairness. Another interesting question might be to
consider what disparate doctrine might have to say about disparities not in outcomes but in
testing procedures.

Our setup motivates a new dimension to the discussion — even when members of the
two groups have statistically identical outcomes, and even putting aside concerns about
group-blindness, members of the more heavily-tested group may experience adversity. For
example, perhaps these candidates, subject to more interviews, would not be able to interview
with as many employers, thus lowering their overall likelihood of finding employment.

1:11
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It would be interesting to introduce strategic behavior to our setting and understand the

implications. For example, the candidates might have a utility that depends on whether they
received the job, and disutility associated with how long their interview process was. Their
overall utility can simply the difference between the two. Such a strategic model will cause

some candidates not to apply, and the stream of candidates applying would have significant

different characteristics than the overall population. Such a strategic setting would pose

additional fairness challenges, since the mechanism would also control applies and not only

who is hired.

—— References

1

10

11

12

13

14

15

16

17

18

19

20

Dennis J Aigner and Glen G Cain. Statistical theories of discrimination in labor markets. ILR
Review, 30(2):175-187, 1977.

Kenneth Arrow et al. The theory of discrimination. Discrimination in labor markets, 3(10):3-33,
1973.

Solon Barocas, Moritz Hardt, and Arvind Narayanan. Fairness and Machine Learning.
fairmlbook.org, 2019. URL: http://www.fairmlbook.org.

Gary S Becker. The economics of discrimination chicago. University of Chicago, 1957.
Richard Berk, Hoda Heidari, Shahin Jabbari, Michael Kearns, and Aaron Roth. Fairness in
criminal justice risk assessments: The state of the art. Sociological Methods & Research, 2018.
Alexandra Chouldechova. Fair prediction with disparate impact: A study of bias in recidivism
prediction instruments. Big data, 5(2):153-163, 2017.

Lee Cohen, Zachary C. Lipton, and Yishay Mansour. Efficient candidate screening under
multiple tests and implications for fairness. CoRR, abs/1905.11361, 2019. arXiv:1905.11361.
Sam Corbett-Davies and Sharad Goel. The measure and mismeasure of fairness: A critical
review of fair machine learning. arXiv preprint, 2018. arXiv:1808.00023.

Danielle Ensign, Sorelle A. Friedler, Scott Neville, Carlos Scheidegger, and Suresh Venkata-
subramanian. Runaway feedback loops in predictive policing. In Conference on Fairness,
Accountability and Transparency (FAT*), 2018.

William Feller. An Introduction to Probability Theory and Its Applications, volume 1. Wiley,
January 1968.

Moritz Hardt, Eric Price, Nati Srebro, et al. Equality of opportunity in supervised learning.
In Advances in neural information processing systems (NeurIPS), 2016.

Lily Hu and Yiling Chen. A short-term intervention for long-term fairness in the labor market.
In World Wide Web Conference (WWW), 2018.

Faisal Kamiran, Toon Calders, and Mykola Pechenizkiy. Discrimination aware decision tree
learning. In International Conference on Data Mining (ICDM), 2010.

Toshihiro Kamishima, Shotaro Akaho, and Jun Sakuma. Fairness-aware learning through
regularization approach. In ICDM Workshops, 2011.

Jon M. Kleinberg, Sendhil Mullainathan, and Manish Raghavan. Inherent trade-offs in the
fair determination of risk scores. In Innovations in Theoretical Computer Science Conference
(ITCS), 2017.

Dino Pedreshi, Salvatore Ruggieri, and Franco Turini. Discrimination-aware data mining. In
Knowledge Discovery in Databases (KDD), 2008.

Edmund S Phelps. The statistical theory of racism and sexism. The american economic review,
pages 659661, 1972.

Sven Schmit, Virag Shah, and Ramesh Johari. Optimal testing in the experiment-rich regime.
In International Conference on Artificial Intelligence and Statistics (AISTATS), 2019.

Sahil Verma and Julia Rubin. Fairness definitions explained. In Proceedings of the International
Workshop on Software Fairness, FairWare ’18, 2018.

Ward Whitt. Uniform conditional stochastic order. Journal of Applied Probability, 17(1):112—
123, 1980.


http://www.fairmlbook.org
http://arxiv.org/abs/1905.11361
http://arxiv.org/abs/1808.00023

L. Cohen, Z.C. Lipton, and Y. Mansour

A  Technical Proofs

A.1 Proofs from Section 3

Proof of Theorem 1. To prove the theorem, we show that the loss function I, (7, 8), as a
log(L —1)+1 771
function of 6 is quasi-convex and achieves its minimum value at [f( o8 Toa( J_ C;% ) —‘
1—
log(L—1)+log(L -1
Namely, we show that the loss is monotone increasing for E(T og(; Iog(ii 2%,() ))—‘ <9<
1

T — 1, i.e., increasing 0 increases the loss: 1, (6) < l,(0 + 1).
Similarly, we show that for 1 < 6§ < [%( 10g(771)+10g(;71))—‘, we have [, (0) < 1,(0 —1).

log(1+ 20
Indeed,

la(@0+1,7)—14(0,7) = —aPrly=0,S; = 0]+ (1 — a) Prly = +1, S, = 0]
= —aPr[S; = 0|y =0]Prly = 0] + (1 — a) Pr[S, = 0|y = +1] Prly = +1]
Since Prly = 0] = 1 — p and Pr[y = +1] = p, we have

L0 +1,7)=11(0,7) = =(1 = p)aPr[S: = 0]y = 0] + p(1 — @) Pr[S; = by = +1].

N=

The above expression is positive iff
(1 —p)aPr[S; =0ly =0] < p(1 — ) Pr[S,; = 0y = +1] (3)

Since Pr[S; = 0|y = 0] is the probability of exactly 6 flips, and Pr[S,; = 0|y = +1] is the
probability of exactly 7 — € flips, we can calculate those probabilities as follows:

pils, =oly =0 = () (505D

Pr[S.,- = e‘y = +1] — (7— Z 0) (PTU)T—G(HTO')Q

Substituting expression in (3), we get

(-na() 500 < T )Gy

T —

Rearranging, we get

(

1—0 9 l—o ., p -«
< .
1+0) (1+0) (1

—p o
Applying log on both sides gets us

1-— P 1l—a
1 log(——).
7) < 7log(—— p)+og( - )

20 log( TTo

) + log(

1+o 1-—-

Solving for 6, we find that the inequality holds if

_ Tlos(y55) + log(%5) +log(52) Lo log(;; —1) +log(3 — 1)
210g(1’—”) log(1 + 12_%)

5 )

log(%—l)—i-log(%—l)
10g(1+12_—"6)

For 6 > E(T - )—‘, we have

(1 —p)aPr[S, =0y = 0] < p(1 — a) Pr[S, = fly = +1],

1:13
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log(+—1)+log(+—1)
log(1+1{—"a)

and for 0 < E( )_‘, we have

a(l —p)Pr[S; =0ly =0] > (1 — a)pPr[S; = 0ly = +1].

oo(l_ oo(L_
1(T71g(p 1)+log( 1))"' <

This implies that the maximum is ) , = [5 los(1+ 2=)

Proof of Theorem 2. We start with a skilled candidate. The expected number of tests that
a skilled candidate passes is E[S;|y = +1] = 7(+£2) > 7
By using Hoeffding’s inequality for Bernoulli dlbtrlbutlons, for every € > 0,

140

Pr[E[S,] — S, > €|y = +1] = Pr[r( )= S, >ely=+1]<e 27 <.
Choosing € = § yields S; < 7 < [Z] (as 7 is odd), which holds iff a majority threshold
policy would predict that this is an unskilled candidate (false negative). Solving for 7, we
get 7> L In(3).

We now repeat the process for an unskilled candidate. The expected number of tests that
an unskilled candidate passes is E[S;|y = 0] = 7(}5%) <

By using Hoeffding’s inequality again, we have

1—0

2 )>ely=01<e 7 <

Pr[S: —E[S;] > e|ly = 0] = Pr[S; — 7(

Choosing € = § yields S, > 7, which holds iff a majority threshold falsely predicts that this
is a skilled candidate (false positive). Solving for 7 again, we get 7 > 2 In(%).
Overall, 7 > O‘(l 2) In(} )—i—p(l @) In(}) = (2222 (1)), <

Proof of Theorem 4. Let 7’ be any optimal policy for (2) (not necessarily threshold) with
a fixed number of tests, 7. We will show, in two steps, how to transform it into an optimal
randomized threshold policy. The first step is to symmetrize 7’. Let ry, = Pr[n(9) = 1|S, = k].
Define a policy 7", which performs 7 tests, and accepts with probability 7, where k = S;.
Clearly, both 7’ and #”/ have the same accept probability. In addition, since condition on
S; = k, any sequence of outcomes is equally likely. Furthermore, and the probability that
y = 1 given any sequence of outcomes with S, = k, is identical. (Technically, S, is a sufficient
statistics.) This implies that the false discovery rate is also unchanged.

This yields that m with the randomization vector r is also optimal.

The second step is to suppose — for sake of contradiction — that 7’ is not a randomized
threshold policy. We will show that we can improve the FDR of 7/ while keeping the
probability of acceptance unchanged. This will contradict the hypothesis that 7’ is optimal.

If 7" is not a randomized threshold policy, then there is no 6 and k, such that

0, ifk<@6

rp = Pr Ai,...,Ai-,—le.,—:k 0] = .
k [W(y,l y,) | # 0] {1 k>0

Now, let k£ be the minimal value such that r; > 0 and let 0 < ¢ < 7 — k be the minimal value
for which 0 < rp4; < 1. Clearly, the FDR is lower at S; = k + ¢ than at S; = k. Intuitively,
we can shift some probability mass, ¢, > 0 from ry to ri4; in a way that maintains the
acceptance probability of m and decreases the false positive rates.

Let ex+; > 0 be such that €, - rp = €x4; - Tr+i- Let r' be a modified randomization
vector for m such that 7, = rp(1 —ex), 7} ; = rryi(1 + €ry) and for every I ¢ {k,k + i}
r; = 1. Since Pr(m(Gi1, ..., 0ir) =1 =211 = Zl¢{k,k+i} 7+ 7, + 744, the acceptance
probability remains the same. As for the false discovery rate, since Pr[y; = 0|S, =k + ] <
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Pr[y; = 0|S; = k], Pr[S; = k + 4] is higher with #/ than with r, Pr[S, = k] is lower with
r’ than with » and for any I ¢ {k,k + i}, Pr[S, =[] with 7/ is the same as with r, the
false discovery rate with r’ is lower, which contradicts the optimality of = with r as the
randomization vector. <

Proof of Theorem 5. Using Bayes’ theorem, the conditional probability can be decom-
posed as

PI‘ z:+1 PI‘STZQ z:+1
Prly; = +1|S, = 6] = v llr[S[ ) ly I _

p(;)(50) " ()"
+

p(5) (15270 (552 + (1= p) (1) (555)7 7 (459)"
Since 7 — 0 < 6 and (j) = (,.7,), we get
p(1+ )20 e
P o) (- (a7 ()P 1 p
Since (1£2) > 1 it holds that (1£2)%~7 > 1,
140 99
Gy > 1y
-0
So,
l1+o 20—71 l+o 20—71
1—
e e L
And finally,
( )2677—
Prly;, = +1] = *P i = +1|S: = 0.
rlyi = +1] p(EEZ ) 1= rly; = +1| | <

Proof of Lemma 7. Let S, = Z]T'=1(237i,j — 1), and let s, € {—7,...,7} be any of the
possible values of S.. Note that

PI‘@Z‘J = 1|y1 = 1] _ 1 +o
Pr[gi}j = 1|y7, = 0] 1 — 0'.

Since the §; ; are i.i.d., we have

Pr(g; j = +1]y; = +1]
Pr[gi; = +1|y; = 0]

X =Xo+ > (20i; — 1) - log( )

j=1

1
zlog(lp )+ S- log( to

—)

Since

Pr[S, = sy = 1] (1 +o
Pr[S; = s, |y; = 0]

)*
)

l1—0
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we have

B P Pr[S; = s, ly; = 1]

Since

Pr[S; = s;] - Prly; = 1S = -]
Prly; = 1]

Pr[S; = s, |y = 1] =

and

Pr[S; = s.] - Prly; = 0[S, = s/]
Prly; = 0]

Pr[S; = s;]y; =0] = ,
assigning Pr[y; = 0] = 1 — p and Prly; = 1] = p, we get

Pr(S, = s,lys =1] _ (1—p) Prlyi =1|S; = s,] )

PT[S-,— = Slei = 0] p- Pr[yi = 0|S‘r = S‘r]

Applying (5) in (4) and adding X, > log 8 gives us

Pry; = 1|S- = s;] Prly; = 157 = s;]
= — >
X, =log (Pr[yi  T— log ( 7= R a— log 8

Prly; = 1|S; = s;]
1 —Prly; = 11S; = s,]

Prly; = 115; = s;] = B(1 — Prly; = 1|57 = s7])

>p

B
Prly, =1|S: = s;] > ——
ly | 7] 1+8
Applying (5) in (4) and adding X, < log 8’ gives us

Prly; = 1|5, = s;]

< !
1 —Prly; = 11S; = s;] b
Hence
/8/
Prly, = 1|5, = s,] < T <

Proof of Theorem 9. First recall that given a skilled candidate, for every test j,

R 14+
Pr(gi; = +1ly; = +1] = 5 d

N 1—0
Pr[yi,j = O|yz = +1] = 9

Hence
Pr[g; ; = Oly; = 1] — Pr[g; ; = +1]y; = 1] = —0.

The lower absorbing barrier is reached when a candidate’s posterior skill level is lower than

the prior of the skill level, i.e.,

I ¢ 1 1+0
0 —lo
glfe’ & 1—0
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and the starting point is just one step away from the lower absorbing barrier:

Xy = log P .
L=p
According to Corollary 8, the upper absorbing barrier is in

1—c¢
€

log( )-

To derive the results for the expected duration of the random walk for skilled and unskilled
candidates, we shift the locations of the absorbing points so that the lower barrier would be
in 0 and also divide them by a step size (so now we have that every step is of size 1). The
new upper absorbing barrier is at

140 140

L [10(59) ~ Gom 5 —loa(iEg) ] _ [ loa( =R )
10%(@) 10g(§)

And we also shift the starting point:

140 140

| [tomty (g —los(1£5))] _ | los(HE5ES)
log(22) log(1=2)

As stated in [10], the expected duration of a random walk with absorbing barriers of 0
and a from z =1 is (equation 3.4, chapter XIV [page 348]):

As for unskilled candidates, the absorbing points and the starting point are the same, the
only difference is that

l1—0
2

Pr(g;; = +1y:] =

and

1+0

Pr[g; ; = Oly; = +1] = 5

Therefore,
Pr[g;; = 0ly; = 0] = Pr[gi; = +1ly; =0l =0

and we deduce

1:17

FORC 2020



1:18 Efficient Candidate Screening Under Multiple Tests and Implications for Fairness

Deviations for the confusion matrix (Table 1). We split the claim in the confusion matrix
(Table 1) into two parts. First, using equation (2.4) from chapter XIV [page 345] in [10],
we get

FNR — Pr[ﬂ-GrCCdy(giyl’ e ,ﬂi,r) = O|y’L = +1] = +‘7170' a 1+o
(1+U) -1
and
A (1£2) - (%)
TNR:PI‘[TFGreedy(yi,l""’yl -,—) - Olyl - O] (1 )a — 1
l1—0o

The second part follows from the fact the gambler’s ruin must end in case of absorbing

barriers.
N N (132)* — (152)°
TPR = Pr[ﬁGreedy(yi,la v ayi,'r) = 1|y1 = +1] =1- 1—0 =
(i72)—1
1-o €l-p)(1-0) p(l—p)
me) —l e ot T ol (-9 -p) —p)
(72)e -1 ez g g5 -1 plep—(1—¢) ~

(1—€)(1—¢€)(140)

Where 1 := % Fore<1/4andp<1/2weget0<pu<1/3and p=0(e(1-0)),

therefore

TPR = @(pp’“‘) @(1;(10))

Hence FNR = (5 (1 — o).

(H2 -1 foeng !
FPR = Pr[’/TGreedy(.ﬁi,l; cee agi,r) - 1|y1 = 0] - (L_r(cfr)a 1 = (176/)121676)(110) =
1-0o ee(l—o) -1

_ﬁil 6( (1_ )M) ’ /
" G- emgy OO é)

Hence TNR =0 (1 —¢(p — € + €0)). <

Proof of Theorem 10.
E[r] = E[rs]p + E[r,](1 — p) =
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A.2 Proofs from Section 4

The next lemma aids in the proof of Theorem 11.

» Lemma 18. Let Z! be a Binomial random variable with parameters n € N and n € (0,1).
Given a number of successes, k € {0,...,n}, we know that the probability mass function of
Z0 s fr(n) == Pr[Z] = k] = (\)n"(1 —n)"~*. Let L(n|k) be the likelihood function of the
event Z' = k. Then the mazimum likelihood of fi(n) isn = % Le.,

k

n _
L(n|k) = argmawnfk(n) = argmaz, <k) nk(l —-n)" k— -

Proof of Lemma 18. We notice that (Z) does not depend on 7, thus

n n— n—
k)n’“(l —n)""* = argmax,n*(1 —n)" "

The log-likelihood is particularly convenient for maximum likelihood estimation. Logarithms

argmax, fx(n) = argmax, <

are strictly increasing functions, as a result, maximizing the likelihood is equivalent to
maximizing the log-likelihood, i.e.,

)nfk

argmaxnnk(l -7 = argmax, In(n*(1 —n)" %) = argmax, kIn(n) + (n — k) In(1 —n)

Differentiating (with respect to 1) and comparing to zero we get

din(fy(m)) _k n—Fk

dy m 17
And after refactoring,
k(L —=mn) = (n—k)
The function In(fx(n)) is a strictly concave as its second derivative is negative,

E(fi(m) _ k n—k

=0.

=—— - — > <0,
dn? n”?  (1-n)?
And since the derivative of a strictly concave function is zero at %, then 7 = % is a global
maximum. Therefore, /) = £ obtains absolute maximum in fx(n). <

Proof of Theorem 11. Let Z7* be a random variable that represents the number of flips out
of a T-tests sequence with a noise level of 7;, i.e., Z is the number of times when y; # y for
1<j<7. Weuse Z" to express Pr[m(§;1,...,9,-) = Llly; = 0,7 = n;] as the probability
that at least 0 flips,

Prin(gi1,- -5 9ir) = Lyi = 0,n = n;] = Pr[Z]" > 0]
and the probability of Pr[m(g;1,...,8:-) = llg = +1,n = ;] as at most 7 — 6 flips, thus
Pr[ﬂ—(gi,lv e 7&1',7‘) = 1|yl = +]-777 = 771] = PI’[Z;]L S T = 0]

From Lemma (18) and since probability density function (pdf) are is monotone increasing,
we derive that the pdf of Z]? satisfies monotone likelihood ratio property over the pdf of
Z. This implies that the pdf of Z]? also has first-order stochastic dominance over Z)I* by
Theorem 1.1 in [20]. From stochastic dominance, we can derive the desired inequalities

FP' =Prld < ZM] <Prld < Z?] = FP”
and

FNJ' =Pr[Zl <7 —0] < Pr[Z <7—06] = FN}>. <
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A.3 Proofs from Section 5

Proof of Theorem 12. First, recall that

Efficient Candidate Screening Under Multiple Tests and Implications for Fairness

1
Var[Q|Y7, ..., Yy] = .
" % + % 02+ nag2
Solving for ny in the equation Vari[Q|Y1, ..., Yy, ] = Vara[Q|Y1, ..., Yo,
2 2 2 2
9Q%m _ 9Q%,

07271 + nlaé oz, + ngcr?Q
we get

021 (07272 + ngaé) = 0,2]2 (07271 + nlaé)
and hence

0'72]1712 = 0'72]2’/11.

0_2
Extracting ng, we find that ny = —32n;.
n1

Proof of Theorem 13. First, recall that

E[QIYi, o Vil = pig + | <o v 1) = g + | 20 (v~ )

1y In| = HQ ;’7;274,”7”. y Hy) = 1Q U%—l—naé"" y My
Q

Now,

El[Q‘Yh "'7Yn1] - IEQ[Q|Y17 ) Ynz] =

2 2
o o
Q@ . _ _ Q . _
0_1271 T 77,10(29 o ] (Y1 lj'y) 0%2 ¥ nQUé 5o ‘| (Y2 Mu)

2
o
Q _
= 2 nl(yl) -
072]1 +ni1og

% (¥z2)
n2(y2
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Jénl U2Qn2
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2
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Metric Learning for Individual Fairness
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—— Abstract

There has been much discussion concerning how “fairness” should be measured or enforced in
classification. Individual Fairness [2], which requires that similar individuals be treated similarly, is
a highly appealing definition as it gives strong treatment guarantees for individuals. Unfortunately,
the need for a task-specific similarity metric has prevented its use in practice. In this work, we
propose a solution to the problem of approximating a metric for Individual Fairness based on human
judgments. Our model assumes access to a human fairness arbiter who is free of explicit biases and
possesses sufficient domain knowledge to evaluate similarity. Our contributions include definitions
for metric approximation relevant for Individual Fairness, constructions for approximations from a
limited number of realistic queries to the arbiter on a sample of individuals, and learning procedures
to construct hypotheses for metric approximations which generalize to unseen samples under certain
assumptions of learnability of distance threshold functions.
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1 Introduction

Determining what it means for an algorithm or classifier to be “fair” and how to enforce
any such determination has become a subject of considerable interest as automated decision-
making increasingly takes the place of direct human judgment. One attractive definition
proposed is Individual Fairness [2], which states that similar individuals should be treated
similarly, where similarity is encoded in a task-specific metric.

» Definition 1 (Individual Fairness [2]). Given a universe U, a metric D : U x U — [0,1] for
a classification task with outcome set O, and a distance measure d : A(O) x A(O) — [0,1],
a randomized classifier C : U — A(O) is Individually Fair if and only if for all u,v € U,
D(u,v) > d(C(u),C(v)).

Individual Fairness is appealing because each person is assured that her treatment is
similar to that of any person similar to her.! However, the value of this assurance critically
depends on the extent to which the similarity metric (D) faithfully represents society’s best

By way of contrast, notions of fairness based on group level statistics can only provide individuals with
the guarantee that if they are treated poorly, either someone in a different group is also treated poorly or
someone in their group is treated well. Furthermore, many popular notions of statistical group fairness
conflict with each other and cannot be satisfied simultaneously [1, 6].
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understanding of what constitutes similarity for a given task. Thus, the most significant
barrier to implementing Individual Fairness in practice is the need to construct a similarity
metric for each classification setting.

In this work we set out a path for constructing metrics for Individual Fairness based on
judgments made by a qualified, fair-minded “human fairness arbiter.” Our contributions
include: (1) a framework for useful approximations to a metric for Individual Fairness; (2)
a limited, realistic query model for determining the arbiter’s judgments of who is similar
to whom; (3) a method for constructing approximations to the true metric with limited
queries to the arbiter by using distances from a (set of) representative individual(s); (4)
a procedure for generalizing these approximations to unseen samples based on limited
learnability assumptions. Throughout this work we make no assumption on the form of the
metric or the features included in the learning procedure with the clearly stated exception of
Assumption 1 concerning learnability of threshold functions. As our results are built upon
a series of sequential steps including new terminology and machinery, we first present an
extended introduction to highlight the key concepts, logic and results. These results are
expanded and discussed in detail in the full version of the paper [4].

1.1 Model

In this work, we take the viewpoint that fairness is not well described by either accuracy
or group statistics alone. Instead, we view fairness as a highly contextual property one can
identify but not necessarily describe.?
similarity judgments with which fair-minded people would agree, rather than satisfying any

Our goal is to produce a metric which results in

particular statistical properties.?> The core of our model is the human fairness arbiter, a
fair-minded individual who is free from explicit biases or arbitrary preferences, is motivated
to engage ethically and honestly in the query protocol, and has sufficient knowledge and
contextual understanding of who is similar to whom for a particular task. The arbiter is not
expected to provide us a description or specification of the distance metric.

A critical part of learning metrics based on human judgments is determining the type
of queries to ask in order to solicit consistent, fast responses. To that end, we assume that
we cannot ask the arbiter to consider more than a few individuals at a time, e.g., it is not
realistic to ask the arbiter to find the closest pair of elements in the universe.

We ask the arbiter to answer two types of queries in this work: relative distance queries,
(e.g., is a closer to b or ¢), and real-valued distance queries.

» Definition 2 (Real-valued distance query). OrgaL(u,v) := D(u,v).

» Definition 3 (Triplet query). OtripLer(a,b,¢) := {1 if D(a,b) < D(a,c), 0 if D(a,c) <
D(a,b)}.

Producing a consistent set of real-valued distances is not a natural judgment most people
are accustomed to making, so we assume that real-valued queries are very “expensive” for
the arbiter to answer. Furthermore, maintaining internal consistency may increase the query
cost as the number of queries increases. Relative distance queries have been used successfully
for human evaluation in image processing and computer vision, e.g. [8, 9], and we anticipate
they will be significantly easier for the arbiter to evaluate. Demonstrating how to replace
difficult queries with easy queries is a significant part of our contribution.

2 [3] takes a similar approach in which a judge “knows it when she sees it,” but is not required to articulate
why a decision is unfair.

3 We discuss different types of agreement, and the extent to which we fully achieve this goal, in Section 8
of the full paper.
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We make several simplifying assumptions about the nature of the human fairness arbiter in
the main results of this work. (1) There is either one arbiter or all arbiters agree on all
decisions. (2) The arbiter does not change her opinion over the query period. (3) The
arbiter’s responses are consistent, i.e., if she answers that a is closer to b than it is to ¢, her
responses to real-valued queries will also reflect this relative judgment.* For the majority of
this work, we focus on the query model specified above, which requires the arbiter to answer
with arbitrary precision. We also present a relaxed model which allows the arbiter to answer
real-valued queries with bounded noise and does not require arbitrarily small distinctions in

relative distances queries. The main results presented are replicated in the relaxed model.

As the results are similar, we focus on the more simple exact model in the main presentation
of our results.?

1.2 Contributions

Approximating the metric by contracting. Our first key observation is that Individual
Fairness only requires that we do not overestimate distances. This motivates our definition
of a submetric, which is a contraction of the original metric and can be substituted for the
original metric and still maintain Individual Fairness.

Constructing submetrics based on distances from representative elements. Taking the
difference in distance to a single reference or “representative” point is one of the simplest
ways to produce an underestimate of the distance between two elements. Submetrics based
on distances from representative elements form the basis of all of our constructions, and
although this may seem simplistic, it has a significant advantage when it comes to deciding
which queries to ask the arbiter: ordering. An ordering of elements by increasing distance
from the representative can be constructed with relative distance (easy) queries used as a
comparator. Once this ordering is established, real-valued distances at a given granularity
can be layered on top in a sublinear number of real-valued (hard) queries.

Choosing representatives. A single representative may not be sufficient to capture all
relevant distance information, but combining the information from multiple representative

elements can produce a more complete picture of the distances between all pairs of individuals.

But which representatives should we choose to maximize distance preservation? We discuss

a general, randomized approach and show that given certain properties of the metric, i.e.

how tightly packed individuals are, a random set of representatives of reasonable size will
have good distance preservation properties.

Generalizing submetrics to unseen samples. Once we have established how to construct

a submetric for a fixed sample of elements, our next step is to generalize to unseen samples.

Our results are based on an assumption that threshold functions, i.e. binary indicators
of whether an element is closer to a representative than a given threshold, are efficiently
learnable. We show how to combine threshold functions to simulate rounding distances to a
representative and then exhibit appropriate parameters to construct an efficient combined
learning procedure.

4 Please see Section 8 in the full paper for additional details.

5 Extended discussion of the exact query model and a more general definition of relative queries is included
in Section 3 of the full paper. The relaxed query model is discussed in detail in Section 7 of the full
paper.
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Relaxing arbiter requirements. Finally, we present a relaxation of the arbiter query model
in which the arbiter (1) may respond to real-valued queries with arbitrary bounded noise and
(2) is not required to make arbitrarily precise distinctions between distances and may instead
declare relative comparisons to be “too close to call.” This model more closely matches the
reality of human arbiters, and our results extend with improvements in query complexity at
the cost of increased error magnitude.

1.3 Preliminary terminology and definitions

We refer to the universe of individuals as U, a distribution over the universe of individuals
as U, and the size of the universe as |U| = N. We write U* for the uniform distribution over
U. We assume D : U x U — [0, 1] for simplicity. Individual Fairness does not require that
distances between individuals be maintained exactly, only that they not be exceeded. This
observation motivates our definition of a submetric which is a contraction of the true metric,
i.e., it does not overestimate any distance beyond a small additive error term.’

» Definition 4 (a—submetric). Given a metric D, D' : U x U — [0,1] is an a-submetric of
D if for all u,v € U, D' (u,v) < D(u,v) + a.

Any classifier which satisfies the distance constraints of the submetric D’ will also satisfy
those of D, modulo small additive error.” Given an a-submetric it is possible to eliminate
the additive error by taking max{0,D’(z,y) — a}. On the other hand, we want to avoid
contracting distances to the point of triviality. We say that a submetric is (3, ¢)—nontrivial
if a B fraction of distances between pairs preserve at least a c—fraction of their original
distance.®

» Definition 5 ((3, ¢)—nontrivial). Given a metric D, a submetric D’ of D is (3, ¢)-nontrivial

for the distribution U if Pry s auxu [1;’((57:)) > c} > .

1.4 Constructing submetrics from arbiter judgments

A core component of this work is constructing submetrics based on distance information (either
exact or underestimated) from a single representative element. We define the representative
submetric D, in the following Lemma. (The proof of follows from triangle inequality.)

» Lemma 6. Given a representative r, D,(z,y) := |D(r,xz) — D(r,y)| is a 0-submetric of D.

Given a sample of N individuals, D, can be constructed from O(N) queries to Orgal.
Although O(N) may seem good compared with the O(N?) queries required to reconstruct
the whole metric, it can be improved to O(log(V)) by supplementing with relative distance
queries. Our general strategy will be to show that (1) an ordering of elements by distance
from a representative can be constructed using OtripLET as a comparator, and (2) given
this ordering, the real-valued distances between each element and the representative can be
closely approximated by labeling the ordering with distances at granularity «, which requires
a sublinear number of real-valued queries. Algorithm 1 outlines this process.’

This relaxation is very similar to the notion of (d,7) metric fairness of [5] and approximate metric
fairness of [10].

As originally noted in [2], the distance measure need not be a true metric, i.e. it does not strictly need
to obey triangle inequality or distinguish unequal elements.

Nontriviality is defined over a product of identical distributions of elements in the universe. There is
no general obstacle to extending our results to more complicated scenarios, but definitions of density
(presented in the full version in Section 6) would need to be adjusted.

9 See Section 4 in the full version for the detailed specifications and analysis.



C. llvento

Algorithm 1 (Pseudocode).

Inputs: the representative v, a set of elements U, error parameter «, interfaces OTRpLET
and OREAL~
Output: an a—submetric D...
: Initialize the submetric D).(z,y) < 0 for all z,y € U x U.
: Order the elements of U by distance from r using OtgipLeT as a comparator.
: Designate the entire ordered list as the first continuous range.
: while there are still ranges left to be labeled do
Select a range left to be labeled.
Query Oggal (7, first) and Oggal (7, last) for the first and last elements in the range.
if the difference in distances is > « then
Split into two continuous ranges, each with half of the elements in the current

range.
9: else set D).(r,z) to OreaL(r, first) for each element z in the range.
10: Set D, (x,y) = |D..(r,z) — D,.(r,y)| for all z,y in the ordering.

11: return D..

Theorem 7 states that Algorithm 1 produces an aw—submetric, which follows from observing
that rounding D(r, z) and D(r,y) down by at most « results in an increase (or decrease) of
at most v in |D(r, ) — D(r,y)|. The bound of O(N log(N)) relative distance queries follows
from a straightforward analysis of sorting. The bound of O(max{2,log(N)}) real-valued
queries is included in Section 4 in the full paper. Briefly, the analysis considers the maximum
number of continuous ranges that, when split, result in one range with difference greater than
a and one with less. In the worst case, this results in logarithmic dependency on N or i

» Theorem 7. Algorithm 1 produces an a—submetric of D which preserves D(r,u) for each
u € U (with additive error < o) from O(max{X,log(N)}) queries to Orear and O(N log(N))
quem’es to OTRIPLET'

The submetric produced by Algorithm 1 preserves distances between r and other elements
well, as D..(r,z) is rounded down by at most «, but we cannot make guarantees on distance
preservation between arbitrary pairs without further information. For example, with only the
information that v and v are equally distant from r, it is impossible to distinguish whether

the distance between v and v is zero or equal to twice their distance from r. (See Figure 1).

Submetrics constructed based on different representatives preserve different information
about the underlying metric, so we can construct more expressive submetrics by aggregating
information from multiple representatives. Taking maxmerge({D;}, z,y) := max; D;(x,y),
it’s straightforward to show that if all D; are submetrics of D, then the maxmerge of the
set is also a submetric of D, and that the merge preserves the “best” distance known for

each pair.'°

1.5 Choosing good representative elements

Although the maxmerge of submetrics based on multiple representatives is an improvement
over a single representative, we still cannot make any guarantees about distances between
pairs which do not include a representative. There are two approaches one might take to give
non-triviality guarantees for arbitrary pairs: (1) develop specialized strategies for combining

10 Formal analysis of maxmerge and the proof of Lemma 6 appear in Section 3 of the full paper. The proof
of Theorem 7 as well as a precise description of Algorithm 1 appear in Section 4 of the full paper.
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(a) a chosen as representative. (b) b chosen as representative.

Figure 1 The impact of representative choice on distance preservation. The distance between
each element and the chosen representative is the radius of the shell containing the element. The
difference in radii of each pair of shells indicates the distance between the pair of elements under D,
or Dy. If a is chosen as a representative, notice that d and e are indistinguishable using distance from
a alone. Choosing representative b preserve distances better than a, but still does not distinguish d
and e very well.

representative submetrics which depend on the structure of the metric, e.g., Euclidean
distance, or (2) characterize generic randomized representative selection strategies. In this
extended introduction, we focus on the randomized strategies for full generality.

Distance preservation via «v-nets. The crux of the argument for nontriviality with random
representatives is (1) a random set of representatives is likely to be “close to” a significant
portion of the distribution U, and (2) we can bound the magnitude of underestimates based
on the distance from a representative. Below, we formally define a y—net to capture the
notion of being “close to” or “covering” a set of elements.

» Definition 8. A set R C U is said to form a vy—net for a subset V. C U under D if for
all balls of radius ~ (determined by D) containing at least one element v € V', the ball also
contains r € R.

Intuitively, the distance between r and x will be nearly identical to the distance between
a close neighbor of r and x, so we can conclude that if a set of representatives forms a y—net
for a subset of U, then pairs with at least one element in the net will have their original
distance preserved up to a 2v contraction. (Proofs of Lemmas 9 and 10 follow from triangle
inequality.)

» Lemma 9. For all u,v € U\{r}, D(u,v) — D,(u,v) < min{2D(r,u),2D(r,v)}, where
Dr(u,v) := |D(r,u) — D(r,v)|.

» Lemma 10. If a set of representatives R C U forms a y—net for V. C U, then for
every pair x,y € V x U there exists r € R such that D(x,y) — D,(z,y) < 27, where
Dr(x,y) = |D(Ta .’E) - D(Ta y)|

Of course, forming a y—net for an arbitrary v isn’t enough to give a good nontriviality
guarantee. To understand how representatives which form a y—net will preserve distances,
we define density and diffusion below to characterize the relevant properties of the metric and



C. llvento

9w Elements with at least weight 0.04 within distance 0.1
Weight within distance 0.1 . g

10

0072
08 .
0064 .
0056 . L e
06 ol
0.048 . o, e '_
T
Py
0.040 Qo ** ?}& LY -’
i oa®
04
0032 "

0.024

02 <
0.016 8

0.008

0.0

Figure 2 A visualization of the weight of elements, b, within distance v = .1 of each element
under U* for an example universe of points in [0, 1]2 where D is taken as Euclidean distance. The
color assigned to each point on the left indicates the weight of elements in the universe which are
within distance v = 0.1 from the element under the uniform distribution &/*. On the right, the points
with at least weight b = 0.04 of U™ within distance v = 0.1 are highlighted in blue. This example
is (y = 0.1,a = .31,b = 0.04)—dense for U*. That is, 31% of elements in the universe are within
distance 0.1 of 4% of the rest of the universe.

distribution. The notion of (v, a,b)—dense is intended to capture the weight (a) of elements
that have a significant weight (b) on their close neighbors (distance ) under U as a way
to characterize how likely it is that a randomly chosen representative will be ~y-close to a
significant fraction of elements.

» Definition 11 ((v, a, b)—dense). Given a distribution U over U, a metric D is (7, a, b)—dense
for U if there exists a subset A C U with weight a under U such that for all u € A
Pry~u[D(u,v) <] >b.

(p, ¢)—diffuse, defined below, captures what fraction of distances can tolerate a contraction
proportional to ¢ without becoming trivial.

» Definition 12 ((p,()—diffuse). Given a distribution U, a metric D is (p,()—diffuse if
the fraction of distances between pairs of elements in U x U greater than ( is p, i.e.
Pry weuusxu[D(u, v) > (] > p.

A metric can be described by many combinations of density and diffusion parameters,
as illustrated in Figure 2. These parameters are highly related, and we generally consider
the combination of (v, a,b)—dense and (p, %)fdiffuse. Although % initially seems an
arbitrary quantity, it indicates that a p—fraction of pairs will have distances preserved by
a factor of ¢ if the maximum contraction for those pairs is no more than 2. Thus the
values of v and ¢, which in turn dictate p, a, and b, (assuming ¢ = 12:’C) can loosely be seen
as a tradeoff between how many pairs will have distance preservation guarantees and how
significant the guarantees will be.

Nontriviality properties of Y—nets. Next, we relate the magnitude of  to the non-triviality
properties of the maxmerge of a set of representative submetrics. Lemma 13 states that a
submetric based on a set of representatives which form a y—net for a subset of U will have
nontriviality properties related to the diffusion properties of D and the weight of the subset
inlU.
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» Lemma 13. If a set of representatives R C U form a y—net for weight w of U and D
is (p, 2L)—diffuse on U, then the submetric Dr(z,y) := maxmerge({D,|r € R},z,y) is
(p', ¢)—nontrivial for U, where p’ > p — (1 — w)?.

The proof follows from a worst-case analysis of the fraction of pairs with at least one
element in the net with distance large enough that a 2+ contraction leaves at least a c-fraction
of the original distance. The nontriviality guarantees of Lemma 13 are conservative, and
we stress that our goal is to show the possibility of positive results, rather than achieving
optimal performance or guarantees.

Representative set size. We now consider how likely it is that a set of random representat-
ives drawn from U will form a y—net for a significant fraction of Y. Lemma 14 characterizes
the necessary representative set size based on the density and diffusion properties of the
metric. The proof follows from characterizing the probability of “hitting” a sufficient weight
of the distribution with a sample of a given size, and arguing that no element in our subset
of interest can be more than 3 far from any of the “hitting” elements.

» Lemma 14. Given access to unlimited queries to the arbiter, if a metric D is (v, a,b)—dense

and (p, fj&—diﬁuse on U, then a random set of representatives R of size at least %ln(%)

will produce a (p — (1 — a)?, ¢)-nontrivial submetric for U with probability at least 1 — 4.

Random sampling is not the only method to construct a v—net, and our strategy is
motivated by simplicity as much as generality. In practice it may be more efficient to use
the distance information from previously selected representatives to inform the selection of
the next representative. For example, omitting or down-weighting any candidates that are
already very close to existing representatives, or using a greedy strategy.'!

1.6 Generalizing arbiter judgments

Now that we have shown how to construct a nontrivial submetric with ongoing access
to the arbiter, we consider the problem of generalizing the arbiter’s responses to unseen
samples. Our goal is to construct efficient learners for submetrics as in Valiant’s Probably
Approximately Correct (PAC) model of learning [7]. However, we do not want to be too
prescriptive about the submetric concept class, particularly about the representation of
elements. Instead, we will make an assumption about the learnability of threshold functions
and construct learning procedures for submetrics using threshold functions as building blocks
without any additional direct access to labeled or unlabeled samples. More formally, our
goal is to produce an efficient submetric learner, defined below.

» Definition 15 (Efficient submetric learner). A learning procedure is an efficient a—submetric
learner if for all e,0 € (0,1], given access to labeled examples, with probability at least 1 — &
over the randomness of the sampling and the learning procedure produces a hypothesis h,
such that Pre yyixulhe (z,y) — D(z,y) > o] < € in time O(poly(L, })).

To show how to construct an efficient submetric learner, we first formalize our assumption
of learnability of threshold functions. Next, we show how to combine the threshold function
hypotheses for each representative to simulate rounding the distance between the represent-
ative and each element down to the nearest threshold. Finally, we specify the appropriate
parameters for each component to achieve the desired bounds.

1 Qection 6 of the full paper contains proofs for Lemmas 9-14 and extended discussion of specialized
strategies for representative selection, in particular strategies taking advantage of known metric structure.
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Learnability of threshold functions. Assumption 1 (below) states that for every repres-
entative, there exists a set of thresholds and a learner for each threshold which, with high
probability, produces an accurate hypothesis for the threshold function which generalizes
to unseen samples.!? (“With high probability” always refers to the probability over the
randomness of sampling and the learner.) We first formally define a threshold function,
which is a binary indicator of whether a particular element € U is within distance ¢ € [0, 1]
of a representative r as T} (u) := {1 if D(r,u) < t, 0 otherwise}.

» Assumption 1. (Informal) Given a metric D and a representative r, there exists a set of
thresholds T such thatt € [0,1] for allt € T, 0€ T, and |T| = O(1), and for every t € T
there exists an efficient learner LY (e, 0t) which for all g4, §; € (0,1], with probability at least
1 — 0, produces a hypothesis h} such that Pryy[h](z) # T7 (z)] < &t in time O(poly(e%, 5—1))

with access to labeled samples of Ty (w ~ U) for any distribution U.

Constructing submetric learners from threshold learners. Given Assumption 1, our next
step is to determine how to combine the threshold learners into a learner for the representative
submetric. (Notice that training data for the threshold function learners can be produced by
post-processing the outputs of Algorithm 1.) Our strategy is similar to the rounding strategy
used in Algorithm 1, using the threshold functions to identify the largest threshold which
underestimates the distance between the representative and the element under consideration.
The LinearVote mechanism takes in a set of hypotheses for the thresholds and outputs the
threshold with which the most hypotheses agree. When all hypotheses output the correct
value of their corresponding threshold function, LinearVote is equivalent to rounding D(r, x)
down to the nearest threshold.

» Definition 16 (LinearVote). Given an ordered set of thresholds, T = {t1,t2,...,t 7|}, and
a set of hypotheses Hy = {hy ,h},,..., h{m}, one corresponding to each threshold function,

LinearVote(T, H7, x) := arg max,, th<t,-(1 = hi () + thzti hi, (x).

Algorithm 2 Pseudocode.

Inputs: error and failure probability parameters €, §, density parameter b, a set of threshold
function learners, the threshold set T, and interfaces to the arbiter.

1: Sample a set of representatives R ~ U of size % ln(%) to produce y—net with Pr > 1 — g.

2: Generate labeled training data for the threshold learners via Algorithm 1.

3: Run each threshold learner Lj, with error parameters €; < W and &y < W to
produce threshold function hypotheses hi, for r € R and t; € T.

4: For each representative, produce a hypothesis for distance from the representative by
taking h,(z,y) := |LinearVote(T , {h] |t; € T}, x) — LinearVote(T, {h} |t; € T},y)|.

5. Combine the hypotheses for each representative into hgr(z,y) := maxmerge({h.|r €
R}, x,y).

6: return hg.

Algorithm 2 combines all of our constructions thus far to create an efficient submetric
learner: it chooses a set of representatives, learns threshold functions for each threshold for
each representative, and combines the resulting hypotheses using LinearVote and maxmerge

12The formal statement of Assumption 1 is included in Section 5.1 of the full paper.
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to produce a single submetric hypothesis.'®> Theorem 17 builds on the result of Lemma
14 and concludes that the parametrization of Algorithm 2 results in an efficient submetric
learner.

» Theorem 17. [Informal] Given a distance metric D, and a distribution U over the universe,
if there exist a set of thresholds T with mazimum gap o and efficient learners {L} .7}
as in Assumption 1, and D is (v, a,b)—dense and (p,%)—diﬁuse on U, then there
exists an efficient ay-submetric learner which produces a hypothesis hr such that hg is

(p— (1 — a)? — &, c)—nontrivial for U.

The proof of Theorem 17 follows from an analysis of the error parameter propagation.
We briefly give some intuition for the analysis and implications of the theorem. First, the
magnitude a7 error follows from the same single direction rounding argument as for Algorithm
1. The error probability follows from noticing that at least one threshold function must be
in error for one of the elements to result in an error in LinearVote. The failure probability
“budget” is split evenly between failure to choose a good set of representatives (Line 1) as
specified in Lemma 14, and failure of the underlying learning procedures (Line 3) derived
by union bound. Compared with Lemma 14, the diffusion and nontriviality parameters are
adjusted to take into account the additional rounding error magnitude of a7 introduced by
LinearVote and the combined hypothesis error probability €. In practice, we expect that the
set of thresholds which are learnable are unlikely to occur at regular intervals. Post-processing
is a valuable tool to reduce the magnitude of s (by re-mapping the threshold values in step
4 to reduce the maximum gap), but comes at the cost of reduced nontriviality guarantees.

The desired query complexity to the arbiter follows from basic analysis of the parameters.
However, the query complexity bound can be improved significantly by observing that no
independence of errors between threshold functions is assumed, allowing a single call to
Algorithm 1 for each representative (rather than |7 calls). The dependence on |R| can also
be improved to logarithmic by sorting a single merged list of (representative, element) pairs,
but we defer detailed discussion to Sections 5 and 6 of the full paper.

1.7 Relaxing the query model

Our results extend to a relaxed model in which arbiters are not expected to make arbitrarily
small distinctions between distances or individuals and may answer real-valued queries with
bounded noise. The relaxed model assumes that there are two fixed constants, ay, the
minimum precision with which the arbiter can distinguish elements or distances, and ayy,
a bound on the magnitude of the (potentially biased) noise in the arbiter’s real-valued
responses. For any comparisons with difference smaller than oy, the arbiter declares the
elements indistinguishable or the difference “too close to call.” The model allows for a “gray
area” between o and ay in which the arbiter may either respond with the true answer or
“too close to call” For any differences larger than ag, the arbiter responds with the true
answer.

For the most part, our results translate to the relaxed model with minimal modification
to the logic of the proofs to handle two-sided error in real-valued queries. Interestingly, the
real-value query complexity improves to constant, as the worst-case behavior in Algorithm
1 is avoided as the arbiter “knows” not to worry about inconsequentially small distances.
However, this does result in additional error magnitude, so the improved query complexity

13 Gee Sections 5 and 6 in the full version.
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does not come for free. Furthermore, unlike the exact model we won’t necessarily be able
to label a sample with perfect accuracy for every threshold function learner due to the
bi-directional error. To handle this labeling problem, we modify the distribution of samples
presented to each learner, eliminating samples whose labels are ambiguous, again resulting
in increased error. Formal results in the relaxed model are discussed in Section 7 of the
full paper.
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—— Abstract

Multiple fairness constraints have been proposed in the literature, motivated by a range of concerns
about how demographic groups might be treated unfairly by machine learning classifiers. In this
work we consider a different motivation; learning from biased training data. We posit several ways
in which training data may be biased, including having a more noisy or negatively biased labeling
process on members of a disadvantaged group, or a decreased prevalence of positive or negative
examples from the disadvantaged group, or both. Given such biased training data, Empirical Risk
Minimization (ERM) may produce a classifier that not only is biased but also has suboptimal
accuracy on the true data distribution. We examine the ability of fairness-constrained ERM to
correct this problem. In particular, we find that the Equal Opportunity fairness constraint [14]
combined with ERM will provably recover the Bayes optimal classifier under a range of bias models.
We also consider other recovery methods including re-weighting the training data, Equalized Odds,
and Demographic Parity, and Calibration. These theoretical results provide additional motivation
for considering fairness interventions even if an actor cares primarily about accuracy.
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1 Introduction

Machine learning (typically supervised learning) systems are automating decisions that affect
individuals in sensitive and high stakes domains such as credit scoring [7] and bail assignment
[2, 12]. This trend toward greater automation of decisions has produced concerns that
learned models may reflect and amplify existing social bias or disparities in the training
data. Examples of possible bias in learning systems include the Pro-Publica investigation of
COMPAS (an actuarial risk instrument) [2], accuracy disparities in computer vision systems
[5], and gender bias in word vectors [4].

In order to address observed disparities in learning systems, an approach that has
developed into a significant body of work is to add demographic constraints to the learning
problem that encode criteria that a fair classifier ought to satisfy.
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Multiple constraints have been proposed in the literature [14, 11], each encoding a different
type of unfairness one might be concerned about, and there has been substantial work on
understanding their relationships to each other, including incompatibilities between the
fairness requirements [8, 6, 16, 20].

In this work, we take a different angle on the question of fairness. Rather than argue
whether or not these demographic constraints encode intrinsically desirable properties of
a classifier, we instead consider their ability to help a learning algorithm to recover from
biased training data and to produce a more accurate classifier.

In particular, adding a constraint (such as a fairness constraint) to an optimization
problem (such as ERM) would typically result in a lower quality solution. However, if the
objective being optimized is skewed (e.g., because training data is corrupted or not drawn
from the correct distribution) then such constraints might actually help prevent the optimizer
from being led astray, and yield a higher quality solution when accuracy is measured on the
true distribution.

More specifically, we consider a binary classification setting in which data points corres-
pond to individuals, some of whom are members of an advantaged Group A and the rest
of whom are members of a disadvantaged Group B. We want to make a decision such as
deciding whether to offer a candidate a loan or admission to college. We have access to
labeled training data consisting of (z,y) pairs where x is some set of features corresponding
to an individual and y is a label we want to predict for new individuals.

The concern is that the training data is potentially biased against Group B in that the
training data systematically misrepresents the true distribution over features and labels in
Group B, while the training data for Group A is drawn from the true distribution for Group
A. We consider several natural ways this might occur. One way is that members of the
disadvantaged group might show up in the training data at a lower rate than their true
prevalence in the population, and worse, this rate might depend on their true label.

For instance, if the positive examples of Group B appear at a much lower rate in the
training data than the negative examples of Group B (which might occur for cultural reasons
or due to other options available to them), then ERM might learn a rule that classifies all or
most members of Group B as negative.

A second form of bias in the training data we consider is bias in the labeling process.
Human labelers might have inherent biases causing some positive members of Group B in
the training data to be mislabeled as negative, which again could cause unconstrained ERM
to be more pessimistic than it should be. Alternatively, both processes might occur together.
We examine the ability of fairness constraints to help an ERM learning method recover from
these problems.

1.1 Summary of Results

Our main result is that ERM subject to the Equal Opportunity fairness constraint [14]
recovers the true Bayes optimal hypothesis under a wide range of bias models, making it an
attractive choice even for decision makers whose overall concern is purely about accuracy on
the true data distribution.

In particular, we assume that under the true data distribution, the Bayes optimal classifiers
h* and h% classify the same fraction p of their respective populations as positivel, h% and
h have the same error rate n on their respective populations, and that these errors are
uniformly distributed.

Lp=Pp, (hy(x) =1) = Pp,(h(z) = 1). We will allow the classifiers to make decisions based on group
membership or alternatively assume we have sufficiently rich data to implicitly infer the group attribute.
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However, during the training process we do not have access to the true distribution. We
only have access to a biased distribution in a way that implicates the distinct social groups
and causes the classifier to be overly pessimistic on individuals from Group B.

We prove that, subject to the above conditions on A% and h}, even with substantially
corrupted training data either due to the under-representation of positive examples in Group
B or a substantial fraction of positive examples in Group B mislabeled as negative, or both,
the Equality of Opportunity fairness constraint will enable ERM to learn the Bayes optimal
classifier h* = (h%, h%;), subject to a pair of inequalities ensuring that the labels are not too
noisy and Group A has large mass.

Expressed another way, this means that the lowest error classifier on the biased data
satisfying Fquality of Opportunity is the Bayes optimal classifier on the un-corrupted data.
These results provide additional motivation for considering fairness interventions, and in
particular Equality of Opportunity, even if one cares primarily about accuracy.

Other related fairness notions such as Equalized Odds, Demographic Parity, and Calibra-
tion do not succeed in recovering the Bayes optimal classifier under such broad conditions. In
fact, we show that given data subject to Under-Representation Bias, Calibration can actually
amplify the effects of the bias, and so can be worse than doing nothing and instead learning
with plain ERM (see Section 3.1).

Our results are in the infinite sample limit and we suppress issues of sample complexity?
in order to focus on the core phenomenon of the data source being unreliable.

1.2 Related Work

This paper is directly motivated by a model of implicit bias in ranking [17]. In that paper,
the training data for a hiring process is systematically corrupted against minority candidates
and a method to correct this bias increases both the quality of the accepted candidate and
the fraction of hired minority candidates. However, that fairness intervention, the Rooney
Rule, does not immediately translate to a general learning setting.

Our results avoid triggering the known impossibility results between high accuracy and
satisfying fairness criteria [6, 16] by assuming we have equal base rates across groups. This
assumption may not be realistic in all settings, however there are settings where bias concerns
arise and there is empirical evidence that base rates are equivalent across the relevant
demographic groups, e.g. highly differential arrest rates for some alleged crimes that have
similar occurrence rates across groups [19, 21].

Within the fairness literature there are several approaches similar to ours. In particular,
our concern with positive examples not appearing in the training data is similar in effect
to a selective labels problem [18]. [9] uses data augmentation to experimentally improve
generalization under selective label bias.

[13, 22] also consider the training and test data distribution gap we experience in our
model and posit differing interpretations of fairness constraints under different worldviews.
While we do not explicitly use the terminology in these papers, we believe our view of the
gap between the true distribution and the training time distribution is aligned with Friedler
et al’s concept of the gap between the construct space and the observed space.

2 Qur notion of sample complexity is typical. Let S be the biased training data-set and ERMs¢(S) = h.
Given €, > 0, m(e, ) samples ensures with probability greater than 1 — § that Lp (i’L) < Lp(h*)+e
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Our second bias model, Labeling Bias, is similar to [15]. In that paper, the bias phe-
nomenon is that a biased labeler makes poor decisions on the disadvantaged group and
intervenes with a reweighting technique, one that is more complex than our Re-Weighting
intervention. However, that paper does not consider the interaction of biased labels with
different groups appearing in the data at different rates as a function of their labels.

2 Model

In this section we describe our learning model, how bias enters the data-set, and the fairness
interventions we consider.

We assume the data lies in some instance space X, such as X = R?. There are two
demographic groups in the population, Group A and Group B. Their proportions in the
population are given by P(z € A) =1 —r and P(x € B) =r for r € (0,1). € A can be
read as individual x in demographic Group A. Group B is the disadvantaged group that
suffers from the effects of the bias model.

Assume there is a special coordinate of the feature vector x that denotes group membership.
The data distribution is given by D, and is a pair distributions (D 4, Dg), with D 4 determining
how x € A is distributed and Dy determining how x € B is distributed.

2.1 True Label Generation

Now we describe how the true labels for individuals are generated. Assume there exists a
pair of Bayes optimal classifiers h* = (h%, h}) with b’ , hj; € H : X — {0,1}.

We assume that the Bayes optimal classifier h}; for Group B may be different from the
Bayes optimal classifier h¥% for Group A. If h¥y was also optimal for Group B, then we can just
learn h* for both Groups A and B using data only from Group A and biased data concerns
fade away. Thus we are learning a pair of classifiers, one for each demographic group.

When generating samples, first we draw a data-point x. With probability 1 —r, x ~ D 4
(and thus = € A) and with probability r, x ~ Dp (so z € B).

Once we have drawn a data-point z, we model the true labels as being produced as
follows; evaluate h*(x), using the classifier corresponding to the demographic group of z. If
x € A, then h*(z) = hy(x). If z € B, then h*(z) = hj;(z). However, we assume that h* is
not perfect and independently with probability 5, the true label of x does not correspond to
the prediction h*(x).

- h*(z) with probability n
y=ylz) =
h*(x) wp. 1—ng

The labels y after this flipping process are the true labels of the training data.? We assume
that p = P(h%(z) = 1|z € A) = P(h%(z) = 1|z € B). This combined with the assumption
that 7 is the same for classifiers from both groups implies that the two groups have equal
base rates (fraction of positive samples) i.e p(1 — ) + (1 — p)n (un-normalized).

We denote this label model as (z,y) ~ Pp (h*,n) for a pair of classifiers h* = (h%, h})
with h%, kY € H where H : X — {0, 1} is some hypothesis class with finite VC dimension.

3 Note this label model is equivalent to the Random Classification Noise model [1]. However the key
interpretative difference is that in RCN, h*(x) is the correct label and those that get flipped are noise,
but in our case the y are the true labels and h* is merely the Bayes optimal classifier given the observed
features.
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2.2 Biased Training Data

Now we consider how bias enters the data-set. Consider the example of hiring where the main
failure mode will be a classifier that is too negative on the disadvantaged group. We explore
several different bias models to capture potential ways the data-set could become biased.

The first bias model we call Under-Representation Bias. In this model, the positive
examples from Group B are under-represented in the training data. Specifically, the biased
training data is drawn as follows:

1. m examples are sampled from the distribution D. Thus each z ~ D.
2. The label y for each x is generated according to the label process from Section 2.1 with

hypothesis h* = (h%, h};) and 7.

3. For each pair (z,y), if z € B and y = 1, then the data-point (z,y) is discarded from our

training set independently with probability 1 — 3.

Thus we see fewer positive examples from Group B in our training data.  is the probability
a positive example from Group B stays in the training data and 1 > § > 0.

If 7 = 0, then the positive and negative regions of h* are strictly disjoint, so if we draw
sufficiently many examples, with high probability, we will see enough positive examples in
the positive domain of h* to find a low empirical error classifier that is equivalent to h*.

In contrast for non-zero n, our label model interacting with the bias model can induce a
problematic phenomenon that fools the ERM classifier. For non-zero 7 there is error even
for the Bayes optimal classifier h* and thus in the region classified as positive by the Bayes
optimal classifier h* there are positive examples mixed with negative examples. The fraction
of negative examples is amplified by the bias process.

If S is sufficiently small, there could in fact be more negative examples of Group B than
positive examples in the positive region of h}. If this occurs, then the bias model will snap
the unconstrained ERM optimal hypothesis (optimal on the biased data) to classifying all
individuals from Group B as negatives. This can be observed in Figure 1.

Under-Representation Bias is related to selective labels in [18] since we are learning on a
filtered distribution where the filtering process is correlated with the group label. Our model
is functionally equivalent to over-representing the negatives of the in the training data, an
empirical phenomenon observed in [21].

2.3 Alternative Bias Model: Labeling Bias

We now consider a bias model that captures the notion of implicit bias, which we call
Labeling Bias. In particular, a possible source of bias in machine learning is the label
generating process, especially in applications where the sensitive attribute can be inferred by
the labeler, consciously or unconsciously. For example, training data for an automated resume
scoring system could be based upon the historical scores of resumes created by a biased
hiring manager or a committee of experts. This source of labels could then systematically
score individuals from Group B as having lower resume scores, an observation noted in
randomized real world investigations [3].
Formally, the labeling bias model is:
1. m examples are sampled from the distribution D. Thus each z ~ D.
2. The labels y for each x are generated according to the label process from Section 2.1 with
hypothesis h* = (h%, h%;) and 7.
3. For each pair (z,y), if + € B and y = 1, then independently with probability v, the label
of this point is flipped to negative.

4 We would learn with ERM and Uniform Convergence, using the fact that H has finite VC-dimension.
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(a) Un-Corrupted Data (b) Corrupted Data:
Under-Representation Bias

Figure 1 The schematic on the left displays data points with p = 1/2, h; as a hyperplane, and
n = 1/3. The schematic on the right displays data drawn from the same distribution subject to the
Under-Representation Bias with Spos = 1/3. Now there are more negative examples than positive
examples above the hyperplane so the lowest error hypothesis classifies all examples on the right as
negative.

This process is one-sided, so true positives become negatives in the biased training data, so
apparent negatives becomes over-represented. We are making a conceptual distinction that
the true labels (Step 2) are those generated by the original label model and these examples
that get flipped by the bias process (Step 3) are not really negative, instead they are just
mislabeled.

As v increases, more and more of the individuals in the minority group appear negative
in the training data. Once the number of positive samples is smaller than the number of
negative samples above the decision surface h7j, then the optimal unconstrained classifier
(according to the biased data) is to simply classify all those points as negative.

2.4 Under-Representation Bias and Labeling Bias

We now consider a more general model that combines Under-Representation Bias and
Labeling Bias, and moreover we allow either positives or negatives of Group B (or both)
to be under-represented. Specifically, we now have three parameters: Bpos, SnEG, and v.
Given m examples drawn from Py -(h*,n), we discard each positive example of Group B
with probability 1 — Spog and discard each negative example of Group B with probability
1 — ByEc to model the Under-Representation Bias. Next, each positive example of Group
B is mislabeled as negative with probability v to model the Labeling Bias. Note that the
under-representation comes first: Spogs and By gq represent the probability of true positive
and true negative examples from Group B staying in the data-set, respectively, regardless of
whether they have been mislabeled by the agent’s labelers.

2.5 Fairness Interventions

Now we introduce several fairness interventions and define a notion of successful recovery
from the biased training distribution.

We consider multiple fairness constraints to examine whether the criteria have differ-
ent behavior in different bias regimes. The fairness constraints we focus on are Equal
Opportunity, Equalized Odds, Demographic Parity, and Calibration.
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» Definition 1. Classifier h satisfies Equal Opportunity on data distribution D [1]] if
P(x,y)w@(h(x) = 1|y =1lz¢€ A) = P(ac,y)N’D(h(x) = 1|y =1lze B) (1)

This requires that the true positive rate in Group B is the same as the true positive rate in
Group A.
Equalized Odds is a similar notion, also introduced in [14]. In addition to requiring

Line 1, Equalized Odds also requires that the false positive rates are equal across both groups.

Equivalently, we can define Equalized Odds as h L A]Y, meaning that h is independent of
the sensitive attribute, conditioned on the true label Y. We also consider Demographic
Parity := P(h(z) = 1|z € A) = P(h(z) = 1|z € B) [11]. For each of these criteria, the
overall training procedure is solving a constrained ERM problem.?

An alternative intervention we study data Re-Weighting, where we change the training

data distribution to correct for the bias process and then do ERM on the new distribution.

The overall gist of how the training data becomes biased in our models is that the positive
samples from Group B are under-represented in the training data so we can intervene by
up-weighting the observed fraction of positives in the training data from Group B to match
the fraction of positives from the Group A training data.

In the training process we only have access to samples from the training distribution and
thus when using a fairness criterion to select among models we check the requirement on the
biased training data.

The last fairness intervention we consider is Calibration. Calibration [12, 10, 6, 20]
requires that when interpreted as probabilities, the same score communicates the same
information for individuals from different demographic groups. Specifically, in the bucket
of individuals receiving score s, the same fraction in both demographic groups is in fact
truly positive. We focus on Calibration for the case of our binary classifier where there are
only two scores, e.g. the scores 0 and 1, so in order for classifier h = (ha,hp) to satisfy
Calibration, the following equalities must hold. 6

Prn,(y=1ha(z) =1) = P, (y = 1|hp(z) = 1)
Pip,(y = 1|ha(z) = 0) = Prupy(y = 1|hp(z) = 0)

While the other fairness criteria are vigorously debated, Calibration is less contested as
an important desiderata of machine learning models. Calibration has been used to defend the
epistemic validity of risk prediction instruments [12, 10] and it is claimed that mis-calibrated
classifiers may have serious harms and induce undesirable behavior when scores are used by
a human actor [20].

Observe that in our model of label generation, the Bayes optimal classifier on the true

distribution is the h* used to generate the labels initially, regardless of the values of  and r.

Thus our goal for the learning process is to recover the original optimal classifier h*, subject to
training data from a range of bias models and the true label process with (x,y) ~ Pp -(h*,n).
A more effective learning method would recover A* in a wider range of the model parameters
(the parameters that characterize the bias process and the true label process). Accordingly
we define Strong-Recovery(r,7):

» Definition 2. A Fairness Intervention in bias model B satisfies Strong-Recovery(rg,no)
if for allm € [0,m9) and all 0 < r < ro, when given data corrupted by bias model B, the
training procedure recovers the Bayes optimal classifier h*, given sufficient samples, for all
Bros, Bnec € (0,1], v €10,1), and p € (0,1].

5 We do not consider methods for efficiently solving the constrained ERM problem.
5 1If one of the conditioned on events never occurs, such as a classifier that never classifies anyone from
Group B as positive, we treat the associated equality as satisfied.
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3 Recovery Behavior Across Bias Models

There are two failure modes for learning a fairness constrained classifier that we will need
to be concerned with. First, the Bayes optimal hypothesis may not satisfy the fairness
constraint evaluated on the biased data. Second, within the set of hypotheses satisfying the
fairness constraint, another hypothesis (with higher error on the true distribution) may have
lower error than the Bayes optimal classifier * on the biased data. We now describe how
the multiple fairness interventions provably avoid or fail to avoid these pitfalls in increasingly
complex bias models. We defer formal proofs to Section 4.

3.1 Under-Representation Bias

Equal Opportunity and Equalized Odds both perform well in this bias model and avoid both
failure modes, subject to an identical constraint on the bias and demographic parameters.

First, from the definition of the Under-Representation Bias model, observe that h* satisfies
both fairness notions on the biased data, so the first failure mode does not occur.

Second, Equal Opportunity intuitively prevents the failure mode where a hypothesis is
produced that appears better than h* on the biased data, such as classifying all examples
from Group B as negative, by forcing the two classifiers to classify the same fraction of
positive examples as positive. So, if we classify all the examples from Group B as negative,
we have to do the same with Group A, inducing large error on the training data from the
majority Group A. In particular, so long as the fraction r of total data from Group B is
not too large and 7 is not too close to 1/2, this will not be a worthwhile trade-off for ERM
(saying negative on all samples will not have lower perceived error on the biased data than h*)
and so it will not produce this outcome.

A formal proof of correctness is given in Section 4.1. Specifically, we prove that Equal
Opportunity strongly recovers from Under-Representation Bias so long as

(1=r)d=2n)+r((1=nB-n)>0 (2)

Note that this is true for all n < 1/3 and r € (0,1/2), so we have that Equal Opportunity
satisfies Strong-Recovery(1/2,1/3) from Under-Representation Bias. Alternatively, we see
that if r = 1/4 then the inequality simplifies to at least 3/4(1 — 2n) —n/4 =3/4 — (7/4)n so
we have Strong-Recovery(1/4,3/7). Equalized Odds also recovers in this bias model with the
same conditions as Equal Opportunity.

In contrast, Demographic Parity fails to recover h* even if n = 0. If p =1/2, n =0, and
B =1/2 and we originally had n samples, then the Bayes optimal classifier does not satisfy
Demographic Parity on the biased data since the fraction of samples that will be labelled
positive is % #* %

Similarly, if we let 7 # 0, 8 < 1, then in order to match the fraction of positive classifica-
tions made by h¥, hp is forced to classify a larger region of the input spaces as positive than
h; would in the absence of biased data and so we do not recover h};.

Another way to intervene in the Under-Representation Bias model would just be to
re-weight the training data to account for the under-sampling of positives from Group B. If
we really know positives from Group B are under-represented, we can change our objective
function min "', I(h(z) # y) by changing each indicator function such that minimizing
the sum of indicators measures the loss on the true distribution and not the loss on the
biased training distribution.
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Figure 2 This figure indicates the parameter region such that Equal Opportunity Constrained

ERM recovers h* under the Under-Representation Bias Model and is a visualization of Equation
2. r =1/3 and p = 1/2. We label each pair (7, 3) with blue if it satisfies the inequality and red

otherwise. This plot shows how smaller n means we can recover from lower . Blue means h*
is recovered. The dashed black line indicates the boundary between recovering h* and failing to

recover h*.

Define BT = {x € B s.t. y = 1}. Then let,
% h(z) #1 and xz€ BT
=40 h(x)=1 and z€ B*

I'(h(x),y) =
I(h(z) #y) otherwise
Then we use this new indicator in the objective function. This new loss function is an
unbiased estimator of the true unbiased risk, so uniform convergence on this estimator will
suffice to learn h*. We can infer the value of § from the data for Group A if we know the
data from Group B is corrupted by this bias model. One concern with re-weighting in general

is that the functional form of the correction is tied to the exact bias model.
As we show in Section 5, Calibration has strange results in this bias model. Specifically,

when the bias is such that ERM fails to recover h* (i.e when (1 — n)8 < n), then the
Calibration constraint can only be satisfied by a trivial classifier that assigns all of Group
A to one label and all of Group B to the alternative label. For typical parameters, this
will result in Group B being given the negative label and Group A will be assigned as all
positive. This will not recover h* and is in fact substantially worse than merely using ERM.
Un-constrained ERM would learn badly on Group B but would recover h% for Group A.
When the bias regime is such that (1 —n)8 > 7, plain ERM recovers h*, while enforcing
Calibration will lead to excess true error on both demographic groups over the true error of
h*. In particular, satisfying Calibration on the biased data requires intentionally classifying
some negative input space from Group A as positive and classifying some positive input space
from Group B as negative. These results suggest that Calibration is an actively harmful
intervention (for both groups) in our model, when compared to plain ERM, across all model

parameters.
Odds, Equal Opportunity, and Re-Weighting recover h* under a range of parameters. However,

In summary, for the Under-Representation Bias model, the fairness interventions Equalized
Demographic Parity is inadequate even for n = 0 and will not recover h* for non-vacuous

bias parameters.
FORC 2020
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3.2 Labeling Bias

In Section 4, we prove that Equal Opportunity constrained ERM on data biased by the
Labeling Bias model also finds the Bayes optimal classifier, under similar parameter conditions
to the previous bias model.

Interestingly, in contrast to Under-Representation Bias, Labeling Bias cannot be corrected
by Fqualized Odds. The problem is the first failure mode. For example, consider n = 0 but
where v # 0. The Bayes optimal classifier 2% for Group A has false positive rate of 0 and true
positive rate of 1. However, since v > 0, there is no classifier for Group B that achieves both
of these rates simultaneously. In particular, the only way to classify the negative individuals
in the positive region as negative is for the classifier to decrease its true positive rate from 1.
Therefore, Equalized Odds rules out usage of h*. This violation holds for n # 0 as well.

In contrast, h* does satisfy Equal Opportunity on the biased data, and given the conditions
in Theorem 3, it will be the lowest error such classifier on the biased data.

Demographic Parity experiences similar limitations as in the Under-Representation
Bias model.

The Re-Weighting intervention is to change the weighting of observed positives in the
training data for Group B so that we have the same fraction of positives in Group B as in
Group A. Define py ;1 := the fraction of positive individuals in Group A and pp ; := the
observed fraction of positives in B in the biased data. p4 and pp o refer to the observed
fraction of negative individuals in Group A and Group B in the biased data.

We need a re-weighting factor Z such that:

PA1 _ ZPB,1
PA0 PB,o
par _ Zpaa(l—v)  Zpaa(1—v)
1—=pas  pao+pav  1—pai+paqv
1-— 1—v
g 1=paadl—v)

(1 =v)(1=pay)

We prove in Section 4.2 that this correction factor will lead to the positive region of h}; having
a higher weight of positive examples than negative examples and simultaneously the negative
region of h} having a higher weight of negative examples than positive examples. This
causes ERM to learn the optimal hypothesis h*. We can infer the value of v by comparing
the fraction of positives in Group A and Group B.

In summary, Equal Opportunity and the Re-Weighting Interventions recover well in this
bias model (Labeling Bias) while Equalized Odds and Demographic Parity are inadequate.

3.3 Under-Representation Bias and Labeling Bias

In this most general model that combines the two previous models, Re-Weighting the data
is now no longer sufficient to recover the true classifier. For example, consider the case
where n =0 and p=1/4, v = 1/2 and Bygc = 1/3 and Spos = 1. If there were n points
originally from group B, then in expectation 3n/4 were negative and n/4 were positive. After
the bias process, in expectation there are n/4 negatives on the negative side of h*, and on
the positive side of h* we have n/8 correctly labelled positives and what appear to be n/8
negative samples.

The Re-Weighting intervention will not do anything in expectation because the overall
fractions are still correct; we have n/2 total points with one quarter of them labeled positive.
ERM is now indifferent between h* and labeling all samples from Group B as negative. If
we just slightly increase the parameter v and reduce Spog then in expectation ERM will
strictly prefer labeling all the samples negatively.
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While the Re-Weighting method fails, we prove that Equal Opportunity-constrained
ERM recovers the Bayes optimal classifier h* as long as we satisfy a condition ensuring that
Group A has sufficient mass and the signal is not too noisy. As with the previous model,
Demographic Parity and Equalized Odds are not satisfied by h* on minimally biased data
and so they will not recover the Bayes optimal classifier.

4 Main Results

We now present our main theorem formally. Define the biased error of a classifier h as its
error rate computed on the biased distribution.

» Theorem 3. Assume true labels are generated by Pp ,(h*,n) corrupted by both Under-
Representation bias and Labeling bias with parameters Bpos, BNEG,V, and assume that

(1 —7)(1—=2n)+r((1 —n)Bpros(1 —2v) —nBneg) >0 (3)
and
(1 =7)(1=2n)+r((1 —=n)BNvec — (1 —2v)Bposn) >0 (4)

Then h* = (h%,h}) is the lowest biased error classifier satisfying Equality of Oppor-
tunity on the biased training distribution and thus h* is recovered by Equal Opportunity
constrained ERM.

Note Bpos, Bnec € (0,1], v €[0,1), n€10,1/2), r € (0,1) and p € (0,1]. Condition 3
refers to Equation 8 and Equation 4.

This case contains our other results as special cases and in the next section we prove
our main theorem in this bias model. Note that if Equation 3 is not satisfied then the
all-negative hypothesis will have the lowest biased error among hypotheses satisfying Equal
Opportunity on the biased training distribution. Similarly, if Equation 4 is not satisfied then
the all-positive hypothesis will have the lowest biased error among hypotheses satisfying Equal
Opportunity on the biased training distribution. Thus Theorem 3 is tight. To give a feel for
the formula in Theorem 3, note that the case of small r is good for our intervention, because
the advantaged Group A is large enough to pull the classification of the disadvantaged Group
B in the right direction. For example, if r < % then the bounds are satisfied for all n < %
(and if r < i then the bounds are satisfied for all n < %) for any under-representation biases
Bros, Bnec > 0 and any labeling bias v < 1.

Thus, Equal Opportunity Strongly Recovers with (1/4,1/3) and (1/3,1/4) in the Under-
Representation and Labeling Bias model.

Table 1 Summary of recovery behavior of multiple fairness interventions in bias models.

Intervention Under- Labeling Bias Both
Representation
Equal Yes: (1—r)(1—2n)+ | Yes: (1—r)(1—2n)+ | Yes: Using Condition
Opportunity- | 7((1—n)8—mn) >0 r(1—-n)1—-2v) — |3
ERM n) >0
Equalized Yes: (1—-r)(1—2n)+ | No No
Odds r(1—-m)B—n)>0
Re-weighting | Yes Yes No
Class B:

3:11
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Table 1 summarizes the results in the three core interventions and the three core bias
models. Demographic Parity is omitted from the table since it cannot recover under the bias
models when n = 0 and thus is inadequate. The contents of each square indicate if recovery
is possible in a bias model with an intervention and what constraints need to be satisfied
for recovery.

4.1 Proof of Main Theorem

In this section we present the proof of the main result, Theorem 3. We want to show that
the lowest biased error classifier satisfying Equal Opportunity on the biased data is h*, given
Condition 3.

The first step of the proof is to show that h* satisfies Equal Opportunity on the biased
training data. Note: the lemmas and claims here are all in the Under-Representation Bias
combined with Labeling Bias Model, the most general bias model.

» Lemma 4. h* = (h%, hY;) satisfies Equal Opportunity on the biased data distribution.

Proof. First, let’s consider the easiest case with 7 = 0, 8pos = Bnvec = 1, and v = 0. Recall
that A* is the pair of classifiers used to generate the labels. When 1 = 0, h* is a perfect
classifier for both groups so Equal Opportunity is trivially satisfied. Now, let’s consider
arbitrary 0 < n < 1/2. Recall that p = Pro, (h%(z) = 1|z € A) = Pro,(hi(x) = 1|z € B).
By our assumption that Group A and Group B have equal values of p and 1 we have

p(1—n)
p(L—n)+ (1 —=pn

Next consider when we have both Under-Representation Bias and Labeling Bias. Recall
that Bpos, BNEc > 0 is the probability that a positive or negative sample from Group B is
not filtered out of the training data while v < 1 is the probability a positive label is flipped
and this flipping occurs after the filtering process. Then,

Pr(hj(z)=1Y =1,z € A) = =Pr(hp(z)=1Y =1,z € B)

{True Positive Rate on Group A} :=Pr(h%(z) =1|Y =1,z € A) =
p(1 =) _ p(1 —n)Bpos(1l —v)

pA=m)+Q-pm pl—n)Bpos(l—v)+(1-pmBros(l—v)

= Pr(hp(x) = 1Y =1,z € B) := {True Positive Rate on Group B}

so Equal Opportunity is still satisfied.

In words, the bias model removes or flips positive points from Group B independent of
their location relative to the optimal hypothesis class. Thus positive points throughout the
input space are are equally likely to be removed, so the overall probability of true positives
being classified as positives is not changed. |

Now we describe how a candidate classifier hp differs from h}. We can describe the
difference between the classifiers by noting the regions in the input space that each classifier
gives a specific label. This gives rise to four regions of interest with probability mass as
follows:

pi = Pip(hp) == Pren, (hp(z) =1 A hp(z) =0)
p2B = Pap(hp) := Prcp, (hp(x) =0A hp(x) = 1)
p—p1B = Prepy(hp(x) =1 A hp(z) =1)
1=p—p2p = Pren,(hp(x) =0A hp(z) =0)
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These probabilities are made with reference to the regions in input space before the bias
process. pip and pop are functions of hp to make explicit that there may be multiple
hypotheses with different functional forms that could allocate the same amount of probability
mass to parts of the input space where h}; and hp agree on labeling as positive and negative
respectively. The partition of probability mass into these regions is easiest to visualize for
hyperplanes but will hold with other hypothesis classes. p14 and ps4 are defined similarly
with respect to b’y and D 4. A schematic with hyper-planes is given in Figure 3. To show

Figure 3 Differences between hp and h% measured with probabilities in the true data distribution
(before the effects of the bias model).

that h* has the lowest error on the true distribution, we first show how given any pair of
classifiers hy and hp, which jointly satisfy Equal Opportunity (Equal Opportunity) on the
biased distribution, we can transform {h4,hp} into a pair of classifiers still satisfying Equal
Opportunity with at most one non-zero parameter from {pl B, D2 B}, and at most one non-zero
parameter from {p;4,p24}, while also not increasing biased error.

The final step of our proof argues that out of the family of all hypotheses with (1) at most
one non-zero parameter for the hypothesis on Group A, (2) at most one non-zero parameter
for the hypothesis on Group B, (3) and jointly satisfying Equal Opportunity on the biased
data, h* has the lowest biased error.

These steps combined imply that A* is the lowest biased error hypothesis that satisfies
Equal Opportunity.

» Lemma 5. Gliven classifiers ha and hp which satisfy Equal Opportunity on the biased

data, there exist classifiers h;‘ and hlB (not necessarily in H) satisfying

1. At most one of {Pya(hy), Paa(h'y)} is non-zero and at most one of {Pip(hp), Pap(hp)}
18 nNon-zero.

2. (hy,h'g) has error at most that of (ha, hg) on the biased distribution.

3. h:4 and hlB satisfy Equal Opportunity.

Proof. We want to exhibit a pair of classifiers with lower biased error that zeros out one of
the parameters. We do this by modifying each classifier separately, while keeping the true
positive rate on the biased data fixed to ensure we satisfy Equal Opportunity.

First, consider Group A and suppose that Pja(ha), Poa(ha) > 0 since otherwise we do
not need to modify h4. Imagine holding the true positive rate of h4 constant and shrinking
poa towards zero. As we shrink ps 4, we must shrink p;4 towards zero in order hold the true
positive rate fixed (and thus satisfy Equal Opportunity).

3:13
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The un-normalized” True Positive Rate (constrained by Equal Opportunity) is (p —
p1a)(L —n) +p2an = p(1 —n) —pra(l —n) + p2an = (p — p1p)(1 — 1) + p2pn. Since the
p(1 —n) term is independent of the classifier h 4, keeping the true positive rate constant is
equivalent to keeping C := —p14(1 — 1) + p2an constant.

Define f(A) = Aﬁ. If C < 0 then we can shrink pa4 to 0 and reduce p14 by f(p2a),
keeping C constant. If C' > 0 we can instead shrink p;4 to 0 and reduce paa by f~1(p1a)-

Observe for Group A this process will clearly reduce training error since we are decreasing
both p14 and pe4 and the error on group A is monotone increasing (and linear) with respect
to p1a + p24.

We then separately do this same shrinking process for group B. Now we show the biased
error decreases for Group B. For a given amount A by which we shrink pop, the overall
biased error change for Group B is A[nfpos(1—v)—(1—n)Bnec —nBprosv]+ f(A)[nBrec+
(1 =n)Bposv — (1 —n)Bpos(l — v)], and simplifies to become

= Anppros(1 —v) — f(A)(1 —n)Bros(l —v)
+ A(=(1 =n)Bnec — nBrosv) + f(A)nBNEc + (1 —n)Brosv)

The first two terms vanish because of f(A) = AL

= A(—(1 —=n)Bnec —nBrosv) + f(A)(nBnec + (1 —n)Brosv)

2
= A(=(1—n)Bnec —nBrosv) + A%BNEG + Anfposv

2

= A(l — nﬂNEG —(1=n)Bnec) <0

Since this term is negative, we have shown that this modification process decreases error on
the biased training data for both Group A and Group B while keeping the true positive rate
fixed. i, and hp are then any functions satisfying these p’s (e.g. pia,paa etc). <

» Lemma 6. If ha and hp satisfy the Equal Opportunity constraint and each classifier has
at most one non-zero parameter, then p1g = p1a and pag = paa.

Proof. Recall that the Equal Opportunity constraint requires that these expressions be
equal.

(p—p1a)(1 =n) +p2an = (p—p1B)(1 = 1) + P2
p2an — pra(l —n) = p2n — pra(l —n)
Then the theorem follows from inspecting the second equality. <

This lemma makes explicit that when the classifiers each have only one non-zero parameter
and satisfy Equal Opportunity, then the non-zero parameter corresponds to the same region.

» Lemma 7. Of hypotheses satisfying (p1a = p1p and poa = pap = 0) or (p1a =pip =0
and paa = pap ), if these inequalities hold:

(1 =7)(1=2n)+r((1 =n)Bros(1l —2v) —=nBnec) >0
and

(1 —=7)(1=2n)+r((1 —n)BNvec —nBros(1 —2v)) >0

then the lowest biased error classifier satisfying Equal Opportunity on the biased data is
h* = (W, hp)-

7 The normalization factor for these rates for Group A and Group B is the same so this term can be
cancelled.
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Proof. First, we sketch the proof informally. Consider three cases which depend on how the
bias process affects the unconstrained optimum for Group B on the biased data. In the first
case, in the biased data distribution, the region X := {z s.t. hi3(z) = 1} has more positive
than negative samples in expectation and the region X~ := {z s.t. hj;(z) = 0} has more
negative than positive samples in expectation. In the second case, there are more positive
than negative samples throughout the entire input space in the biased distribution. In the
third and final case, there are more negative than positive samples throughout the input
space in the biased distribution.

In these three cases, the optimal hypothesis is exactly one of {h%;, hk, h%}, respectively.
The second two hypotheses mean labelling all inputs as positive and labelling all inputs as
negative, respectively. These three hypotheses correspond to hypotheses with at most one
non-zero parameter.

For instance, hl occurs when pap = 1 — p and p1g = 0. Each of the three hypotheses
occur when the one non-zero parameter attains a location on the boundary of its range of
values. When pyp is allowed to be non-zero, if instead pap = 0 (and thus it also must be

that p;p = 0), the hypothesis is equivalent to h%. A similar relationship holds for h° and p;.

In order to show the theorem, we prove that if A* has lower biased error than h' = (b, h)
and hY = (hY, h%) on the biased data distribution, then h* has the lowest error among all
hypotheses with at most one non-zero parameter and satisfying Equal Opportunity.

To see this, consider h4 and hp with the same non-zero parameter equal to A. Then the
error of hy is a linear function of A. Similarly, the error of hp is a linear function of A. The
overall error of h = (ha, hp) is a weighted combination of the error of h* and the error of h°
or h', so the overall error of h is thus linear in A, so the optimal hypothesis parametrized
by A must occur on the boundaries of the region of A, so the optimal hypothesis is one of
{h*,h° h'}. We then show that the inequalities we assume in the theorem enforce that h*
has strictly lower error than h° or h'. Formally, we enumerate the possible events:

Type | Sign of h* | Label in Biased Data | Un-Normalized Probability of Event
A + + Ry =(1—-r)p(l—n)

A + - Ry =(1—r)pn

A - + Rs=(1-r)1-p)n

A - - Ri=(1-r)1-p)(1-n)

B + + Rs =rp(1 —n)Bros(1 —v)

B + - R = rp[(1 — n)Brosv + nBNEc]

B - + Rz =r(1 —p)(nBros)(1 —v)

B - - Rs =r(1—p)[(1 —n)Bnec +nBrosv]

The probabilities on the far right hand side are not normalized. First we show that the
err(h*) < err(h). err(h*) = Ra + R3 + Rg + R7 and err(h') = Ry + Ry + Rg + Rs, thus
err(h*) < err(h') if and only if R3 + R; < R4 + Rg or thus if

(1 =r)( =pm+r1—-p)nbros)(1—v)

<(A=r)A=p)A=n)+r1-p)I[1-nBnec+nbBrosv]

Equivalently,

0<(1=7r)(1=2n)+r[(1=nbrvec—nBros(l—2v) (5)
Now we consider h* compared to h°. Then err(h®) = Ry + Rz + Rs + Ry Then err(h*) <
err(h®) if and only if Ry + Rg < Ry + Rs.

(1 =7)pn +7rp[(1 = n)Brosv + nBnec] < (1 —r)p(1 —n) +rp(1 —n)Bpos(l —v)

3:15
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Equivalently,
0<(I—=7r)(1—=2n)+7r((1-n)ppros(l—2v)—nbnEc) (6)

Thus we have shown that the error of h* is less than the error of of h' and h° if and only if
both Lines 5 and 6 are true, which we assume in our theorem.

Now we show that we error of h = (ha, hpg) is linear in A. There are two cases depending
on what parameter of h is non-zero.

Let h be a hypothesis such that Pia(ha) = p1p = A and Pya(ha) = pep = 0 and
A €[0,p].

A p—A A p—A

eT’T‘(h):R1E+R2 +R3+R55+R6 +R7
A p—A

= Zerr(h’) + ——err(h*
) (h") ) (h")

On the other case let Pya(ha) =p1p =0 and Pya(ha) =p2p = A and A € (0,1 — p).

1-p—A A 1-p—A A
P Rs + R4+ Rg + p R7 + Ry
1-p 1-p 1-p 1-p

A 1 1-p—A
= l_peTT(h )"‘ﬁ

err(h) = Rg +

err(h™)

Thus the error of A is linear in A and boundary values for A correspond to the hypotheses

in {h*,hY h'}. These two arguments show that:

1. Any single parameter h is a weighted sum of (h* and h° ) or is a weighted sum of (h*
and h') and so is linear in A. The boundary values of A correspond to {h*, h®, ht}.

2. Since the optimal value of a linear function occurs on the boundaries of its range, the
optimal Equal Opportunity classifier with at most one non-zero parameter is one of
{h*,h° hl}.

3. The inequalities in the theorem statement enforce that h* has lower biased error than
either h° or h', so h* has the lowest biased error of any single parameter hypothesis
satisfying Equal Opportunity. |

If the conditions in the Theorem do not hold, then h* will not have lower error than h°

and h'.

4.2 \Verification Re-Weighting Recovers from Labeling Bias

The way we intervene by Reweighting is we multiply the loss term for mis-classifying positive
examples in Group B by a factor Z such that the weighted fraction of positive examples in
biased data for Group B is the same as the overall fraction of positive examples in Group A.
The goal of this reweighting is to ensure that the ratio of positive to negative samples
in the positive region of h7 is greater than 1 while the ratio is less than 1 in the negative
region of h};. Thus the re-weighted probabilities need to simultaneously satisfy:
( @ =1_20-n0-v) _,
Ply=0hj@) =1)  (n+(L—mv)
( (2)=0) _ _Zln(1—v)]
Py =lhp(x)=0) (1 —=n)+mw)
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The two constraints are equivalent to requiring that:

n+(1—-nyv 1—n+nv
a—ni—) i) @)

Recall from Section 3.2 that Z = %

First we show the right hand inequality.

1—pai(1—v) 1—n+nv
(1-=v)A=pas) n(l-v)
<1—’I7+’I7V 1-—pa1(1—v)

n (1—paz1)

0

Observe that both terms are linear in v. When v = 0, the inequality becomes 1o _ lopas

n 1—pa1
177" —1> 0. In our bias model v € [0,1), but if ¥ = 1, the inequality becomes % — 17;,4 ->0.
Thus Equation 7 holds if both 177’7 —1>0and % — 1_;A - > 0.

177’7 — 1> 0 is clearly true because 0 < n < 1/2.

To see that % — 1—;4 - > 0, note that this is equivalent to n < 1 — p4,1, where the
right-hand-side is the overall fraction of negative examples in A. This is clearly true because
the positive region of h% has exactly an 7 fraction of negatives, and the negative region of
h% has a 1 —n > n fraction of negatives.

Now we show the left hand inequality in Equation 7.

n+ (1 —nyv 1—Pya(l—v)

(1-m1-v) (1-v)(1-Pan)
n+(1—nv 1-Pai1(l-v)

(1—7)) 1—PA71
1-Pya(l—v) n+Q@-ny
G = ®)

1
1-pa B
ﬁ > 0. This holds if 1 —psa1 <1 —1n <= n < pa:. This is clearly true because the

negative region of h* has exactly an n fraction of positives, and the positive region of h* has
a 1 —n > n fraction of positives. For v = 0, Equation 8 becomes 1 — 12777 > 0 which holds
since 0 <n < 1/2.

We follow a similar linearity argument to above. For v = 1, Equation 8 becomes

5 Calibration Results

» Theorem 8. Assume the training data is corrupted by Under-Representation Bias with
parameter 8 < 1. For any such B, h* does not satisfy Calibration on the biased data and
thus Calibration constrained ERM will return a hypothesis that has strictly worse true error
than the true error of h*. This occurs even when (1 —n)B >, i.e. in the bias regime such
that plain ERM on the biased data would recover h*.

Moreover, if bias is such that (1 —n)B < n and thus ERM on the biased data will not
recover h*, then the unique ERM solution that satisfies Calibration on the biased data is a
trivial classifier, meaning that all individuals from Group A receive one label (the positive
label) and all individuals from Group B receive the opposite label.
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Proof. Recall that Calibration of hypothesis h = (ha, hp) requires that both Eq. 9 and 10
hold simultaneously.

Px~DA(y:1|hA(9C) )

=1) = Piun,(y = lhp(z) = 1) 9)
Pip,(y = 1|ha(z) = 0)

=1
Ponop(y = 1hp(x) = 0) (10)

We assume that if one of the terms is vacuous in the Calibration constraints , then that
constraint is still satisfied. In other words, if one bin is non-empty for one group while the
corresponding bin for the other group is empty, we assume that bin satisfies Calibration.
Due to the effects of the bias model positive samples from Group B appear in the training
data with lowered frequency and so the equalities in Equations 9 and 10 become:

) (11)

Ponaly = 1Ry (z) = 1) > Praply = 1hp(z) = 1
0) (12)

Pera(y = 1| (2) = 0) > Ponp(y = 1A (x)

Thus h* = (h%, h};) violates calibration for any 8 < 1 and any other hypothesis satisfying
calibration will have strictly greater error on the true data distribution. Intuitively, for h
to be Calibrated it will need to reduce the left-hand side of Equation 11 because it cannot
increase the right-hand side and will have to increase the right-hand side of Equation 12
because it cannot decrease the left-hand side. As a result, its true error will be strictly larger
than that of h*.

Now, consider (1 —7)8 < n. In this case, plain ERM will not recover h*. With this
amount of bias, then:

Pera(y = 1|3 (2) = 1) > Pealy = 1R (z) = 0)
> Poup(y = 1|hp(x) = 1) > Peup(y = 1hp(x) = 10)

Satisfying Calibration with non-trivial classifiers requires achieving an equality with one side
being a non-negative combination of the first two probabilities, and the other side being a
non-negative combination of the second two probabilities. Since these inequalities are all
strict, this is clearly not possible, so the only way to satisfy calibration is to use a trivial
classifier that assigns all of Group A to one label, and all of Group B to the other label.® <

6 Conclusion

In this paper we have shown that Equal Opportunity constrained ERM will recover from
several forms of training data bias, including Under-Representation Bias (where positive
and/or negative examples of the disadvantaged group show up in the training data at a
lower rate than their true prevalence in the population) and Labeling Bias (where each
positive example from the disadvantaged group is mislabeled as negative with probability
v € (0,1)), in a clean model where the Bayes optimal classifiers k%, h}; satisfy most fairness
constraints on the true distribution and the errors of A%, h; are uniformly distributed. The
high-level message of this paper is that fairness interventions need not be in competition
with accuracy and may improve classification accuracy if training data is unrepresentative or
biased; however these results will be connected to the true data distributions and features of

8 Which trivial classifier is selected by ERM will depend on p and 7. If 1 —7 > r and p > 1/2, then Group
A will be all positive and Group B all negative. While if 1 —r > r and p < 1/2, then then Group A
will be all positive and Group B all negative.
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the biased data-generation process. It would be interesting to consider other ways in which

training data could be biased, and other assumptions on the optimal classifiers, to determine

what kinds of interventions might be most appropriate for different biased-data scenarios.
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—— Abstract

We present a new concern when collecting data from individuals that arises from the attempt to
mitigate privacy leakage in multiple reporting: tracking of users participating in the data collection
via the mechanisms added to provide privacy. We present several definitions for untrackable
mechanisms, inspired by the differential privacy framework.

Specifically, we define the trackable parameter as the log of the maximum ratio between the
probability that a set of reports originated from a single user and the probability that the same set of
reports originated from two users (with the same private value). We explore the implications of this
new definition. We show how differentially private and untrackable mechanisms can be combined to
achieve a bound for the problem of detecting when a certain user changed their private value.

Examining Google’s deployed solution for everlasting privacy, we show that RAPPOR (Erlingsson
et al. ACM CCS, 2014) is trackable in our framework for the parameters presented in their paper.

We analyze a variant of randomized response for collecting statistics of single bits, Bitwise
Everlasting Privacy, that achieves good accuracy and everlasting privacy, while only being reasonably
untrackable, specifically grows linearly in the number of reports. For collecting statistics about
data from larger domains (for histograms and heavy hitters) we present a mechanism that prevents
tracking for a limited number of responses.

We also present the concept of Mechanism Chaining, using the output of one mechanism as
the input of another, in the scope of Differential Privacy, and show that the chaining of an ¢;-LDP

mechanism with an e2-LDP mechanism is In %-LDP and that this bound is tight.
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1 Introduction

The cure should not be worse than the disease. In this paper we raise the issue that
mechanisms for Differentially Private data collection enable the tracking of users. This
wouldn’t be the first time an innocent solution for an important problem is exploited for the
purposes of tracking. Web cookies, designed to let users maintain a session between different
web pages, is now the basis of many user tracking implementations. In the Differential
Privacy world, we examine how various solutions meant to protect the privacy of users over
long periods of time actually enable the tracking of participants.

To better understand this, consider the following scenario: A browser developer might
wish to learn what which are the most common homepages, for caching purposes, or perhaps
to identify suspiciously popular homepages that might be an evidence for the spreading of a
new virus. They develop a mechanism for collecting the URLs of users’ homepages. Being
very privacy aware, they also make sure that the data sent back to them is Differentially
Private. They want to ensure they can collect this data twice a day without allowing someone
with access to the reports to figure out the homepage of any individual user.

If fresh randomness is used to generate each differentially private report, then the danger
is that information about the users homepage would be revealed eventually to someone who
follows the user’s reports. We strive to what we call “Everlasting Privacy”, the property of
maintaining privacy no matter how many collections were made. In our example, the users
achieve everlasting privacy by correlating the answers given at each collection time: e.g. a
simple way is that each user fixes the randomness they use, and so sends the same report at
each collection.

Now consider Alice, a user who reports from her work place during the day and from
her home during the evening. At every collection, Alice always reports regarding the same
homepage?, and therefore (since the randomness was fixed) sends identical reports at home
and at work. An eavesdropper examining a report from the work IP address and a report
from Alice’s home IP address would notice that they are the same, while if they examined a
report generated by Alice and one generated by Bob (with the same homepage) they will
very likely be different. This allows the adversary to find out where Alice lives.

To elaborate, correlation based solutions open the door to the new kind of issue, tracking
users. The correlation between reports can be used as an instrument of identifying individuals,
in particular it makes the decision problem of whether or not two sets of reports originated from
the same user much easier. This concern has been suggested by the RAPPOR project [13] but
without a formal definition, or analysis in the framework where their solution was provided.

The problem of tracking users is related to the problem of point change detection, i.e.
identifying when a stream of samples switched from one distribution to another. While
this problem has been researched in the past under the lens of privacy by Cummings et
al. [5, 4], these works focused on private release of point change detection, i.e. how to enable
researchers to detect changes in the sampled distribution while not being too reliant on any
specific sample. Our goal is different. We wish to prevent change point detection as much
as we can; as in our case, a change in distribution correlates to a change in private value.
Detecting a change in private value jeopardizes the privacy of the user (think of a case where
the gender is changed).

2 The reader may be wondering why bother reporting about the same value if it does not change. For
instance it may for purposes of aggregating information about the currently online population.
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1.1 OQur Contributions

The main conceptual contribution of this work is the definition of reports being untrackable,
presented in Section 3. Roughly, the definition states that the distribution on outputs
generated by a single user needs to be sufficiently close to that generated by two users. For
the discussion on motivation and possible variants see Section 3.4

» Definition 1 (informal). A mechanism M is (v, 0)-Untrackable for k reports, if for any k
reports

Pr [Reports were generated by one user] < e” Pr [Reports were generated by two users|+ 4.

We present a formal definition to Everlasting Privacy. Roughly speaking, a mechanism is
(v, 6)-Everlasting Privacy if executing it any number of times is (7, §)-DP. Our main goal is to
simultaneously achieve both tracking prevention and everlasting privacy, while maintaining
a reasonable accuracy for the global statistics. We explore the implications of this new
definition, specifically how it composes and what a fixed state that is reported in a noisy
manner can achieve.

We describe how our tracking definitions can be extended to the change point detection
framework, namely to bound the probability that a change in the user’s private value is
ever detected. In that section we also discuss the necessity of correlating answers between
data collections to ensure Differential Privacy, and define various general constructions for
mechanisms that can achieve this Everlasting Differential Privacy.

As a tool for analyzing such constructions, in Section 4 we prove a theorem about running
a Local Differential Privacy mechanism on the output of another such mechanism.

» Theorem 2 (informal). A mechanism that consists of running an e2-LDP mechanism on
the result of an e1-LDP mechanism results in %51 - £9-LDP for small g1 and 5.

Theorem 20 and Corollary 21 provide the formal statement and proof.

We then continue to analyze Google RAPPOR’s [13] performance under the framework
of tracking. We show the pure tracking bound RAPPOR achieves as well as estimate its
“average” case performance. We cocnslude that according to our definition of untrackable,
RAPPOR achieves poor protection guarantees. This is presented in Section 5.

As a warm up, in Section 6 we present a mechanism that deals with data collection of
a single private bit from each participant. One can view it as the extension of randomized
response in this setting. Fach user generates a bit at random and remembers it. At
each collection, the user generates an new bit and sends the XOR of the private bit, the
remembered bit and the new bit. The remembered bit is generated by flipping one biased coin,
parameterized by 1. The new bits are generated from fresh coin flips from another biased
coin, parameterized by e2. The aggregator collects all the reports and outputs estimated
frequencies for both 0 and 1. We prove that for a choice of privacy parameters €1,e9 < 1,
and for n participating users, the mechanism has the properties:

(i) Tt is e;-Everlasting Differentially Private.

(i) Accuracy: the frequency estimation of 0 and 1 is no further than O (51'5;'\/ﬁ) from

the actual values.
(iii) It is |4 |ep-untrackable for k reports.

In Section 7 we present a mechanism that allows the collection of statistics of users
private values when their data is d bits. This mechanism is particularly relevant for the
problems of heavy hitters estimations and histograms. The mechanism’s state consists of
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the results of the inner product of the private value with multiple vectors in a way that is
Differentially Private, reporting one such vector and the private result of the inner product
at each data collection. The aggregator collects all the reports and produces an estimate for
the frequencies of all possible values, such that the sum of frequencies is 1. We prove that
for a choice of privacy parameters € < 1, setting the state to consist of L reports, and for n
participating users, the mechanism has the properties:

(i) It is (e,0)-Approximate Everlasting Differentially Private.

(i) The estimation of the frequency of all values is no further than O (51/ \/g> from the

tual f fore/ = ——=—.
actual frequency, for &’ = ~ m
(i) It is (O, %)—untrackable.
Concretely, to obtain (g,0)-Everlasting Privacy and « accuracy, then for k reports the

guarantee on the mechanism is ((), 9] (%)) -Untrackable.
Coming up with better bounds or showing the inherent limitations is the main open

direction we propose (see Section 8).

2 Preliminaries

2.1 Differential Privacy

For background on Differential Privacy see Dwork and Roth [10] or Vadhan [18].

Throughout most of this paper we consider a variant of Differential Privacy, called Local
Differential Privacy. Local Differential Privacy regards mechanisms where each individual user
runs on their own data to create a report, which is then sent to the server and aggregated there
to produce a population level result. The setting we consider is one where the aggregator
access the users’ data only through a randomized mapping, a mechanism, that has the
following property:

» Definition 3 ([15]). Lete,0 > 0. A mechanism M : U — O is (g,6)-Local Differentially
Private if for every two possible inputs, u,u’ € U, and VS C O, Pr[M (u) € S] < e° -
Pr[M (u') € S| +4.

One of the significant properties of Differential Privacy is the way it composes. Com-
posing two mechanisms that are (£1,01) and (g9, d2)-Differentially Private respectively is
(e1 + €2,01 + d2)-Differentially Private. A small deterioration in the § parameter achieves a
great improvement in the € parameter of the composition.

» Theorem 4 (Advanced composition for Differential Privacy [11]). Let 6’ > 0. The k fold
composition of (e, 0)-Differentially Private mechanisms is (', ko + 0")-Differentially Private

fore' = +/2kIn(1/6")e + ke (ef — 1).

Another useful property of Differential Privacy is that running any function on the
output of an (e, §)-Differentially Private mechanism is (g, 0)-Differentially Private. That is,
Differential Privacy is closed under post-processing.

When using the same mechanism to collect reports multiple times, if not done carefully,
the privacy guarantee might deteriorate as the number of collections periods grows. We
define Fverlasting Differential Privacy as an upper bound on the privacy parameter of a
mechanism, no matter how many times it is executed, as long as the private data had not
changed. Definition 10 formalizes this idea.
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2.2 Background

The need for everlasting privacy became apparent since the early stages of the Differential
Privacy research. As mentioned in Section 2, independent repetitive executions of Differential
Privacy mechanisms inevitably deteriorate the privacy guarantee. While Theorem 4 teaches
us that the privacy guarantee can grow as low as only the square root of the number of
reports, practical implementations might require users to participate in as many as thousands
of data collections (e.g. anything requiring daily reports).

This led researchers to suggest data collection mechanisms that allow numerous data
collections, while maintaining individuals’ privacy. Certain solutions, such as Google’s
RAPPOR [13] and Microsoft’s dBitFLip [6], use the concept of statefulness, maintaining
some data between executions. This enables them to correlate outputs between executions,
which allows for a manageable upper bound of the privacy leakage that does not rely on
the number of collections made. This effectively allows for a privacy guarantee that holds
forever, namely Everlasting Privacy.

Heavy Hitter Mechanisms

Two problems that have been very interesting for data collectors are the histogram and
heavy hitters problems. In the histogram problem the goal is to accurately estimate the
frequencies of all possible values the population might hold. The heavy hitters problem is
about identifying the most common values amongst the population. Both histograms and
heavy hitters in the local model has been researched before by Bassily et al. [2, 1], who used
Hadamard transformations on the users private data that allow users to send succinct reports
to the curator while allowing the required statistics to be generated very efficiently. These
works do not fit our framework, as they intrinsically allow for trackability. In their solution,
each user is associated with a specific piece of some shared randomness. The aggregator
must know to which piece of randomness a specific report belongs to, essentially forcing
their solution to be highly trackable. The techniques used in their paper are similar to the
ones used by Naor et al. [16]. In that work the authors use an inner product mechanism
to identify and ban the most common passwords. This enables the increase in the effective
time an adversary will need to invest in order to guess a user’s password. Their mechanism
maintains Differential Privacy to prevent the leakage of each individual’s password, but it
does not maintain Everlasting Privacy. They also mention a modification to their scheme
achieves Everlasting Privacy, by reusing the same random vector for all future inner products,
but such a solution is highly trackable. The inner product mechanisms used in [2, 1, 16]
were the inspiration of our Noisy Inner Product mechanism presented in 7.

Continual Observation and Pan Privacy

Other models and solutions to long-lasting privacy have been developed as well, such as the
Continual Observation model in [7, 3]. The goal is to maintains differential privacy for values
that change over time, e.g. a counter that updates over time, or streams of data, like traffic
conditions and so on. This solution is in the central, or streaming, model and not in the
local model. Another model is that of Pan Privacy, where the goal is to maintain privacy
even if the internal representation of the secret state is leaked from time to time (Dwork et
al. [8]). In Erlignsson et al. [12] this idea was extended, transforming the mechanism in [7]
to the local model, in order to solve the 1-bit histogram problem, and thus achieving privacy
over extended periods of time. The transformation means that every user reports genuinely
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only once throughout all data collections, thus resulting in accuracy that relies linearly in
the number of times their value changed. This suggests that accuracy will drop as collection
times increase.

Joseph et al. [14] suggested an approach where at the beginning, a global update occurs,
where each individual participates in a private histogram estimation. At each subsequent
potential collection time, each user compares their current contribution to the histogram
compared to the last time a global update occurs. Depending on how different it is, they
are more likely to suggest that another global update occurs. If enough users vote in favor,
the curator initiates another round of global update, creating a more accurate histogram.
This solution allows for collections to be made from users only when it is likely that the
previously computed output is no longer accurate, greatly increasing the privacy guarantee
of individuals. On the other hand, their accuracy analysis relies on the existence of a small
number of user types, where all users of the same type behave identically.

3 Stateful Mechanisms and Tracking

Consider a mechanism for users to report their values to a center.Such mechanisms may be
stateless, i.e. ones that receive an input and (probabilistically) produce an output, or stateful
mechanisms, ones that receive in addition to the input a state and produce in addition to an
output a state for the next execution. The power of stateful mechanisms is that they enable
the correlation of outputs between different executions through the states passed from one
execution to the next.

3.1 Definitions of Mechanisms and Report Stream Generators

Stateless mechanisms are randomized mappings for which each execution is independent of
the others. Stateless mechanisms receive the user’s data and publicly available information,
namely auxiliary information, and output a report. The publicly available information can be
anything known to all parties, like time of day, value of some publicly accessible counter, etc.

» Definition 5 (Stateless Mechanism). A stateless mechanism M is a randomized mapping
from a user’s data and auziliary information to the domain of reports, M : U x A x {0,1}*
R. In our setting it is used to generate a stream of reports, r1,7a,. .., where each report is
generated independently.

Stateless mechanisms might provide very poor everlasting privacy, as each iteration reveals
more information about the user’s data.

Therefore, to achieve everlasting privacy one must correlate the reports sent by the user(s)
(see for instance [9] where this is proved for counting queries). For this we define Stateful
Mechanisms, where the mechanism maintains a state that is updated with each call to the
mechanism.

» Definition 6 (Fully Stateful Mechanism). A fully stateful mechanism M is a randomized
mapping from a user’s data, current state and auziliary information to the domain of reports
and to a new state, M : U x S x Ax {0,1}* = R x S. In our setting it is used to generate a
stream of reports r1,r2, ... and a stream of states sg = L, 1, ..., such that each pair of state
and report are generated by the previous state, auxiliary information and the user’s data,
TiyS; = M (u, Si—1, ai_l).
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Notice that the execution number and all previous outputs can be encoded into the state. A
fully stateful mechanism can achieve everlasting privacy by correlating answers using the
data stored in the state. For example, it can execute a DP mechanism on the user’s data
and remember the result, reporting the same result whenever queried.

One shortcoming of correlating the reports in such a manner is that it might be used as
an identifier by an adversary, potentially allowing the adversary to identify that a group of
reports all originated from the same user, thus allowing tracking other activities of the user
(see Section 3.2).

We define Permanent State Mechanisms as mechanisms that maintain the same state
once set, i.e. s1 = s3 = 83.... As we shall see, such mechanisms are very convenient to work
with and have good properties wrt composition.

Report stream generators (RSG) are mappings that use mechanisms to generate a stream
of reports. The responsibility of the RSG is to get the user’s data and iteratively call the
mechanism.

» Definition 7 (Stateless Report Stream Generator). For a domain of user data U, a range of
reports R, and a report stream size n, a Stateless Report Stream Generator using a stateless
mechanism M is a mapping GM : U v R", that acquires the auziliary information required
at each step and calls M to generate the reports ri,...,7ry.

Similarly, stateful RGSs use fully stateful mechanisms to generate the stream of reports.

» Definition 8 (Stateful Report Stream Generator). For a domain of user data U, a range
of reports R, and a report stream size n, a Stateful Report Stream Generator using a fully
stateful mechanism M is a mapping GM : U v R", that acquires the auziliary information
required at each step and calls M with the state of the current step to generate report r; and
the next step’s state s;.

3.2 Everlasting Privacy and Tracking

The problem we focus on is the ability of an adversary to distinguish whether or not a set of
reports originated from a single user or by two users (or more, see Section 3.4). For example,
If an adversary had two sets of reports belonging to two different IP addresses, the adversary
could learn if those IP addresses belong to the same user or not (potentially identifying the
user’s work place or home address). The definition of untrackable we propose is inspired by
definition of Differential Privacy.

» Definition 9. For a domain of user data U, a range of reports R and a report stream size
k, a report stream generator G is (v, 0)-untrackable if for all user data u € U, for all
subsets of indices J C [k], JC = [k] \ J and VT C R¥ we have:

Pr[GM(uw)eT] <e'-Pr {G‘% (u) € TJ:| - Pr [ij\{m (u) € TJG} +4
and

Pr [G‘]‘L/,I‘ (u) € TJ:| - Pr {G%UI (u) € TJG} <e’-Pr|[GY (u) e T] +6.

For report stream generators that are (7, d)-untrackable, an adversary has only a small
advantage in distinguishing between the following two cases: the reports originated from a
single user or two users. A discussion for the idea behind this definition and its benefits can
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be found in Section 3.4. If we want this property to hold for any possible output (i.e. always
have the ambiguity), then we can demand that the mechanism be (v, 0)-untrackable. We
call such mechanisms y-untrackable. We leverage the similarity to DP show composition
theorems on untrackable mechanisms.

Everlasting Privacy is meant to limit the leakage of information users suffer, no matter
how many executions a mechanism had. For the following definitions let T' be a collection of
report streams. For a set of indices J let Ty be the collection of partial report stream, where
the reports taken are those in indices J.

» Definition 10 (Everlasting Privacy). For a domain of user data U, a range of reports R,
a report stream generator G is (e, 0)-Everlasting Privacy if for all user data u,u’ € U,
for all report stream size k and for all sets of output streams T C RF, Pr [Gé” (u) € T] <
ePr[GY (W) eT] +4.

If a mechanism is (e, 0)-Everlasting Privacy we say it is e-Everlasting Privacy.

These definitions are tightly related to the problem of change-point detection. We define
undetectability similarly to untrackability, only we do not assume both report sets originated
from the same private data:

» Definition 11. For a domain of user data U, a range of reports R and a report stream
size k, a report stream generator GQ/[ is (v, d)-undetectable if for all pairs of user data
w,u’ € U, for all subsets of indices J C [k], J® = [k] \ J and VT C R* we have:

Pr(GY (w) e T] < Pr Gl (w) e Ty] - Pr{GI, () € Tye| +

and

Pr {Gf‘f,ﬂ (u) € TJ} - Pr {Gﬁf_m () e Tﬁ] <& Pr(GYM(u)eT] +6.
We can now connect being untrackable and everlasting privacy with being undetectable.

» Theorem 12. A mechanism that is (v, d)-untrackable and (e, d")-everlasting differentially
private is also (v + €, dmax ) -undetectable, for omax = max{e°d + 6,0 +e7d'}.

The proof for this theorem can be found in the full version of the paper.

3.3 Tracking Bounds, Composition Theorems and Generalizations

For the special case of Permanent State Mechanisms, we can show an upper bound on
the untrackable parameter. If the mechanism is e-Differentially Private in its state, i.e.
the mechanism protects the privacy of the state, then the untrackable parameter grows
linearly in e:

» Theorem 13. A Permanent state mechanism whose reports are generated by an e-

k

Differentially Private mechanism receiving the state as its input is bJE—untmckable for

k reports.

The proof for this theorem can be found in the full version of the paper.

An important question is how tracking composes, i.e. how does a user’s participation
in multiple Report Stream Generators affect his untrackable guarantees. The similarity
between the definition of untrackability and differential privacy allows us to apply results
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regarding the latter to obtain results on the former. We show an advanced composition for
untrackable mechanisms that is analogous to advanced composition for differential privacy [11]
and Theorem 4.

» Theorem 14 (Advanced composition for untrackability). Let m be a positive integer. Let
{Mi}ie[m] be m mechanisms that are (y,0)-untrackable for k; reports respectively. The

composition of these mechanisms, J/W\, is (7', md + 0')-untrackable for

Y = 2 (1) -y +m ey (e —1).

The proof for this theorem, as well as the formal definition of composition, can be found in A.1

Another important question is what can be said about the untrackable guarantees in the
settings where the reports are split into more than two sets, i.e. when we want to answer the
question whether some reports were generated by a single user or any number of users. For
this we define untrackable for n users for k reports.

» Definition 15 (Multiple User Untrackable). For a domain of user data U, a range of reports
R and a report stream size k, and n users, a report stream generator ch” is y-multiple user
untrackable if for all user data u € U, all partitions P = {Pi}ie[n] of [k] into n parts, and
all output stream sets T C Rk

[Lem Pr [Gf\gj\ (u) € TP]} B
T Pr(GY(uw)eT] =

e ev.

We show two connections between Definitions 9 and 15: the first is a general bound, essentially
saying that the untrackable parameter increases linearly in the number of users.

» Theorem 16. A mechanism that is y-untrackable for k reports, is (n — 1) ~v-multiple user
untrackable for n users for k reports.

We can significantly improve this bound for permanent state mechanisms by leveraging the
fact that their untrackable parameter is linear in the number of reports used.

» Theorem 17. A permanent state mechanism M, whose reports are generated by an e-
Differentially Private mechanism receiving the state as its input, is [logn| {gjs—multiple user
untrackable for n users for k reports.

The proofs of these theorems can be found in Section A.2 and A.3

3.4 Discussion

The way we defined untrackable is not the only one possible. The “typical” attack we wish
to prevent is against an adversary that sees many sets of reports and tries to identify two
that belong to the same user. However, making this the basis of a definition might result in
weak guarantees, as it disregards any prior information that an adversary might have. The
adversary might know that Alice only lives in one of two houses, and only tries to identify
where she lives. Our definition is designed to protect against exactly this kind of attacker,
who only tries to distinguish whether a stream of reports was generated by Alice, or partly
by Alice and partly by Bob.

Another natural definition is to prevent distinguishing whether a stream of reports was
generated by any combination of users vs. any other combination of users. Our definition,
though appearing weaker than this one, actually implies it, with some deterioration to the
parameter; Theorem 16 suggests that the parameter deteriorates linearly in the number of
users, while Theorem 15 suggests that in some cases it can deteriorate logarithmically.

4:9
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Our definition also implies that it would be hard to decide whether any two reports
were both generated by Alice, or one by Alice and one by Bob. This property might seem
tempting as a basis of an alternative untrackable definition, but it is too weak on its own. A
mechanism that has this property might have very poor protection against adversaries with
access to more than two reports.

Finally, Theorem 12 teaches us that our definition, when combined with everlasting privacy,
naturally extends to the problem of change point (un)detection. That is, a mechanism that
adheres both to the everlasting privacy requirement and our untrackable definition also
protects the fact that a user changed their private value.

In conclusion, This definition is strong enough to protect users against reasonable ad-
versaries, i.e. ones who have some prior knowledge about the locations of users. On the other
hand, while seeming weaker than other definitions it actually implies them. Additionally, as
can be seen in Sections 6 and 7, it is achievable while also allowing for reasonable everlasting
privacy guarantees and accuracy.

4 Mechanism Chaining

In this section we generalize the idea presented in Theorem 13 of using a Differential Privacy
mechanism on the output of another such mechanism. We first provide a formal definition
for this mechanism chaining, and then state and prove two theorems about the Differential
Privacy guarantee achieved by doing such chaining. The first weak, but intuitive, the second
much more powerful and also optimal.

4.1 Definitions

We now present mechanism chaining in three different settings: In the first setting we simply
define the chaining of two mechanisms as taking the output of the first and using it as the
input of the second.

» Definition 18 (2 Local Mechanism Chaining). Given two mechanisms A : U — V and
B :V — O, the chaining of these two mechanisms Mpoa : U — O is defined as Mpoa (u) =
B (A (u)).

The second setting we examine is the chaining of k mechanism, and the third and final
setting is the chaining of k families of mechanisms that are not necessarily local. They are
not relevant for the rest of this paper, but for completeness we present them in the full
version of the paper.

4.2 Differential Privacy Guarantees for Two Mechanism Chaining

We now present a tight bound on the Differential Privacy guarantee of the chaining of two
mechanisms. We begin by presenting the “Basic Chaining Upper Bound”, which is not tight,
but is perhaps more intuitive. We then present a better upper bound called the “Advanced
Chaining Upper Bound”. Basic Chaining simply says that the resulting Differential Privacy
is no worse than the Differential Privacy of either mechanisms.

» Theorem 19 (Basic Chaining). Given two mechanisms A:U — V and B : V — O that
are e1-LDP and eo-LDP respectively, Mpoa : U — O is min {e1,e2}-LDP.

The advanced chaining bound is always better:
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» Theorem 20 (Advanced Chaining). Given two mechanisms A:U —V and B:V — O
that are e1-LDP and e5-LDP respectively, Mpoa : U = O is In "‘;T%-LDP.

The proof of these theorem can be found in the full version of the paper. The privacy
parameter can be upper bounded by a more simple bound that is meaningful for small e,
and e9:

» Corollary 21. Given two mechanisms A:U — V and B : V — O that are e1-LDP and
eo-LDP respectively, Mpoa : U — O is %61 -e9-LDP.

When €7 or €5 are greater than 2 this upper bound is worse than the bound in Theorem 19,
let alone the optimal one in Theorem 20, but otherwise this bound has little error compared
to the optimal bound and is easier to work with.

5 (Un)Trackability in RAPPOR

Equipped with a new framework to analyze tracking, we first consider one of the most
significant deployments of a differentially private mechanism, used in all Chrome copies,
and analyze its trackability. Introduced in [13], RAPPOR is a DP mechanism designed to
allow repeated collection of telemetry data from users in Chrome. This mechanism was the
starting point of this work, since some of the goals stated in the original paper indicate the
desirability of being untrackable.

Roughly speaking, RAPPOR reports a value (e.g. the homepage of a user) from a large
set. It does so with the help of a Bloom filter that initially encodes a set that contains a
single element, the desired value. A Bloom filter’s output is an all 0 array that is set to 1 at
locations corresponding to hashes of the value. The mechanism proceeds to randomly flip
bits in the Bloom filter, generating what we call the Permanent Randomization. At each
point in time when data is to be collected, the mechanism generates a report by taking a
copy of the Permanent Randomization and, again, randomly flipping bits and reporting the
resulting array. The details of the mechanism can be found in the original paper, but for
completeness we also present them in the full version of the paper.

In the paper introducing RAPPOR, the authors mention that preventing tracking of users
is an issue with their construction: “RAPPOR responses can even affect client anonymity,
when they are collected on immutable client values that are the same across all clients: if
the responses contain too many bits (e.g. the Bloom filters are too large), this can facilitate
tracking clients, since the bits of the Permanent randomized responses are correlated”. On
the other hand, when talking about the reason behind the second phase of the mechanism
execution, generating a report from the permanent randomization, they mention that “Instead
of directly reporting B’ [The Permanent Randomization] on every request, the client reports
a randomized version of B'. This modification significantly increases the difficulty of tracking
a client based on B’, which could otherwise be viewed as a unique identifier in longitudinal
reporting scenarios”. We wish to show that in our framework, using the same parameters they
used in the RAPPOR data collections, RAPPOR is more aligned with the first statement
than with the second. We analyzed RAPPOR’s untrackable parameter in the worst case
setting, which can be found in the full version of the paper. We present an analysis of the
“average case” behavior of RAPPOR.

4:11
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Estimated Percentile of the Trackability Random Varaible

We estimate the statistics of the trackabiltiy random variable for RAPPOR. In essence,
the trackability random variable is the distribution of trackability leaks that happen when
participating in the mechanism. The pure version of the untrackable bound in Definition 9 is
an upper bound on the possible values of the trackability random variable.

Formally, denote the RAPPOR mechanism by R. For k reports we define a vector of
partitions J = {Ji}ie()> where J; = [i]. We also define two report vectors T = {Ti}iep and
T = {T}};c()> where T is drawn from the product distribution (GF (u),GE_, (u)) and all
of the T} are drawn from GZ (u). The trackability random variable for k reports is the value:

T:=max ¢ max Cr, j,, max Cp j, o, where Cr j is:
. . ’ . . i )
il £]] €[l £]]

Pr[GE (u) =T]

Pr[GfYy (w) = Ty| - Pr[GR |, (u) = Ty

CTJ = |In

)

The random variable 7 is the maximum measured tracking for the LgJ cases where the
E

reports are generated by two users and the bJ cases where the reports are generated by one
user. In our setting a mechanism should protect against both types of cases.

The measures of interest are percentiles of the trackability random variable distribution.
We estimate the median and the 90" percentile of the trackability random variable. The full
version of the paper presents the details of the estimation process.

Figure 1, in Appendix B, shows the estimated median and 90" percentile of the Track-
ability random variable for between 2 and 15 reports, and their respective 95% confidence
interval. Our estimation shows that RAPPOR’s trackability random variable’s median is
better than the worst case trackability, but reaches high values, around 5 after as few as 10

Oth

reports. The 90" percentile is worse, reaching trackability of 5 after as little as 7 reports.

6 Bitwise Everlasting Privacy Mechanism

We present a mechanism for collecting statistics about the distribution of a single bit in
the population, in such a way that everlasting privacy is maintained. Our mechanism is a
permanent state one, using a state that consists of a noisy copy of the private bit. At each
report, the user sends a noisy version of the state, effectively sending a doubly noisy version of
their private bit. We show the mechanism achieves good accuracy, and reasonable everlasting
privacy. Since this mechanism is a permanent state mechanism, we can use Theorem 13 to
give a less than reasonable upper bound on the untrackable parameter of this mechanism.
We show, however a lower bound of the untrackable parameter of this mechanism that is not
far off from the upper bound in Theorem 13.

Consider the mechanism where each user holds one bit, b. First they generate a permanent
randomization, ¥’ = b ® z, where z ~ Ber (ﬁ) Then at each report they generate a

1
ef2+1

all users and invokes the frequency oracle to output an estimate:

ef1tee + 1 — (e +1) (e + 1) Yoicy i
@ D)

report bit, r = b @ y, where y ~ Ber ( ) The aggregator receives these reports from

Do =

and p; = 1 — pg. Let p be the vector whose coordinates are pg and pi. Let p be the vector of
true frequencies.
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Bitwise Everlasting Privacy is €;-EDP, outputs p such that with probability 1 — 3:

(e14+2)(e2+2) [/32In(2/8)
€1 €2 n

17 =l <

and is LgJSQ—Untrackable, but no better than %52 — &1 — In2-Untrackable. The proof of
these claims can be found in the full version of the paper.

7 Report Noisy Inner Product

In this section we present a method for collecting statistics about users’ data when it is
encoded in a vector of d bits. This mechanism allows us to solve the heavy hitters or
histograms problems, while maintaining everlasting privacy. This solution achieves good
accuracy with high probability and is effectively untrackable with high probability, but only
for a “not so large” number of reports (where “not so large” is approximately the square
root of the number of vectors in the state).

The “delta” part of the untrackable bound of this solution can be small, but most likely
not cryptographically small. While in Differential Privacy one should make sure the “delta”
part is cryptographically small, it is not clear whether or not the same requirement applies
to the framework of tracking.

The construction of this mechanism follows a general transformation from a Locally
Differential Privacy mechanism to an Everlasting Privacy mechanism with certain trackability
parameters: memorize a fixed number (L) of executions of a local privacy preserving
computation. At each collection the mechanism mimics one of these stored executions,
choosing one of them at random. Everlasting Privacy is maintained by the finite access to
a user’s data: only L total different executions are ever available to the adversary. On the
other hand, in terms of trackability, as long as no two different stored execution are played,
there is no difference between one user and two users. No guarantees are given if the same
stored execution is chosen twice.

In our instantiation of this idea, Report Noisy Inner Product is based on creating a
state that contains random d-bit vectors as well as their noisy inner product with the user’s
private value.

In this setting there are n users. Let:

€
g =

- 2,/2Lln(%).

At initialization, every user i, with private value u; € {0, 1}d chooses L random vectors

{’l]l"j}je[L], v;,; € {0, 13\ {0}, and L noisy bits {xi’j}je[L] such that x; ; ~ Ber (ea’1+1) and

calculates b; ; = (v; j, w;) S T ;.

At each time of collection, every user j picks at random a vector from the state generated in
the previous step. That is, they choose one of the v;’s generated before and the corresponding
result of the inner product s;. They then send it to the server. We refer to the report user 4
sends at a given collection time as (V;, B;) (i.e. the vector and the noisy inner product). The
aggregator receives these reports from all users and invokes the frequency oracle to output
an estimate:

20 —1ef +1 Viwes, 1
g1 2 DT g
1€[n]

ﬁu =

4:13

FORC 2020



4:14

Privacy Enhancing Methods and Preventing Tracking of Users

Since we never choose the vector 0 as one of the vectors of the state, we introduce a
small bias to the probability that a report will agree with any other value than the one used

to generate it. This bias is corrected by the multiplicative 2(;;1 factor and the additive 2%

factor, resulting in an unbiased estimator.
Let p be the entire true frequency vector and p as the entire estimated frequency vector.
7.1 Privacy, Accuracy and Trackability

The mechanism Report Noisy Inner Product (RNIP) maintains (e, §)-Approximate Everlast-
ing Privacy, outputs p such that with probability 1 — 5:

e +2 [8In(2¢+1/pB)
e’ n

o < \/m(zdﬂ/fg;nu/a)L)

And it is (0, B Lj)—untrackable for k reports.

17 =7l <

L T 2d
The proofs of these claims can be found in the full version of the paper and are similar to

the analysis in [16].

7.2 Parameter Selection

When deploying this mechanism, the significant parameters considered are the everlasting
privacy and desired accuracy. In our setting we have n users and our data consists of values
that can be encoded into d bits. Assume we wish to have everlasting privacy (e,d) and
accuracy « with probability 1 — 5. By the results of the accuracy analysis, the required
value of the Differential Privacy parameter of every report, which we denoted &', needs to be
at least

2\/2In(24+1/3)

o~/ — /227 /)

For most interesting settings we can assume that a > 2

21n(2471/8)
n

choose ¢’ = %\/ w Once we have &’ we can say that the mechanism needs to have a

state of size at most L = LWZ(M?)J . This means that the mechanism is (0, %)—Untrackable

, which allows us to

for k reports.
To summarize, if we were to require (g,d)-Everlasting Privacy and a accuracy with
probability at least 1 — 3, then for k reports we can guarantee:

_ 2
0,0 L -Untrackable.
a?e?n

where the O hides the logarithmic factors in the relaxation parameter for differential privacy
0, the failure probability 5 and the size of the vectors d.

8 Conclusions and Open Problems

The issue of using differentially private mechanisms in order to track users is a newly
formulated problem. While avoiding tracking is very natural, it has not been investigated
before in a formal manner. The notion of Everlasting Privacy is very tempting, and indeed,
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some companies implemented and deployed it. But Everlasting Privacy should be handled
with caution; We have shown that one such deployment of Everlasting Privacy left much to
be desired in terms of the untrackable parameter. The risks of tracking are real, and as such
every mechanism deployed to a user base must try to prevent it as much as it can.

Many questions concerning tracking are open and the results presented here should be
treated as a preliminary investigation. The most important one is how do you combine the
constraints on accuracy and on everlasting differential privacy to produce a lower bound on
the untrackable parameter. In particular, are the schemes of Sections 6 and 7 the best one
can hope for, or are there better mechanisms? One downside of the scheme of Section 7 is
the rapid deterioration in the untrackable parameter once k reaches v/L. Is there a scheme
with a more graceful degradation of the untrackable parameter?

The mechanisms we presented are permanent state mechanisms. Perhaps mechanisms
which transform the state between executions can achieve better untrackable parameter
bounds? Doing such a construction is delicate, since if not done correctly one of two things
might happen:

1. The Differential Privacy guarantee will decline the more the state alters.

2. The accuracy will decline, as many different inputs might converge to the same states
over time.

But perhaps a clever construction of a mechanism that transforms its state can achieve

a much better untrackable parameter bound for given Differential Privacy and accuracy

requirements.

Also, perhaps everlasting privacy is an unreasonable demand. A mechanism that achieves
privacy for many executions, but not for infinite executions, can be very suitable for practical
purposes as well. If so, how can we extend these results to these “long-lasting” privacy
mechanisms?
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A Proofs for Section 3

A.1 Proof of Theorem 14

First, we properly define the composition of m mechanisms, {Mi}ie[m]' In our setting a user
generate m report streams using the m mechanisms. Namely, each M; was used to generate
k; reports. Let the sum of all k;’s be k. Let M be the composition of all the M;’s. Formally,
M will first generate kp reports from the report stream generator of My, it will then continue
to generate ko reports from the report stream generator of M, and so on, until all k reports
were generated. Let the indices of the reports generated by M; be J;, i.e. J = {1,...,k1},
Jo = {k1 +1,....k1 + ka2}, and so on. Notice that the probability that G}, on input u, will
generate a report stream t of k reports is exactly:

Pr {Gg/} (u) = t} = H Pr {Gi\/f (u) = tji:|
i€[m]

since all mechanisms M; are executed independently.
We are now ready to prove Theorem A.1.

Proof. In the definition of untrackable, we consider whether a set of reports were generated
by a single user or two, according to any partition. To prove that the composition mechanism
is (7', md + ¢’)-untrackable we will prove that the bound in the definition holds for every
partition possible.

Consider the partition P = {Py, Py} of all the reports generated by M , where P; are the
reports associated with the first user and P, are the reports associated with the second. We
will split this partition into partitions for each mechanism separately. Namely, for every M;
we define a partition P/ = {P{, Pj}, such that each P{ = P; N J; and similarly for Pj. The
partition P* is exactly the partition on reports generated by M; induced by P. Notice that
we allow P} (or Pi) to be empty.

Consider new mechanisms {3}, (-
F;, If b = 0 the mechanism outputs a stream generated by one copy of M;, and if b = 1
the mechanism outputs a stream generated by two independent copies of M; according to
partition P;. If either P{ or P are empty, the output F; will not depend on its input b. If the
M;’s are (v, d)-untrackable then the F;’s are (v, 0)-differentially private. This allows us to use
Advanced Composition for differential privacy (Theorem 4) to say that the m-fold composition
of all of the F;’s is (7', md + ¢')-differentially private for 4’ as is in the theorem statement.
Notice that conditioned on all mechanisms receiving input 1, the output product distribution
over reports is identical to the case where all reports, for each mechanism, were generated
by two users. Similarly if all inputs are 0, the output product distribution over reports is
identical to the case where all reports, for each mechanism, were generated by one user. This
implies that the composition of the original M;’s, M ,is (7', md + &")-untrackable. |

that each receives as input a bit b. For every

A.2 Proof of Theorem 16

Proof. The proof for this theorem is very intuitive. Since the mechanism is «y-untrackable
for k reports, it is also y-untrackable for fewer reports. This teaches us that by paying no
more than v we can reduce the question of being untrackable for n users to the question of
being untrackable for n — 1 users. Continuing this until we have 2 users costs us (n — 2) v to
the untrackable parameter, resulting in a total of (n — 1)~ untrackable.
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Formally, we prove this by induction. Assume that a mechanism M is (¢ — 1) y-untrackable
for t users for k reports. We wish to prove that the mechanism M is ty-untrackable for ¢ + 1
users for k reports. The base case, t = 2, follows directly from the fact that the mechanism
is y-untrackable for k reports.

If the mechanism M is «-untrackable for k reports, then it is y-untrackable for fewer
reports as well. We denote Pr [A] := Pr [G‘% (u) € TA] Notice that for all user data u € U,

all partitions P = {P;},c ;) of [k] into ¢ + 1 parts and all output stream sets T" C R*:

I[ Pripl=prip]-Prip)- ] Prip)
JElt+1] JE+I{1,2}
< e'Pr [Py U Py H Pr |:G‘I\1/£j| (u) € Tp]}
JEM+1\{1,2}
<ePr[GY (u) € T

Where the first inequality is due to the mechanism being y-untrackable for |P;| + | P;| reports
and the second inequality is due to the induction hypothesis.

Similarly, in the other direction:

PriGy (weT] <e"pPripup)  [[  Prip]
JE+IN{1,2}
<epPrip)-Prip)-  J[ Prip)
JEM+1\{1,2}

= [[ Prip)

Jeft+1]

Where the first inequality is due to the induction hypothesis and the second inequality is
due to the mechanism being ~y-untrackable for |P;| 4 |P;| reports. <

A.3 Proof of Theorem 17

Proof. The proof for this is also rather intuitive. Theorem 13 teaches us that we can exchange
the probability that two sets of reports, of size totaling k', originated from two users to the
probability they originated from one user by paying no more than L%J € in the untrackable
parameter. By combining pairs of users, we can use this to reduce the question of being
untrackable for n users to the question of untrackable for [%1 users, by paying no more than
LgJe By repeating this process [logn] — 1 times we can reduce the question of untrackable

for n users to the question of untrackable for 2 users, by paying no more than [logn| L%JE

Formally, we prove this by induction. Assume that the mechanism is [logt] Lngy—
untrackable for ¢ users for k reports. We wish to prove that the mechanism is [log (t + 1)]| & |-
untrackable for ¢t + 1 users for k reports. The base case t = 2 follows directly from the fact
that the mechanism is y-untrackable for k reports.

Assume t is odd. The proof is very similar when it is even, but for simplicity we will
only show it for odd values of t. We denote £ := [log (t + 1)] and use the same notation for
Pr[A] as before. Notice that for all user data u € U, all partitions P = {P;} ) of [K]
into ¢t + 1 parts and all output stream sets T C R*:

i€[t+1
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[T Pripl= [I PriPl- PriPay]
Jetee se[+)

[P2jUPy; 1]

Y
S H 6\~ : J PT[PQjUP2j+1]

IN
)
=
2
B
<
S
&
-
Sﬁ
t

Where the first inequality is due to Theorem 13 and the third inequality is due to the
induction hypothesis.
Similarly, for the other direction:

Pr[GY (u) e T] < " DLE] II PriryuPyil
je[]
< efl_%J'y H Pr [ng] - Pr [P2j+1]
€[]
:QEI_%J'Y H Pr [P]]
Jelt+1]

Where the first inequality is due to the induction hypothesis and the second inequality is
due to Theorem 13. <
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Figure 1 Growth of the estimated median and 90" percentile of the trackability random variable
of RAPPOR as a function of the number of reports.
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—— Abstract

When selecting locations for a set of centers, standard clustering algorithms may place unfair burden
on some individuals and neighborhoods. We formulate a fairness concept that takes local population
densities into account. In particular, given k centers to locate and a population of size n, we define
the “neighborhood radius” of an individual 7 as the minimum radius of a ball centered at i that
contains at least n/k individuals. Our objective is to ensure that each individual has a center that
is within at most a small constant factor of her neighborhood radius.

We present several theoretical results: We show that optimizing this factor is NP-hard; we give
an approximation algorithm that guarantees a factor of at most 2 in all metric spaces; and we prove
matching lower bounds in some metric spaces. We apply a variant of this algorithm to real-world
address data, showing that it is quite different from standard clustering algorithms and outperforms
them on our objective function and balances the load between centers more evenly.
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1 Introduction

Fairness in decision making has become an important research topic as more and more
classification decisions, such as college admissions, bank loans, parole and sentencing, are
made with the assistance of machine learning algorithms [10]. Such decisions are made on
individuals at a particular point in time, and although they have long-term consequences on
the individuals affected, there is at least the prospect of these decisions being revisited with
new data about these individuals. In contrast, certain infrastructural decisions, for example,
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neighborhoods not being adequately served make frequent headlines. Such stories range from
food deserts in inner cities because of the absence of supermarkets that sell fresh fruit and
vegetables to lack of access to medical services in rural areas [14, 26].

In many situations, equal treatment of all individuals requires clustering individuals into
roughly equal-sized groups and allocating the same amounts of resources (such as schools or
hospitals) to each group. This means that these resources will naturally be located farther
away on average from residents of a sparse district. This is generally accepted by society,
and one could argue that it is in fact the just way to allocate resources. Thus, even where all
individuals are entitled to equal treatment, it is admissible, even desirable, to discriminate
based on geographic location. However, even in situations where there is great geographic
variation in density, and concomitant variation in how resources are allocated, we would like
to ensure some form of fairness to each individual.

We ask what might be a fair way to locate k hospitals, say, in an area with varying
population densities. A standard formulation such as the k-center problem is problematic
for at least two reasons:

First, in a good k-center solution, a hospital located in an urban area would be overcrowded.
Thus, one kind of fairness we want is load balance; the numbers of people served by each
center should be as close to equal as possible. Intuitively the definition we give seems tailored
to provide such balance, and we confirm this empirically.

Second, people living in areas with different population densities have different expecta-
tions for a reasonable distance to travel to a hospital. In rural areas, it would be unreasonable
for a resident to expect to find a hospital within a mile, say, of her residence, but in an urban
area this might be an entirely reasonable expectation. This is reinforced by the fact that
individuals in dense urban areas — especially dense, low-income urban neighborhoods — are
more likely to rely on bicycles or public transit and less likely to have access to a car [24].

Taking this perspective, consider the problem of serving a population P of n people using
k centers, for a given k. On average, we expect each center to serve n/k people. An individual
i might reasonably hope that the center that serves i is no farther than the ([%])®™
individual from i, including ¢ itself. Thus, for a given P and k, we define the neighborhood
radius NR(i) to be the distance from i to its ([%] — 1)*® nearest neighbor.

Unfortunately, it is not always possible to find a solution with k centers where each
individual finds a center within her neighborhood radius. Hence our goal is to optimize
how far we deviate from this ideal. Given a solution S that specifies the placement of the k
centers, let d(i,.S) denote the distance from individual ¢ to the closest center in S. Let

nearest

d(i, S)
a(S) =max T
denote the maximum factor by which an individual’s distance to the center nearest to her,
exceeds her neighborhood radius. We say that an algorithm achieves a-fairness if the solution
S it produces has a(S) < a. The goal of this paper is to design an efficient algorithm
to locate k centers that achieves a small value of «, the maximum factor by which any
individual’s fair expectations are not met.

Fair k-Center: For as small a value of « as feasible, given n points in a metric space, and a
number k, find a solution S* consisting of a subset of at most k of the given points so
that «(S*) < a.

One could formulate a Steiner version of this problem, where centers are allowed at
arbitrary points in the metric space, but we do not consider this variant in this paper. We
also formulate an extremal version of the problem: For a given metric space, what is the
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worst-case value, over all possible configurations of points in the metric space, of a(S*)?
We perform empirical comparisons between our fair k-center formulation and the standard
k-center, k-means, and k-medians formulations. Using algorithms designed for each of these
optimization problems, we select sets of center locations based on two geographical data sets
from Fairfax County, Virginia and Allegheny County, Pennsylvania.

Our results are as follows:

There is an efficient algorithm that achieves o = 2 for any set of points and any parameter
k, in any metric space (Theorem 2). We have come to learn that the same algorithm was
discovered earlier in a different context by [7].

Finding the optimal « for a given set of points and parameter k is NP-hard (Theorem 8).

There are metric spaces and configurations of points for which = 2 is the best possible
(Proposition 6). For Euclidean spaces there are configurations that require o = /2
(Proposition 7).

On real data standard clustering algorithms achieve worse a than is achieved by an
algorithm we describe (Table 1).

Associating with any algorithm a vector of at most k£ values giving the number of
points assigned to each center, and viewing load balance as the variance of this vector,
our algorithm empirically achieves much better load balance than the other clustering
algorithms (Table 2).

1.1 Related Work

There is a rapidly growing body of literature on fair clustering [9, 17, 18, 3, 8, 6, 5]. Most of
this work has attempted to optimize standard k-center, k-means, and k-medians objective
functions, but under some fairness constraints. In particular, there has been a focus on
group fairness: requiring that each group must have approximately equal representation
across clusters. Two of the motivations for our fairness notion are that outliers should not

disproportionately affect clustering outcomes, and that cluster sizes should be roughly equal.

These motivations are shared, respectively, by density-based clustering [27, 1], in which data
points in sparse regions are treated as noise, and by load-balanced clustering [19].

2 Defining a-fairness

We consider a nonempty collection P of (not necessarily distinct) points in a metric space
(X,d) and some positive integer parameter k < |P| = n. A centers algorithm takes an
instance (P, k) as input and returns a set S C P with |S| < k of designated centers. The
travel distance from a point z € X to S is d(z,S), the minimum distance from z to a
center in S:

d(z,S) = min{d(z,s) : s € S}.

The goal of a centers algorithm is to select a “good” set of centers according to some
criterion. For example, the following are well-studied optimization problems based on natural
objective functions for assessing the quality of a solution set.

k-Center: minimize the maximum travel distance among individuals in P,

max;ep d(i,S) [2].
k-Medians: minimize the average travel distance, or equivalently, ), d(i, S) [16].
k-Means: minimize the sum of the squares of the travel distances, >, p d(,5)* [21].

5:3
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The objective function we introduce, unlike those above, is based on the neighborhood
radius at a point x € X, NR(z). That is, the minimum radius r such that at least |P|/k of
the points in P are within distance r of x:

NRpy(x) =min{r: |B,.(z) N P| > n/k} ,

where B, (x) is the closed ball of radius r around z. When P and k are clear from context,
we omit these subscripts and simply denote the neighborhood radius at by NR(z).

We quantify the fairness of a set of centers S on a set of points according to the worst
ratio between travel distance and neighborhood radius for any point in P:

d(i, S)
i) = 8 N
adopting the conventions that 0/0 = co/oo = 1 and ¢/0 = oo for any ¢ > 0.
Given a centers algorithm A and a constant «, we say that A achieves a-fairness on an
instance (P, k) if

Oép,k(A(P, k‘)) <a.

We say that A is a-fair in the given metric space (X, d) if it achieves a-fairness on every
instance. That is, if apk(A(P,k)) < aforall PC X andall 1 <k <mn.

Solutions that are optimal for other standard objective functions can be infinitely unfair
with respect to «, as shown by the following example on the real line.

» Example 1. Let k£ = 3 and consider P = {—2,0,0,1,1, 2}, where z is some large number,
as pictured in Figure 1. The optimal solution with respect to the k-center, k-medians, and
k-means objective functions is to place one center at either 0 or 1 and the other two centers
at —x and x. But the neighborhood radius is 0 at 0 and 1, and whichever of these is not
chosen as a center will have to travel a distance of 1 to the nearest center, meaning that

o({=2,0,2}) = a({—2,1,2}) > % - .

Py [ I ] e
° > o ®
—T 0 1 T
Figure 1 For the above population with k£ = 3, optimizing for max;cp d(i, 5), ZieP d(i, S), or

> iep d(i, S) will yield a solution that is not a-fair for any finite a.

Although we do not consider allowing Steiner points as centers in this paper, it is clear
that even optimal Steiner solutions to the three classical problems — all of which place only
one center in the interval [0, 1] — do no better in terms of our fairness objective. This example
demonstrates that a different approach is needed to achieve even the weakest of fairness
guarantees. In the appendix, we include two more examples of metric spaces in which strong
fairness guarantees are easy to achieve.

3 Theoretical Results
Given an instance (P, k), let ap; be the minimum value such that a-fairness can be achieved.
In this section we prove that
1/2 < apy <2

always holds, that equality is possible at each end of that bounding interval, and that ap
is NP-hard to compute.
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3.1 A 2-Fair Algorithm

We now give an algorithm, 2FAIRKCENTER, that achieves 2-fairness on every instance and
in every metric space. In each iteration, 2FAIRKCENTER chooses a center s with minimum
neighborhood radius among the set Z of candidate centers. Then, it removes from Z all
points i that are sufficiently close to s.

We have recently become aware that achieving 2-fairness is equivalent to finding a
(k/n)-density net, as defined by Chan, Dinitz, and Gupta in the context of constructing
slack spanners [7]. In proving that e-density nets can be found in polynomial time for all

€ € (0,1), that work describes an algorithm that is essentially identical to 2FAIRKCENTER.

In order to keep this paper self-contained, we include the algorithm description and proof of
2-fairness here.

Algorithm 1 2FAIRKCENTER(P, k).
Z=P
S=10
while S # () do
choose s € argmin,. , NRp (7)

S=SU{s}

Z = {Z S d(Z,S) > NRp,k(i) + NRp,k(S)}
end
return S

» Theorem 2. 2FAIRKCENTER is 2-fair in every metric space.

Proof. Fix a metric space (X, d), let P C X, and let k < n. Let s; be the j*® center added to
S. For any j' > j, the definition of the set S guarantees that By pg(s,)(s;) and BNR(SJ,)(st)
are disjoint. Thus, the balls

BNR(s1)(51), BNR(s2)(52), - - -

are all pairwise disjoint, and by the definition of neighborhood radius, each includes at least
n/k points in P. It follows that there can be at most k centers, so this algorithm will output
a valid solution.

Now, a point i € P is excluded from Z only when there is some s € S such that
d(i,s) < NR(i) + NR(s), which is at most 2 - NR(i) by our choice of s. So when our
algorithm terminates, d(i,S)/NR(i) < 2 holds for all ¢ € P. Thus, 2-fairness is achieved on
(P, k), and the algorithm is 2-fair. <

3.2 Lower Bounds

We now give four lower bounds on fairness: We prove that it is never possible to achieve better
than 1/2-fairness on any instance; that no algorithm can be better than 1-fair, regardless of
the metric space; that there exist metric spaces in which no algorithm can be better than
2-fair; and that no algorithm can be better than v/2-fair in Euclidean spaces of dimension
greater than 1. The first three of these results demonstrate the tightness of Example 9,
Example 10 (See appendix for these examples.), and Theorem 2, respectively. We defer the
proofs for the following propositions to the appendix

» Proposition 3. In every metric space (X,d), for all S C P C X and 1 < k < |S|, we have
Ozp,k(S) > 1/2.

5:5
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Combining Theorem 2 with Proposition 3 immediately yields the following.

» Corollary 4. 2FAIRKCENTER is a 4-approzimation algorithm to the best o achievable for
any configuration of points in any metric space.

» Proposition 5. For all metric spaces (X,d) and all a < 1, there is no centers algorithm
that is a-fair in (X, d).

» Proposition 6. There exists a metric space (X,d) such that for all a < 2, there is no
centers algorithm that is a-fair in (X, d).

» Proposition 7. For all m > 2 and all a < \/2, there is no centers algorithm that a-fair in
m-dimensional Euclidean space.

3.3 NP-Completeness

The k-center, k-medians, and k-means problems are all known to be NP-hard, and the
problem of checking, for a given instance, whether a given value of the objective function
is achievable, is NP-complete [11, 22, 15]. We now show in the following theorem that the
same is true for our objective function «.

» Theorem 8. The problem of determining whether 1-fairness can be achieved on a given
instance is NP-complete.

Proof. This problem is a special case of the hitting set problem, where the sets are
Si={jeP:d(i,j) <o NRpr(j)}

for each ¢ € P. So it belongs to NP.

We prove NP-hardness by reduction from the dominating set problem. Let G be a graph
on a set U of n vertices, and let 1 < k < n; without loss of generality, we assume that n —k is
even. We construct a new graph G’ that contains G as a subgraph and also has the following:

a set V of 2n vertices with degree 1 such that each vertex u € U is adjacent to two

vertices ui,us € V, and

a set W of 6n — 6k vertices arranged as %(n — k) disjoint 4-cycles.

Letting P=U UV UW and k' = 3n — 2k, we will show that G has a dominating set of size
k if and only if there is a set S C P with |S| = k¥’ and ap/ (S) < 1. Since (G', k') can be
efficiently computed from (G, k), this will suffice to prove the theorem.

Suppose that G has a dominating set D of size k, and consider the set of centers
S = DUT, where T is a set consisting of two vertices from each of the squares in W, so
that d(w,S) = d(w,T) < 1 for all w € W. Now,

Ein+2n+6n—6k7
ko 3n — 2k B

3,

so NRp s (w) =1 for each w € W. Each u € U has at least two neighbors — namely, u;
and ug — so we also have NRp/ (u) = 1 for all u € U, and it follows immediately that
NRpy (v) = 2 for each v € V. The fact that D C S is a dominating set means that
d(u, S) <1 for each u € U and therefore that d(v,S) < 2 for each v € V. Thus, api/ (S) = 1.
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Conversely, suppose that there is some set S C P with |S| = &' and ap s (S) < 1. Then
S must contain at least two vertices from each square in W, so letting Y = SN (UUV),
we have

Y| <k —(3n—-3k)=k.
For each u € U, we must have
d(u,Y) = d(u,S) S NRp,k/(U) =1.

We construct a set D by taking each vertex in Y NV and replacing it with the adjacent
vertex in U. Then |D| < |Y| <k, and for each w € U, d(u, D) < d(u,Y), meaning that D is
a dominating set for G. We conclude that this problem is NP-complete. <

4 Experiments

In this section we measure the fairness of three standard clustering algorithms on two
geographic data sets, and we compare their performance to that of a modified version of
2FAIRKCENTER that still guarantees 2-fairness but attempts to be even fairer.

4.1 A Heuristic Refinement of 2FairKCenter

Our algorithm 2FAIRKCENTER always yields a 2-fair solution, but this solution might
be less than optimal and use fewer than k centers. To avoid this situation, we introduce
ALPHAFAIRKCENTER, a version of 2FAIRKCENTER that is parameterized by a fairness
guarantee parameter, «. This algorithm achieves a-fairness on every instance by essentially
the same argument we used to prove that Algorithm 1 is 2-fair. The catch is that the output
will not necessarily be a valid solution: For a < 2, Algorithm 2 may select more than k
centers on a given instance (P, k).

Algorithm 2 ALPHAFAIRKCENTER(q, P, k).
Z =P
S=10
while S # () do
choose s € argmin;c, NRp (i)

S=SuU{s}
Z={ieZ:d(i,s)>a-NRpy(i)}
return S

For each instance (P, k), we define a function fpy : [1,2] = N by
fri(a) = |ALPHAFAIRKCENTER(q, P, k)| ,

the number of centers chosen by ALPHAFAIRKCENTER with parameter « on instance (P, k).
Our goal is to find a small a such that fp(e) < k. In order to do this, we will perform a
binary search on the interval [1, 2], recursively searching the lower half of the interval when
fpr(a) > k and the upper half of the interval otherwise.

If fp is a monotonic function, then this search will find

inf{a € [1,2] : fpi(a) <k}
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Figure 2 The number of centers chosen by ALPHAFAIRKCENTER for different values of o with
k = 100 given address points in two counties.

up to arbitrary precision. Intuitively, fp ; has a general tendency to be decreasing — a weaker
fairness guarantee requires fewer centers — but in fact fpj is not necessarily monotonic, and
local extrema may cause our search to select a larger o than is necessary.

Fortunately, as shown in Figure 2, fp seems to behave monotonically at coarse scales
on real data. Furthermore, deviations from monotonicity cannot affect the validity of the
solution we find, only its optimality. Hence, this binary search appears to be a useful heuristic,
and we employ it in our algorithm FAIRKCENTER. In addition to an instance (P, k), this
algorithm takes as input a precision parameter ¢ that determines the depth of the binary
search.

Algorithm 3 FAIRKCENTER(t, P, k).

low=1
high = 2
fori=1,2,...,tdo
mid = (low + high)/2
if | ALPHAFAIRKCENTER(mid, P, k)| < k then
| high = mid
else
L low = mid

return ALPHAFAIRKCENTER(high, P, k)

4.2 Experimental Setup

We applied our algorithm FAIRKCENTER to select 100 center locations in two American
counties: Fairfax County, Virginia, and Allegheny County, Pennsylvania. Fairfax County is
located near Washington, D.C., and is primarily suburban. According to the 2010 United
States Census [25], its population density is 1068 people per square kilometer, with census
tracts ranging in density from 56 to 23,397 people per square kilometer. Allegheny County
contains the city of Pittsburgh as well as many of its suburbs and exurbs; in the 2010 Census,
the county’s population density was 647 people per square kilometer, with census tracts
ranging in density from 48 to 12,474 people per square kilometer.!

I The stated ranges of population density exclude the few census tracts with fewer than 100 people. Some
census tracts are uninhabited.
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The “populations” for our experiment were the sets of all address points in each county,
not the locations of individual people. The Fairfax data set contains 537,514 address points,
and the Allegheny data set contains 370,776. The data sets were published by Fairfax County
GIS and the Allegheny County / City of Pittsburgh / Western PA Regional Data Center,
respectively [13, 23]. We measured Euclidean distance after projecting (latitude, longitude)
pairs onto the plane using the Universal Transverse Mercator coordinate system.

The bottleneck for our algorithm in terms of running time is calculating the neighborhood
radius for each point. In order to accelerate this process, we used the Python library KD-
tree [4]. The KD-tree data structure allows us to quickly query the distance to any point’s
([n/k] — 1)*™® nearest neighbor, which is exactly the definition of the neighborhood radius at
that point.

We compared the performance of FAIRKCENTER to standard algorithms for the k-means,
k-medians, and k-center problems:

For k-means, we used the Python library sklearn, which employs either Lloyd’s al-

gorithm [20] or Elkan’s algorithm [12], depending on the problem size and parameters.

For k-medians, we used the Python library pyclustering to execute a variant of Lloyd’s

algorithm that calculates a median instead of a centroid in each iteration.

For k-center, we implemented the standard greedy approximation algorithm [28].

For each county, we assessed the performance of each algorithm according to our fairness
objective function « as well as the k-means, k-medians, and k-center objective functions. We
also measured how well each algorithm balanced the load by finding the standard deviation
in the number of addresses served by each center.

4.3 Experimental Results

In Figure 3, we show the population density map of Fairfax County and Alllegheny County
along with 100 centers whose locations were determined by FAIRKCENTER, k-means, k-
medians, and k-center. Each tiny blue point, whose transparency has been slightly lowered
in order to better show the population density of each region, corresponds to an address
point, and each red point is a center.

In Table 1, we show how each algorithm performs in terms of each problem’s objective
function for each dataset. The values are in units of meters for the k-medians and k-center
objective functions, and square meters for the k-means objective function.

Table 1 Performance of each algorithm on Fairfax County and Allegheny County with respect to
various objective functions.

Objective function

Algorithm «@ k-means k-medians k-center

FAIRKCENTER  1.34306 1811007 1373.79 10002.64

E k-means 1.45643 1137163  1217.07 5662.06
E k-medians 1.80263 1613910 1393.39 6446.81
k-center 2.57986 2027176  1675.85 2925.80
B FAIRKCENTER  1.33721 3600461  1902.78 11615.59
& k-means 1.57453 2082104 1632.00 6183.67
éo k-medians 1.90726 3020040 1841.34 7835.79
< k-center 2.67804 3763269 2272.11 3815.03
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( (d) k-center.

(e) FAIRKCENTER. (f) k-means. (g) k-medians. (h) k-center.

Figure 3 Placing 100 centers in Fairfax County (a—d) and Allegheny County (e-h), using
FAIRKCENTER and algorithms for the k-means, k-medians, and k-center problems.

It is immediately apparent that FAIRKCENTER tends to place more centers in denser
regions, compared to other algorithms. This is consistent with the intuition behind the
algorithm, as address points in dense regions have relatively smaller neighborhood radius.
Although the maximum travel distance is increased significantly relative to the other al-
gorithms, these large travel distances are experienced only by few residents of particularly
sparse areas. The increase in average travel distance is more modest, and in Fairfax County
our algorithm does even better than the k-medians algorithm with respect to the k-medians
objective function. In exchange for these compromises, our algorithm does significantly
better with respect to «, ensuring that no individual will needs to venture too far from their
density-dependent neighborhood.

Furthermore, FAIRKCENTER balances the load more evenly across centers than other
algorithms. Table 2 shows the standard deviation in the number of address points served
by each center, i.e., the number of points for which that center is the nearest. For both
counties, this value is significantly lower for FAIRKCENTER than for the other algorithms.
Our algorithm balances load particularly well compared to the k-center algorithm, which
essentially ignores population density.

Table 2 Standard deviation in cluster sizes.

County
Algorithm Fairfax  Allegheny
FAIRKCENTER  1032.49  1696.95
k-means 1344.17 2273.53
k-medians 1630.06 1922.53

k-center 2758.44  5691.10
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5 Conclusion

We have formulated a simple geometric concept that captures an intuitive notion of fairness:
To whatever extent possible, an individual should have access to resources within her own
neighborhood. We have proved basic properties of this fairness concept, given a general
approximation algorithm for its optimization, and shown that this algorithm performs well
on real data.

One potential future direction for this work is to refine the notion of what constitutes an
individual’s “neighborhood” for a given purpose. We used the inverse of local population
density as a proxy for the size of a neighborhood, and there are good reasons to believe that
these two are correlated. But a more sophisticated approach to defining neighborhood size —
and possibly shape — might incorporate data on transit times and availability of different
modes of transportation. More ambitiously, cellular location data might be used to establish
the extent of the common “orbits” of residents of a given small area.

On the theoretical side, an obvious next direction is to find algorithms that yield stronger
approximation ratios. Our algorithm FAIRKCENTER improved on 2FAIRKCENTER in our
experiments by less aggressively eliminating candidate centers, but we do not have any
theoretical characterization of the instances on which FAIRKCENTER will achieve fairness
that is strictly better 2FAIRKCENTER. The monotonicity property that is necessary to
ensure a fully successful binary search does not hold in general, but one might still be able
to identify critical values of « in this range, solve the problem at each of these critical values,
and use the smallest one that results in a number of centers that is at most k.

Another interesting extension would be to allow Steiner points, removing the restriction
that the solution set S is a subset of the population P. While prima facie it looks like we
might have to consider infinitely many such possible centers, one can show that the only
points we need to consider as centers are points x such that for some r, the boundary of
B,.(x) contains at least 3 of the input points. This reduces the number of Steiner points to
consider to at most n3.

Finally, while we have tight lower and upper bounds on « for arbitrary metric spaces,
for Euclidean spaces we have a lower bound of v/2 and an upper bound of 2. It would be
interesting to close the gap, perhaps by improving the upper bound for this case.
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A Additional Examples from Section 2

» Example 9 (A star graph). Consider the graph metric on a star graph: a graph with
vertex set X = {z,x1,...,2,} and edge set {{z,z1},...,{z,2m}}, as in Figure 4. If
(m+1)/2<k<m+1, then NRx (z) =1 and

NRX’k(l'l) == NRxﬁk(l'm) =2.
Aslong as z € S, we have d(z,5) = 0 and
d(z1,8) = =d(zm,S) =1,

so an algorithm that selects z as a center achieves 1/2-fairness for any such instance.

Figure 4 1/2-fairness can be achieved in this instance by selecting z as a center.

» Example 10 (The discrete metric). Consider any nonempty set X under the discrete
metric, where d(z,y) = 0 if x = y and 1 otherwise. Let P C X be any nonempty set, let
1<k <mn,let §C P be any nonempty set of size k, and let i € P. If k = n, then we have
NR(i) = d(3,S) = 0. Otherwise, NR(i) = 1 and d(4,S) € {0,1}. Hence, there is a 1-fair
algorithm for discrete metric spaces: Select any nonempty set of centers.

Most metric spaces do not share the essential property of Examples 9 and 10: the existence
of an extremely central point that is close to all other points. In general, achieving fairness
requires more care about how one distributes multiple centers.
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An ideal situation for the goal of 1-fairness would if the population were arranged in
well-separated “villages” containing n/k individuals each, where the diameter of each village
is less than the space between villages. In this case, placing a single center anywhere in each
village would achieve 1-fairness.

But consider what happens if two villages are brought closer together: Some of an
individual’s [n/k] — 1 closest neighbors might then reside in the other village, meaning that
her neighborhood radius no longer encompasses the entirety of her own village, possibly
including that village’s center. This general situation is more difficult, but in the one-
dimensional case, 1-fairness can still be achieved, as the following example shows.

Algorithm 4 REALLINEFAIRKCENTER(P, k).

S=10

while P # () do
$ = min P
S=5U{s}
P:P\BNRP,k(S)

return S

» Example 11 (The real line). Given any finite set P C R, Algorithm 4 starts from the left
and takes every [n/k]*™ point. Notice that the population P in which the neighborhood
radius is determined changes with each iteration.

Each iteration removes at least n/k points from P, so the algorithm will terminate with at
most k centers. The [n/k] closest points to any point on the line must include the j[n/k]th
smallest point for some 1 < j < k, so this algorithm is 1-fair.

Unfortunately, this approach cannot be extended to higher dimensions. As we show in
Section 3, 1-fairness is not always achievable, even in the Euclidean plane.

B Proofs of Propositions in Subsection 3.2

» Proposition 3. In every metric space (X,d), for all S C P C X and 1 < k < |S|, we have
Ozp,k(S) > 1/2.

Proof. For each center s € S, define the set
J(s)={ie P:d(i,s) =d(i95)},

the set of points in P for which s is a closest center. There are at most k centers in .S, and
Uses J(s) = P, so there must be some center 5 with J(3) > n/k. Now, let

i € argmaxd(i, 5) .
i€J(3)

For each j € J(8), we know that d(j, §) < d(i, 5), so by the triangle inequality, d(z, j) < 2d(z, ).
Thus, Byy; 5 (1) contains all of J(8), meaning that
|Bzd(2,§) NP|>|J(3) > n/k,

~

so NRpy(i) < 2d(i,8) = 2d(i, S). Tt follows that ap(S) > 1/2. <

» Proposition 5. For all metric spaces (X,d) and all o < 1, there is no centers algorithm
that is a-fair in (X, d).
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Proof. Suppose the number of available centers is the same as the size of the population:
k =n. Then NRp(x) =0 for all x, so api(A(P,k)) is 1 if A places a center at every point
in P and oo otherwise. <

» Proposition 6. There exists a metric space (X,d) such that for all a < 2, there is no
centers algorithm that is a-fair in (X,d).

Figure 5 Under a graph metric, it is impossible to do better than 2-fairness when choosing four
centers from among this set of points.

Proof. Consider the example in Figure 5, with 12 points under a graph metric with k = 4
and P = X. For every point i € P, we have NR(i) = 1. But for any choice of three centers,
some square will have at most one center, and one point in that square will therefore have
travel distance at least 2. Thus, no centers algorithm in this metric space can be a-fair for
any a < 2. <

» Proposition 7. For all m > 2 and all o < /2, there is no centers algorithm that a-fair in
m-~dimensional Euclidean space.

Proof. This holds by essentially the same example used to prove Proposition 6: P consists
of 12 points arranged in three squares of unit side, where the distance between the squares
is greater than the diameter of the squares, and k¥ = 4. Once again, every point has

neighborhood radius 1, and for any solution S, some square will have at most one center.

Some other point ¢ in that square will have travel distance d(i,S) > /2, and it follows
immediately that a(S) > v/2. <
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—— Abstract

We evaluate the folk wisdom that algorithmic decision rules trained on data produced by biased
human decision-makers necessarily reflect this bias. We consider a setting where training labels
are only generated if a biased decision-maker takes a particular action, and so “biased” training
data arise due to discriminatory selection into the training data. In our baseline model, the more
biased the decision-maker is against a group, the more the algorithmic decision rule favors that
group. We refer to this phenomenon as bias reversal. We then clarify the conditions that give rise to
bias reversal. Whether a prediction algorithm reverses or inherits bias depends critically on how
the decision-maker affects the training data as well as the label used in training. We illustrate our
main theoretical results in a simulation study applied to the New York City Stop, Question and
Frisk dataset.
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1 Introduction

Algorithms have the promise to improve upon human decision-making in a variety of settings,
but concerns abound that algorithms may produce decision rules that are biased against
particular groups. A particular fear is that if the training data is generated by human
decision-makers that discriminate against a particular group, then the algorithm will reflect
this bias. This concern is captured by the common refrain “bias in, bias out” [4, 28].

In this paper, we evaluate the folk wisdom that algorithms trained on data produced by
biased human decision-makers will necessarily inherit bias. Through the lens of a classic
model of discrimination in economics, we consider the case where “biased” training data arise
due to discriminatory selection into the training data and illustrate that algorithms trained
over such biased training data do not necessarily inherit bias. In fact, for a common class of
prediction exercises, we show that the opposite is true: The more biased the decision-maker
is against a group in the training data, the more favorable the algorithm is toward that group.
We refer to this phenomenon as bias reversal. We clarify the conditions that give rise to bias
reversal and discuss how alternative biases in the training data affect resulting algorithms.
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We consider a baseline model with three elements that together produce bias reversal.
First, we consider a setting in which labels in the training data are created only if a decision-
maker chooses to take a particular action. This is commonly known as the selective labels
problem [24, 19]. For instance, we may only obtain data on whether a pedestrian is carrying
contraband if a police officer chooses to search the pedestrian. Likewise, a college may only
obtain data on a student’s academic performance in college if an admissions officer chooses
to accept the student, a bank may only obtain data on a borrower’s creditworthiness if a
loan officer chooses to grant the borrower a loan, and a firm may only obtain data on a job
applicant’s productivity if that applicant is hired. Second, we follow a classic literature in the
economics of discrimination and assume that the decision-maker is a taste-based discriminator
against the disadvantaged group [5, 1, 23, 2, 3]. This means that the decision-maker acts as if
they receive a different payoff (or face a different cost) for taking the action of interest against
a particular group. This may arise due to preferences, costs, or misperceptions. As a result,
bias in our model manifests itself through selection into the training data. Finally, we assume
that the decision-maker has access to unobservables, which are features that are informative
about the label of interest but are unavailable in the observed training data. Each of these
three elements — selective labels, taste-based discrimination and unobservables — are critical
to bias reversal.

In this baseline model, we then show that the more biased the decision-maker is against
the disadvantaged group, the more favorable the resulting algorithmic decision rule is toward
the disadvantaged group. For example, in settings where police officers are biased in their
decision to search pedestrians for contraband, an algorithmic decision rule trained to predict
whether a pedestrian is carrying contraband using previously conducted searches would
search fewer African American pedestrians than if police officers were unbiased in their search
decisions. Similarly, in settings where managers are biased against African-Americans in
hiring decisions, an algorithmic decision rule trained to predict employee performance using
data on previously hired employees would hire more African American applicants than if the
managers were unbiased in their hiring decisions.

To illustrate the intuition for this result, consider the example of police searches. Suppose
that police assess the probability that an individual is carrying contraband, and search people
with high assessed probabilities. Police base their search decision on a number of factors
that are recorded in the data (the time of stop, location, demographics of the individual),
as well as subjective information that is not recorded in the data (their evaluation of the
individual’s behavior). Because police choose to search individuals with risky behavior that
is unobservable to the data scientist, an algorithm trained to predict whether contraband
was found using a sample of conducted searches will tend to make predictions that are too
high for the general population. However, this selection issue will be mitigated for African
Americans if police officers are racially biased. Indeed, in the extreme case where police
officers are so biased that they search all African Americans, regardless of underlying risk,
then there will be no selection on unobservable behavior for African Americans in the training
data. Thus, the more biased are police officers, the more favorable is the training data for
African Americans, and hence the more the algorithm learns to favor African Americans.

We emphasize that our results do not imply that biased data can never produce biased
algorithms. Rather, our results highlight that whether an algorithm does or does not inherit
bias depends crucially on the form of the bias and the training of the algorithm. To illustrate
this, we consider modifications to our baseline model that can produce effects in line with the
usual “bias in, bias out” intuition. First, bias reversal crucially depends on the fact that the
algorithm is trained to predict the outcome of interest (carrying contraband in the policing
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example) in the sample where the outcome is available. The typical “bias in, bias out” result
can be obtained if either i) the algorithm is instead trained to predict the human decision,
or ii) the outcome of interest is assumed to be zero for those not selected by the human
decision-maker. Second, while we assume that selection into the training data is determined
by a biased decision-making process, we assume that the label of interest is measured without
bias. This rules out “label bias,” an additional source of bias in training data mentioned in

the literature on algorithmic fairness — see [9] for a discussion.!

This paper relates to several recent works that study fairness and discrimination across
computer science and the social sciences. First, several papers consider properties of al-
gorithms that are trained on selectively-labelled data. [19] and [24] define the selective
labels problem and discuss its implications for evaluating the predictive performance of
algorithms. [17] studies how the selective labels problem impacts fairness-adjusted predictors.
[13] illustrates that the selective labels problem cannot be addressed via standard sample
selection procedures and propose new methodology to deal with it. [11] shows that when
there are selective labels, an algorithm can improve upon human decisionmaking if the human
decisions are sufficiently noisy. [27] proposes a causal modeling approach to estimating fair
prediction functions in the presence of unobserved features. [18] studies the related problem
of how a fairness-minded decision-maker (e.g. college admissions officer) should select a
screening rule if the selected data from that screening decision are used downstream by a
Bayesian decision-maker (e.g. employer). Our work is also related to a series of legal papers
that have argued that automating decisions will magnify discrimination due to historical
biases in existing training data — see [4], [7], [28]. In contrast, our results suggest that for
certain prediction exercises, historical biases in training data can produce automated decision
rules that may reverse discrimination. Conversely, our results also imply that if an algorithm
is trained on data that is produced by a decision-maker that exhibits explicit affirmative
action towards a group, the algorithm could, in fact, inherit bias.

Our analysis abstracts away from several potentially important considerations that could
be considered in future work. First, we assume that the outcome Y itself is measured without
bias. This is often a significant concern in many empirical settings of interest. Second, our
main theoretical results focus on properties of the optimal, population prediction function
under squared loss — i.e., the conditional expectation of the outcome given the features — and
abstracts away from finite-sample considerations. Although our simulation evidence indicates
that our results still hold in finite-sample, this deserves further attention. Extending these
results to more general loss functions may also be of interest. Third, our results focus on
an algorithmic decision rule that is trained “naively” by the data-scientist, meaning that
they do not adjust for selection into the data nor impose any additional fairness criteria.
Finally, we focus attention on a taste-based model for discrimination. Other models of
discriminating behavior may yield different conclusions. For example, discrimination may
arise due to stereotypes (e.g. [6]) or differential noise in the decision-maker’s predictions
across groups (e.g. [25]).

The remainder of this paper is structured as follows. Section 2 presents our baseline
model. Section 3 states our main results and Section 4 discusses extensions. Section 5
illustrates our results in simulations based on New York Stop, Question and Frisk data. We
place all proofs in the Appendix.

! In the policing example, label bias would arise if police officers discriminated against African-Americans
by fabricating evidence against them or ignoring evidence against whites.
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2 A Model of Biased Decisions

In this section, we develop a model wherein the training data given to a predictive algorithm is
generated by a biased human decision-making process. For the sake of exposition, we discuss
the model in the context of police bias in pedestrian searches and refer to the decision-maker
as the police throughout. This will more clearly connect our theoretical results with our
empirical application to New York Stop, Question and Frisk. However, this model is broadly
applicable to other settings with selective labels such as college admissions, loan decisions,
and hiring decisions, among many others. We discuss the connection to these other settings
in Section 4.1.

Police officers wish to search individuals that have a high probability of carrying con-
traband. Following [5] and a large literature in economics, police officers are taste-based
discriminators against African Americans.? Based on the search decisions of police officers,
data are then revealed to the data scientist. If a police officer searches an individual, the data
scientist observes the result of that search (was the individual carrying contraband?), some
characteristics of the individual and the stop (age, gender, location of stop, time of stop, etc.)
as well the race of the individual. The data scientist then uses this training data to construct
an algorithm to predict which individuals are most likely to be carrying contraband. We
focus on analyzing properties of the predictive algorithm produced by the data scientist.

2.1 The population

Individuals in the population are characterized by the random vector (X,U, R,Y). Let
X € X denote some characteristics about the individual that are typically recorded after
a police search such as age, gender, location of stop, time of stop, etc. Let U € U denote
characteristics of an individual that are observed by a police officer prior to a search but
are typically not recorded. For example, this may consist of the police officer’s evaluation
of the individual’s behavior prior to the stop or the individual’s behavior during the stop.
Importantly, U is observed by the police officer but is unobserved to the data scientist.
Finally, R € {0,1} denotes the race of the individual with R = 1 for African Americans,
and Y € {0,1} denotes whether the individual is carrying contraband. The population is
described by the joint distribution P of the random vector (X,U, R,Y).

2.2 Police decisions

Police officers observe the characteristics (X, U, R) of each individual and decide whether to
search that individual. Police officers receives a positive payoff b > 0 if they find contraband
after searching an individual and without loss of generality, we normalize this payoff to one,
b = 1. Police officers receive a payoff of zero if the individual is not searched and incur a cost
¢ > 0 for every search.

In addition, police officers are taste-based discriminators against African Americans and
receive an additional payoff 7 > 0 from searching African Americans. The parameter 7
parametrizes the degree to which the police are biased against African Americans. The
larger the magnitude of 7, the more biased the police are against African Americans. In sum,
the police’s payoffs from conducting a search are Y + 7R — ¢. In order to maximize their
expected payoff, the police decide whether to search according to a threshold rule:

S*(X,U,R) = L(E[Y|X,U,R] > c—7-R).

2 Unlike [2] and [23], we do not assume that the individual’s decision to carry contraband responds
to police search decisions. As a result, we do not introduce an equilibrium concept such as Nash
equilibrium.
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The bias of the police implies that a lower threshold for search is applied to African Americans.

In this sense, the police are biased against African Americans. We assume for now that
the police make their decisions based on an optimal prediction of Y given (X, U, R) under
squared loss (i.e., E[Y|X,U, R]), although in Section 4.2 we show that our main results
extend to the case where the police use noisy estimates of the conditional expectation under
certain regularity conditions.

2.3 The prediction problem

The data scientist then observes data consisting of individuals that are stopped by the police.

There are “selective labels” — the data scientist only observes whether an individual was
carrying contraband (V) if the police searched the individual (S* = 1). The data-scientist
thus observes the pair (Y, X, R, S*) for those with S* = 1. In some of our results, we will
also consider what happens if the data scientist is able to observe (X, R, S*) but not Y for
those who are not searched by the police. Let P, denote the joint distribution of the data
that is revealed to the data scientist. We index the probability distribution of the observed
data by the police’s discrimination parameter 7 as our results focus on comparative statics
over T.

Using the observed data, the data scientist constructs a predictive algorithm of whether an
individual is carrying contraband Y using the observed features (X, R). In our baseline model,
we suppose that the data scientist trains the algorithm using only the data where the outcome
is available (S* = 1). We abstract from the estimation problem and consider properties of the
optimal predictor under squared loss, E [Y|X, R, S* =1] (i.e., the conditional expectation
over the distribution of observed data). For now, we suppose that race is included as a
feature; we discuss relaxing this assumption in Section 4.3.

3 Baseline results

3.1 Bias reversal

We now present our bias reversal result, which examines how an algorithm trained to predict
Y in the searched sample (S* = 1) can reverse bias. We first sketch the intuition and then
formally state the result.

Since the police incorporate the unobservable U into their search decision, the training
data of conducted searches will tend to be composed of individuals that have values of U
associated with higher probability of Y = 1. As a result, the predictive algorithm trained

on the selected training data will tend to over-predict the label Y for the whole population.

However, as the police officers become more biased, this selection problem becomes less
severe for African Americans. Intuitively, the more biased are the police officers against
African Americans, the more likely they are to search any given African American, and so
there is less selection on the unobservable U. In the extreme case where 7 > ¢, police officers
search all African Americans, and there is no selection on the unobservable U for African
Americans. The predictive algorithm thus becomes more favorable to African Americans as
the police officers become more biased.

» Theorem 1. Ep [Y|X =2, R = 1,5 = 1] is weakly decreasing in 7 for allz € X and T
such that P,(S* =1|X =2, R=1) > 0. Likewise, Ep [Y|X =2,R=0,5" = 1] is constant
in T for all z € X and T such that P.(S* =1|X =z, R =0) > 0.

6:5
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Theorem 1 shows that as the police become more biased against African Americans, the
predictions of the algorithm trained on the selected data become more favorable to African
Americans, in the sense that African Americans are predicted to have lower risk of carrying
contraband. This implies the more biased the police are against African Americans, the fewer
African Americans will be searched by an automated search rule that uses these predictions.

» Corollary 2. Consider the automated search rule:
Gautomated (. ) — (]EE”T YX=z,R=rS" =1]> cmm)

for some cpin € [0,1].2 Then S¥utomated(y 1) < Gautomated(y 1) for any 7/ < 7, so any
African-American searched under T is also searched under 7', whereas S¥“*°mated(x 0) does
not depend on 7. It follows that the fraction of African Americans searched under
(i.e., E[Sautomated( X RY| R = 1]) is decreasing in T, whereas the fraction of whites searched

under S¥utomated s constant in 7.

Sautomated
ps

Corollary 2 states that an automated search rule based on a threshold rule using
Ep [Y|X = z,R = r,S* = 1] searches fewer African-Americans the larger is the bias 7
in the training data.

These results clarify the manner in which the bias of police officers influences the
algorithmic treatment of African Americans under an automated search rule. We do not
take a stance directly on whether the algorithm’s treatment of African Americans for any
given 7 is “fair” in a formal sense.* However, any sensible notion of fairness would suggest
that if a given decision rule is unfair to African Americans, then any decision rule that is
“harsher” to African Americans (i.e. more likely to search any given African American) and
treats whites the same is at least as unfair. Therefore, Theorem 1 and Corollary 2 suggest
that if a decision rule based upon a prediction function trained on data produced by police
officers that discriminate against African Americans (7 > 0) is unfair, then a decision rule
which is based upon a prediction function trained on data produced by police officers that are
unbiased against African Americans (7 = 0) would be even more unfair to African Americans.

We refer to the phenomenon in which the more biased is the human-decisionmaker,
the more favorable is the algorithmic decision rule to the minority group as “bias reversal”
Although presented in the context of police searches, we show this phenomenon extends to
other settings such as loan applications, hiring decisions, and college admissions in Section 4.1.

3.2 Bias inheritance for alternative prediction exercises

In Theorem 1 and Corollary 2, we assumed that the data scientist constructs an algorithm to
predict the observed label Y using the training data for the searched sample (S* = 1). We
now consider what happens if a different label and sample is used. First, the data scientist
may instead predict the human decision S* itself over the full population. This is a common
type of prediction problem in some contexts. For example, a series of papers note that using
the human decision as the label is common in training algorithms to automate hiring decisions
[10, 11, 30]. For this prediction exercise, bias reversal no longer holds. Instead, the prediction
function inherits bias — as the police become more biased against African-Americans, the
predictions of the algorithm trained in this way become less favorable to African-Americans.

3 We implicitly assume that P(S* = 1| X =2, R =r) > 0 for almost every (z,r), so that the search rule
is well-defined.

4 Results in [22] highlight that an algorithm cannot simultaneously satisfy several common definitions of
fairness if the base rates of risk differ across groups.
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» Theorem 3. E[S*|X =z, R = 1] is weakly increasing in T for all x € X.

A second alternative prediction exercise that the data scientist may consider is to predict
the compound outcome that the individual was searched by the police and that the individual
was carrying contraband - that is, predict the label Y - .S* over the full sample. Put otherwise,
the data scientist imputes the missing label Y to be zero if S* = 0. This type of prediction
exercise is common in certain medical applications (e.g., see [29]). In this case, we again
find that the prediction function inherits bias from the police officers’ discriminatory search
decisions.

» Theorem 4. E[YS*|X =z, R = 1] is weakly increasing in 7 for all x € X.

Theorem 3 and Theorem 4 immediately imply that an automated decision rule that
is based upon predictions of S* or Y'.S* will inherit bias — that is, search more African
Americans as police officers become more biased.

» Corollary 5. Consider the automated search rule S4*tomated (5 1) = 1 (f’(xm) > cmm) for

SOME Comin € [0,1], where Y (z,r) =E[S* | X =2, R=7r] orY(z,7r) =E[YS* | X =2, R =1r].
Then, S’;‘“tomated(:v, 1)< S'ﬁ,“tom“ted(:v, 1) forT < 7', so any African American that is searched
under T is also searched under T'. It follows that the fraction of African Americans searched

under Sovtomated ;o g, {gﬁutom“tEd(X, R)|R = 1}) is increasing in T.

The key distinction between these alternative prediction exercises and our earlier result
is that bias now drives a wedge between the true outcome of interest and the label that the

algorithm is trained on (S* or Y -S*), but the human bias does not affect sample composition.

By contrast, in the original setting that predicts Y over the selected sample with S* = 1, the
bias affects the prediction exercise only through sample composition. This is a crucial yet

subtle difference. Taken together, these results show that the choices of label (Y vs. S* vs.

Y - §*%) and training sample (S* =1 vs. full sample) play a key role in determining whether
human biases propagate into algorithmic predictions and automated decisions, formalizing
an argument made heuristically in [21]. Table 1 summarizes our results across the three
prediction exercises considered.

Table 1 Summary of prediction exercises.

Outcome Training sample Comparative static

Y S =1 Bias reversal
S* Full sample Bias inheritance
Y .S” Full sample Bias inheritance

4 Extensions

4.1 When discrimination yields fewer labels for the disadvantaged
group

In other settings of interest with selective labels such as loan applications, hiring decisions, and
college admissions, fewer labels are generated when the decision-maker is biased. For example,
if a hiring manager is biased against African Americans, fewer African American applicants
are hired. A simple extension shows that an analogous comparative static still holds: the
more biased the decision-maker is against a group, the more the resulting algorithmic decision
rule favors that group.
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As an example, consider a hiring manager that predicts the productivity Y of job
applicants using features X that are observable to the data scientist and features U that
are unobservable to the data scientist. A biased hiring manager applies a higher predicted-
productivity threshold for African Americans than for whites. This means the more biased
is the hiring manager, the fewer African-Americans will enter the training data. However,
the African-Americans who do enter the training data will be more positively selected on
U (i.e., on unobservables positively correlated with productivity). Thus, the more biased is
the hiring manager against African-Americans, the higher will be the algorithm’s predicted
productivity for African-Americans and the more African Americans will be hired by an
algorithmic hiring rule.

Formally, consider a modified selection rule S(X,U, R) = 1 (E[Y|X,U, R] > ¢ + 7R), with
7 > 0. Define I:’% to be the joint distribution of the data revealed to the data scientist under
the selection rule S (X,U, R). This model is equivalent to the model considered earlier with
7 = —7. We thus obtain the immediate corollary to Theorem 1.

» Corollary 6. Ep. Y| X =2,R=1, S = 1] is weakly increasing in 7 for all x,7 such that
15;(5' =1|X=2,R=1) >0, while Ep [Y|X =z,R = 0,8 = 0] is constant in 7, for all z,7
such that P:(§ = 1|X = 2, R =0) > 0.

Moreover, consider the automated hiring rule:®

Guutomated (5 1y _ 1 (]E@; YIX=2,R=r5=1> cmm)

for ¢min € [0,1]. Then, Sgutomated (g 1) < Sautomated (y 1Y for any ¥ < 7. It follows that
the fraction of African Americans hired under Sgvtomated (i e [[Sgutomated(X R)|R =1])
1S increasing in T.
In unpacking this result, it is useful to distinguish between statistical bias and “favorability”
of the algorithm. As the decision-maker becomes more biased, the predictions of the algorithm
become more biased in a statistical sense, meaning that the magnitude of E[Y | X, R =1, S =
1] — E[Y | X, R = 1] becomes larger. However, this statistical bias works in a way that makes
algorithmic decision rules more likely to select members of the discriminated against group.
These results highlight that the phenomenon of bias reversal is not dependent on the
selective labels problem leading to more labels to be collected for the disadvantaged group,
and is thus applicable to a range of settings with selective labels.

4.2 Noisy decision-making

We next show that the results in Section 3 are robust to allowing for random noise in the
officers’ decisions. In the baseline model, we assumed that the police officers are able to
correctly combine the available information to construct accurate predictions about risk,
E[Y|X, R,U] and thereby rank order individuals correctly. Extensive work in the social
sciences suggest that this does not hold in many applications of interest. For example, [19]
suggest that even experienced judges are unable to accurately predict recidivism in bail
decisions. We now show that the comparative static in Theorem 1 still holds if police officers
have independent random noise in their risk assessments.

® We implicitly assume that P(S = 1| X =z, R = r) > 0 for almost every (x,r), so that the hiring rule is
well-defined.
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» Proposition 7. Suppose police search according to
Smoise(X U, R,¢) = 1(IE[Y\X, UR|+e>c—1- R),

for a random prediction error e, where the distribution €| X, R has strictly increasing hazard
and € 1L (Y,U)[(X,R). Then, Ep [Y|X =z, R = 1,5 = 1] is weakly decreasing in T
for all x € X and T such that P,(S™¢ =1|X =2, R=1r) > 0.

Similarly, the comparative statics derived for the alternative prediction exercises are also
robust to noisy decision-making.

» Proposition 8. The conclusions of Theorem 3 and Theorem 4 hold replacing S* with

Snoise

4.3 Excluding group membership from the predictive algorithm

We now consider what happens if the data scientist is forbidden from using group membership
in the predictive algorithm. For example, it may be illegal for a predictive algorithm to
explicitly use race as a feature [21, 15]. In this case, the prediction function in the baseline
model now takes the form Eg [V[X, S* = 1].

Whether the comparative static in bias still holds now depends on whether group
membership R is “reconstructable” from the observed features X. That is, it depends on
whether group membership is predictable from the observed features. If group membership
is perfectly reconstructable, then these results trivially hold for a prediction function that
does not use group membership as Ep [Y|X,S* =1] =E; [V|X, R, 5" =1].

If group membership is not perfectly reconstructable, then one can construct examples
in which the gap in average predictions across groups for a group-blind algorithm moves in
the opposite direction as the gap in average predictions across groups for an algorithm that
includes race. The direction of the effect will depend on whether the marginally searched

individual in the R = 1 group is more “similar” to the average person with R =0 or R = 1.

As a simple example, suppose there is only one observed, binary feature X. Suppose that
among whites, X = 1 with probability 1 — e for some small ¢ > 0. Among African Americans,
X = 0 with probability 1 — e. Then, if the marginally searched African American has feature
X =1, then an increase in the bias of police officers will have a larger effect on the average
prediction for whites than African Americans, as there are relatively more whites among
the group with X = 1 in the observed data. Conversely, if the marginally searched African
American has feature X = 0, then it will have a larger effect on the average prediction for
African Americans than whites. The same intuition holds for the alternative prediction
exercises that we considered earlier.

The reconstruction problem has been discussed at length elsewhere — see, among many
others, [20, 26, 8, 12]. Typically, it is thought that if race is reconstructable from other
features, then algorithms will exhibit bias or discriminate against minority groups. Our
results illustrate that this is not true generally. If group membership is reconstructable, then
an algorithm that is blind to group membership may exhibit bias reversal (Theorem 1), in
line with results in [14, 20, 15].

5 Application: New York City Stop, Question and Frisk

We now apply these results to the New York Stop, Question and Frisk (SQF) data. We
synthetically create a training data set that is produced by biased search decisions and
illustrate the key comparative statics described in Section 3.
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5.1 Data description

SQF was a program in New York City that allowed the police to temporarily stop, question,
and search individuals on the street. We use publicly available, stop-level data that contains
information on all stops conducted as part of the SQF program from 2008-2013, totalling
over 4 million stops of pedestrians and over 350,000 searches [16]. For each recorded stop, we
observe whether the stopped individual was searched for contraband and if so, an indicator
for whether contraband was found. The data also contains several detailed characteristics of
the stopped individual and the circumstances of the stop. The features in the data include
the stopped individual’s age, gender, and build, and the time and location of the stop, which
we treat as the observable features X. Importantly, we also observe the race R of the stopped
individual. We restrict attention to stops of non-Hispanic whites and African Americans.
The data also include the officer’s stated reason for conducting the stop, e.g. “carrying a
suspicious object” or “displayed behavior indicative of a drug transaction.” We treat these
responses as the unobservable features U that are available to the officer at the time of
the search decision but are unavailable to the data scientist. This is analogous to “soft
information” about the individual that may be available to the officer at the time of the stop
but may be unavailable in certain data sets.

5.2 Simulation design

We conduct a simulation exercise that trains an algorithm to predict whether a stopped
individual is carrying contraband on synthetic training datasets that are generated from the
original SQF data. Across synthetic training datasets, we vary the degree of bias against
African Americans in search decisions by selectively “undoing” observed searches. We then
examine how changing the degree of bias against African Americans affects the resulting
algorithm’s predictions.

More concretely, we first subset the data to only include stops in which searches were
conducted (S* = 1). We then randomly split the searched SQF stops into two partitions.
In the first partition, we construct a predictor for carrying contraband among stops with
searches. The predictor estimates E[Y|X, R, U, S* = 1], where X is a feature vector that
includes demographic information about the stopped individual such as age, gender and
build as well as the location and time of the stop, and U is the officer’s stated reason
for the stop. We construct the predictor using logistic regression, matching the approach
of previous research using this data [16, 17]. In the held-out partition, we then use the
estimated prediction function to construct a synthetic search flag S. For individuals with
Y = I@][Y|X, R,U,S* = 1] < cg, we set S = 0 and treat them as if they had not been
searched. For individuals with ¥ > cp for R € {0,1}, we set S = 1. This produces a
synthetic dataset at the search thresholds (co, ¢1) in which we observe (Y, X, R, S) for each
observation. Finally, we re-estimate the prediction function over the synthetically searched
observations. We estimate the functions E[Y'|X, R, S = 1], E[S|X,Y] and E[Y' S|X, R] using
logistic regression and examine properties of the estimated prediction functions. We repeat
this simulation for a variety of different thresholds cg, c¢; to construct a series of synthetically
searched observations at different levels of bias, defined as 7 = ¢y — ¢1, against African
Americans. We vary ¢, ¢; so that 50 percent of the synthetic dataset is always searched and
only the composition of searches between African Americans and whites vary. We vary the
fraction of searches that are conducted on African Americans from 80 to 95%.
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5.3 Simulation results

Figure 1 plots the results from our simulation exercise. The X-axis plots the discrimination
parameter 7 = ¢y — ¢y across synthetic datasets. Larger values of 7 correspond with a search
rule that is more biased against African Americans. The Y-axis plots the fraction of African
Americans that fall in the top 50 percent of predicted risk using the prediction function
estimated over the synthetic dataset. The predictions from our results in Section 3 hold
sharply. First, as the police become more biased against African Americans, the prediction
function E[Y|X R, S = 1] becomes more favorable to them. In particular, fewer African
Americans fall in the top half of predicted risk as 7 increases. This illustrates our result of
bias reversal in a concrete application of interest. Second, as the police become more biased
against African Americans, the prediction functions E[S|X, R] and E[Y §|X, R] become less
favorable to African Americans. As 7 increases, more African Americans fall in the top half
of predicted risk. For these prediction functions, “bias in” implies “bias out.”

Probability in Top Half of Predicted Risk - Black individuals
0.60-

Predict Y*S

Predict Y when S=1

00 01 02 03

Figure 1 NYC SQF Simulation Results.

6 Conclusion

In this paper, we evaluated the folk wisdom that algorithmic decision rules trained on data
that are produced by biased human decision-makers will necessarily inherit this bias. We
showed that in an important class of prediction exercises, the opposite holds: The more
biased the decision-maker towards a group, the more favorable is the algorithm towards that
group. We refer to this phenomenon as “bias reversal” We then showed that an important
determinant of whether one obtains bias reversal or “bias in, bias out” is whether the human
bias affects sample selection or the measured label. When we consider whether algorithms
will inherit human biases, it is therefore important to think carefully about the form of the
human bias, how it affects the training sample, as well as how the labels and features are
selected for the predictive algorithm.
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A Proofs

Proof of Theorem 1

Proof. Define px g v = E[Y|X,R,U] and pux g :=E[Y|X, R]. Let U* = ux rv — px.R, SO
that pux ru = px,r +U*. Note that S* =1 if and only if U* > T(X, R, 7) for the threshold
T(X,R,7) = (c—7-R)— px,r- Applying the law of iterated expectations,
EYX=2,R=r,S"=1=EY|X=2,R=r,U">T(z,r,7)]
=EEY|X=z,R=nU]|X=2,R=r,U" >T(z,r,7)]
=g, +EU X =2, R=r,U">T(z,r,7)].

Note that for r = 1, T(x,r,7) is decreasing in 7. It follows immediately that EF[U*|X =

x,R = r,U* > T(x,r,7)] is weakly decreasing in 7, which gives the first desired result.

Likewise, when r = 0, T'(z, 7, 7) does not depend on 7, which gives the second result. <

Proof of Theorem 3

Proof. By the law of iterated expectations, E[S*|X =z, R = 1] = E[E[S* | X =«,U, R = 1]].

Then,

E[S*|X =2, R = 1] = / E[S*|X = ,U = u, R = 1] dF(u)
ueU

= / dF(u)
{ueld:S*(z,u,1)=1}

= / dF(u).
{ueU:E[Y | X=z,U=u,R=1]>c—7}

It follows that for 7 < 79,

E[S*|X =2, R= 1,7 =15 —E[S*|X =2, R= 1,7 = r1] = / dF (),

u€EU 2

forhhg={uel:c—7 <E[Y|X =2,U =u,R=1] < c— 1}, which gives the desired
result. |

Proof of Theorem 4

Proof. The proof of this result is analogous to Theorem 3, replacing S* with Y 5*. <
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Proof of Proposition 7

The proof of Proposition 7 uses the following lemma.

» Lemma 9. Suppose the police search individuals according to
Snoise(X U, R, ¢) = I(E[Y\X, UR|+e>c—1- R),

for a random prediction error €. Suppose that € 1L U|X, R and the distribution of €| X, R
has an increasing hazard, i.e. % is increasing in € for f(-|X,R) the conditional
density function of €. Then, pux rul{S""*¢ =1,X, R = 1} has the monotone likelihood ratio

property in —1, where px pu = E[Y|X,U, R] as before.

Proof. The police choose S™°**¢ = 1 if and only if ux rv + € > ¢ — 7 - R, or equivalently, if
and only if e > ¢ — 7 R — pux py. Consider u; < pg in the support of px ru. Then,

P (,UX,R,U = Ml‘snoise = 1,X, R)

]P)(,UX,R,U = M2‘Snoise =1,X, R)

_ P (Snoise = ]-‘ﬂX,R,U = ,ul,X, R) % P(NX,R,U = M1|X,R) /ED (Snoise = 1‘X, R)
- P(Smise = 1ux pu = p2, X, R) T P(ux,ru = p2lX, R) /P (Sm0ise = 1]|X, R)
_Ple>c—7-R—u|X,R)-P(px,pv = m|X, R)

- P(e>c—7-R—po|X,R)-P(ux rv = p2|X, R)

(1-Fyxrle—7-R—ml) -Pux rv = |X,R)
(1-Fyx.rle—7-R—pa]) - P(ux rv = p2lX,R)

where the first equality follows from Bayes’ Rule, the second equality uses the definition of
Smoi5¢ and the conditional independence of € and U, and the third applies the definition of
the CDF. Now, differentiating with respect to —7:

9 P (/”LX»R»U = u1|snoise =1,X, R) =
8(*7’) P(N’X,R,U — u2|5”0i86 — l,X, R)
R <f€|X’R[C_T'R_“1] (1 - Fixrle—7 R—pl)
(1-Fyxrle—7 R— p))”
faxrle—7-R—pa] (1 = Fyxple =7 R~ ]) « P(pux,ru = m|X, R)
(1-Fyx.r [C*T'R*MQ])Q P(ux,ru = p2|X,R)’

Clearly, this derivative is zero if R = 0. If R = 1, the derivative is greater than or equal to
zero if and only if

feIXvR [c—7 R — ] (1_FE\X,R[C—T~R—M2D
—faxrle=7-R—po] (1= Fyxrle—7-R~u]) 20

or equivalently,

fax,ple—7-R— ] S fax,rlc—7R— po) "
1_F€|X,R[C_T'R_,Ul] o 1—FE|X¢R[C—T-R—,LL2]'

However, since pu < po, we have ¢ —7- R — gy > ¢ — 7+ R — pg, and so (1) holds if €| X, R
has increasing hazard. <
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Proof of Proposition 7. Returning to Proposition 7, we follow an argument that is analogous
to the proof of Theorem 1. As before, define pux gy := E[Y|X, R,U]. Note that S"0¥¢ = |
if and only if pux ru + € > c—7- R. Applying the law of iterated expectations,

E[Y|X=2R=r57=12RE[E[Y|X RUd|X=zR=r8""=1]

(i) E [,uX7R7U | X = x,R =T, Snoise = 1} s

where (1) uses the law of iterated expectations and that S"°*¢ is simply a function of
X,U,R,e and (2) uses € 1L Y |X,U, R. The result then follows from Lemma 9. <
Proof of Proposition 8

Proof. Analogous to the proofs of Theorem 3 and Theorem 4, replacing expectations over U
with expectations over the joint distribution of (U, €). |

6:15

FORC 2020






Individual Fairness in Pipelines

Cynthia Dwork

Harvard John A Paulson School of Engineering and Applied Sciences, Cambridge, MA, USA
Radcliffe Institute for Advanced Study, Cambridge, MA, USA

Microsoft Research, Mountain View, CA, USA

dwork@seas.harvard.edu

Christina Ilvento
Harvard John A Paulson School of Engineering and Applied Sciences, Cambridge, MA, USA
cilvento@g.harvard.edu

Meena Jagadeesan
Harvard University, Cambridge, MA, USA

mjagadeesan@college.harvard.edu

—— Abstract
It is well understood that a system built from individually fair components may not itself be
individually fair. In this work, we investigate individual fairness under pipeline composition.
Pipelines differ from ordinary sequential or repeated composition in that individuals may drop out
at any stage, and classification in subsequent stages may depend on the remaining “cohort” of
individuals. As an example, a company might hire a team for a new project and at a later point
promote the highest performer on the team. Unlike other repeated classification settings, where the
degree of unfairness degrades gracefully over multiple fair steps, the degree of unfairness in pipelines
can be arbitrary, even in a pipeline with just two stages.

Guided by a panoply of real-world examples, we provide a rigorous framework for evaluating
different types of fairness guarantees for pipelines. We show that naive auditing is unable to uncover
systematic unfairness and that, in order to ensure fairness, some form of dependence must exist
between the design of algorithms at different stages in the pipeline. Finally, we provide constructions
that permit flexibility at later stages, meaning that there is no need to lock in the entire pipeline at
the time that the early stage is constructed.
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1 Introduction

As algorithms reach ever more deeply into our daily lives, there is increasing concern that
they be fair. The study of the theory of algorithmic fairness was initiated by Dwork et al. [5],
who introduced the solution concept of individual fairness. Roughly speaking, individual
fairness requires that similar individuals receive similar distributions on outcomes. Dwork
and Ilvento [6] examined the behavior of individual fairness (and various group notions
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multiple computations.! In this work we expand the investigation of individual fairness
under sequential composition to the case of cohort pipelines. Cohort pipelines differ from
ordinary sequential composition in that each stage of the pipeline considers only the remaining
cohort of individuals and may change its classification strategy conditioned on the set of
individuals remaining.

Cohort pipelines are common: many data-driven systems consist of a sequence of cohort
selection or filtering steps, followed by decision or scoring steps. A running exemplary
scenario in this work will be a two-stage cohort pipeline: a company hires a team (cohort) of
individuals to work on a project and subsequently promotes the highest performer on the
team to a leadership position. Although the team selection may be fair in the sense that
similarly qualified candidates have similar chances of being chosen for the team, the selection
of the highest performer critically depends on the other members of the team. As we will see,
being compared fairly to other members of the cohort in each stage doesn’t imply fairness of
the entire pipeline, as the competitive landscape can vary between similar individuals.

Indeed, a fair cohort selection mechanism [6] can exploit the “myopic” nature of the
promotion stage to skew overall fairness. This can happen either through good intentions
(e.g., choosing teams so that members of a minority group always have a mentor on the
team) or malice (e.g., ensuring that minority candidates are almost always paired with
a more qualified majority candidate): in both these cases minorities suffer significantly
reduced chances of promotion.? Unlike other repeated classification settings in which the
degree of unfairness of multiple fair steps degrades gracefully, the degree of unfairness in
cohort pipelines can be arbitrary, even in a pipeline with just two stages. Furthermore,
we demonstrate that construction of malicious pipelines under naive auditing of fairness is
straightforward and both computationally and practically feasible.

In this work we examine the subtle issues that arise in cohort-based pipelines, focusing
on short pipelines consisting of a single cohort selection step followed by a scoring step. We
formalize fairness desiderata capturing the issues unique to pipelines (not shared by ordinary
sequential composition), and give constructions for robust cohort selection mechanisms
that behave well under (i.e., are robust to) pipeline composition with a variety of future
scoring policies. In particular, we demonstrate that it is possible to design cohort selection
mechanisms that are robust to a rich family of subsequent scoring functions given a simple
description of a policy governing the behavior of the family.? This provides, for example, a
means for enabling a company to choose an individually fair hiring procedure that will be
robust to many possible compensation functions (all adhering to the policy) chosen at a later
date. Guided by a panoply of real-world examples, this work provides a rigorous framework
for evaluating and ensuring different types of fairness guarantees for pipelines.

We now summarize our contributions. First, we formalize what it means for the outcomes
of a pipeline, which include both the outcome of the initial cohort selection step and the score
conditioned on being chosen, to be fair.* We then extend this fairness notion to describe how
a cohort selection mechanism can be robust to a scoring policy, i.e., to compose fairly with
any cohort scoring function chosen from a permissible set. Although the choice of scoring
function may not depend on the cohort, the scores assigned to any individual may be highly

Note that although fairness degrades gracefully in these scenarios, it does not rule out the existence of
feedback loops which arbitrarily amplify unfairness, see e.g., [12, 20].

See Appendix A for additional examples.

Formally, we can think of a policy as a description of a set of permitted scoring functions.

Bower et al. consider fairness in pipelines for a group-based definition of fairness, and primarily consider
the accuracy of the final pipeline decision [1].
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dependent on their cohort “context.” Second, we determine how the scoring policy imposes
conditions on the cohort selection mechanism. In particular, we show that there is a natural
way to describe the set of cohort contexts in which similar individuals are treated similarly by
all functions permitted by the policy, and we demonstrate that assigning similar individuals
to similar distributions over cohort contexts is sufficient (and sometimes necessary) to ensure
pipeline robustness. Third, we provide constructions for cohort selection mechanisms which
are both robust to a rich set of practical scoring policies and permit flexibility in selection of
the original cohort.

2 Model and Definitions

2.1 Preliminaries

We base our model on individual fairness, as proposed in [5]. The intuition behind individual
fairness is that “similar individuals should be treated similarly”” What constitutes similarity
for a particular classification task is provided by a metric which captures society’s best
understanding of who is similar to whom. Below we formally define individual fairness as
in [5] with a natural Lipschitz relaxation.

» Definition 1 (a-Individual Fairness [5]). Given a universe of individuals U, and a metric
D:UxU — [0,1] for a classification task with outcome set O, and a distance metric
d: A(O) x A(O) — [0,1] over distributions over outcomes, a randomized classifier C : U —
A(O) is a—individually fair if and only if for all u,v € U, d(C(u),C(v)) < aD(u,v).

We use the phrase “similar individuals are treated similarly” as a shorthand for the indi-
vidual fairness Lipschitz condition. Individual fairness was originally proposed in the context
of independent classification, i.e., each individual is classified exactly once, independently of
all others. However, in many practical settings individuals cannot be classified independently,
particularly when there are a limited number of positive classifications available (e.g., a
university which can only accept a limited number of students each year, an advertiser
with a limited budget). Dwork and Ilvento formalized this problem as the “cohort selection
problem,” in which a set of exactly n individuals must be selected such that the probabilities
of selection conform to individual fairness constraints [6].

» Definition 2 (Cohort Selection Problem [6]). Given a universe U of individuals, an integer
n, and a task with metric D, select a cohort C C U of exactly n individuals such that
|Pr[u € C] — Prjv € C]| < D(u,v). We call such a mechanism an individually fair cohort
selection mechanism.

Our work extends the investigation into fair composition by considering composition
within a pipeline of cohort selection and scoring steps. We focus on the case of a two-step
pipeline, and we assume for simplicity that the metric for the cohort selection and scoring
functions are the same.

» Definition 3 (Two-stage Cohort pipeline). Given a universe of individuals U, a two-stage
cohort pipeline consists of: a set of permissible cohorts C C Pow(U)\D (where Pow(U)
indicates the power set of U), a single (randomized) cohort selection mechanism A which
outputs a single cohort C C C, a set of scoring functions F : C x U — [0,1], and a scoring
function f € F. The two-stage cohort pipeline procedure is Ao f.

7:3
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Table 1 Terminology.

Term Definition

U The universe of individuals

D:UxU—[0,1] The individual fairness metric

C C Pow(U)\0 The set of permissible cohorts

F The family of permitted scoring functions.

f:CxU—=1]0,1] A scoring function. f(C,z) is undefined whenever = ¢ C, and throughout this
work, whenever we write f(C,x), where z is any element in U, it is the case that
zeC.

A:U—-C An individually fair cohort selection mechanism.

A(C) €0,1] The probability that A outputs the cohort C.

C.CC The subset of permissible cohorts containing .

p(u) € [0, 1] The probability A outputs a cohort containing U.

We now briefly introduce supporting terminology (summarized in Table 1). For C' € C, let
A(C) denote the probability that A outputs C, where the probability is over the randomness
in the cohort selection mechanism A operating on the universe U. We denote the set of cohorts
containing u as Cy, and the probability that A selects u can be expressed p(u) = > e, A(C).
As initial constraints on A and F, we assume that A is an individually fair cohort selection
mechanism and that each f € F is individually fair within the cohort it observes, i.e., it is
intra-cohort individually fair:

» Definition 4 (Intra-cohort individual fairness). Given a cohort C, a scoring function f :
C x U — [0,1] is intra-cohort individually fair if for all C € C, D(u,v) > |f(C,u) — f(C,v)|
for all u,v € C.

Although intra-cohort fairness constrains f to be individually fair within a particular cohort,
f(Cy,u) can differ arbitrarily from f(Cs,u) if Cy # Co. For ease of exposition we sometimes
refer to C' as the “cohort context” or simply the “context” of u for u € C.

» Remark 5 (Intra-cohort individual fairness is insufficient). A pipeline consisting of an indi-
vidually fair cohort selection mechanism and intra-cohort individually fair scoring function
may result in arbitrarily unfair treatment. For example, suppose X = {X;, Xo,...} is a
partition of U, and A chooses a cohort X; uniformly at random. Suppose f assigns score 1 to
all members of the cohort corresponding to X, and otherwise assigns score 0. A is not only
individually fair, it selects each element with an equal probability; f is not only intra-cohort
individually fair, it treats all members of a given cohort equally; yet the pipeline can result
in arbitrarily large differences in scores for similar individuals. Furthermore, this observation
holds for any partition including adversarially chosen partitions. Although this abstract
example suffices to prove the point, we include an extensive set of realistic pipeline examples,
analogous to the “Catalog of Evils” of [5], in Appendix A. We also include a practical method
for malicious pipeline construction in Appendix B of the full version.

An important part of the pipeline definition is the contextual behavior of f, i.e., the
behavior of the second stage of the pipeline may depend on the selected cohort C. The
simplistic solution to this problem is to design and evaluate the whole pipeline for fairness as a
single unit, i.e., requiring that similar individuals have similar distributions over A(Opipetine)-
Although such evaluation would catch unfairness, it (1) doesn’t provide explicit guidance for
designing any given component, (2) may miss certain pipeline-specific fairness issues (see
Examples 7 and 9), and (3) “locks” the pipeline into a single monolithic strategy, which is
highly impractical. For example, employers frequently need to change compensation policies
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due to changing market conditions. However, changing compensation policies due to disliking
a particular member of a cohort, e.g., switching to equal bonuses for all team members if
the company does not like the individual who would have received the largest bonus, is not
permitted in our model. Indeed, later stages in the pipeline may be completely ignorant of
the existence of prior stages, e.g., a manager deciding on employee compensation may be
unaware of automated resume screening.

This motivates our design goal of robustness: designing the cohort selection mechanism A
which composes well with every function in F, rather than expecting the scoring function to
properly analyze and respond to the choices made in the original cohort selection mechanism
design. As a result, the only communication necessary between the steps is the description
of 7. With this in mind, a deceptively(!) simple extension of Definition 1 gives our fairness
desideratum for pipelines.

» Definition 6 («a-Individual Fairness and Robustness for Pipelines (informal)). Consider
the pipeline consisting of (C, A, F), with outcome space Opipetine. For f € F, the pipeline
instantiated with f satisfies a—individual fairness with respect to the similarity metric D and a
distance measure d : A(Opipetine) X A(Opipetine) — [0,1] if Vu,v € U, d([foA](u), [foA](v)) <
aD(u,v).

If the pipeline satisfies a—individual fairness with respect to every f € F, i.e., if Vf € F
and Yu,v € U, d([f o A](u), [f o A](v)) < aD(u,v), we say that A is a—robust to F with
respect to d, D.

We model the contextual nature of the problem by allowing the behavior of each f € F
to depend on the cohort, rather than allowing f to be chosen adaptively in response to the
selected cohort. This modeling choice still allows us to capture the contextual nature of
scoring policies, while keeping our abstractions clean.?

2.2 Fairness of pipelines

Lurking in this informal definition are two subtle choices critical to pipeline fairness: (1)
how should distributions over Opiperine be interpreted, and (2) what distance measure d is
appropriate for measuring differences in distributions over Op;peiine. In the remainder of this
section, we consider these two questions and frame the notion of robustness parametrized by
the two axes: distribution and distance measure over distributions.

2.2.1 Choosing the interpretation of the distribution

To account for the fact that individuals not selected by A never receive a score from f the
relevant outcome space is the union of possible scores and “not selected,” i.e., Opipetine :=
[0,1] U {L}. Thus conditioning on whether an individual was selected or not changes the
interpretation of the distribution over the outcome space and, more importantly, changes the
perception of fairness.

» Example 7 (Perception of conditional probability). Suppose Alice (a) and Bob (b) are similar
but not equal job candidates, i.e., D(a,b) € (0,0.1]. Consider an individually fair cohort
selection mechanism, A which either selects a cohort containing one of Alice or Bob or neither
and satisfies p(a) = p(b) = p*. Consider the fairness constraint on the scoring function f
for the unconditional distribution over Opiperine: |p(a)f(a) — p(b)f(b))| < D(a,b), which

5 See Appendix A for explicit examples of modeling adaptation to changing market conditions.
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simplifies to p*|f(a) — f(b))] < D(a,b). (Note: as Alice and Bob never appeared together
in a cohort, there is no intra-cohort fairness condition.) The constraint on the difference in
treatment by f is essentially diluted by a factor of p*.

Enforcing fairness on the unconditional distribution essentially allows the company to
hand out job offers of the following form: “Congratulations you are being offered a position
at Acme Corp., you can expect a promotion after one year with probability %.” Alice and
Bob may receive offers will equal probability, but the values of x printed on the offer may be
wildly different, and as such they will perceive the value of the job offer differently.

The choice of conditional or unconditional distribution boils down to what perception of
fairness is important. In the case of bonuses or promotions awarded long after hiring, the
conditional perception may be particularly important. However, on shorter time frames or if
the only consequential outcome is the final score, the unconditional distribution may be more
appropriate (e.g., resume screening immediately followed by interviews).® We consider two
approaches which capture these different perspectives: the unconditional distribution
SN:AJ | treats the L outcome as a score of 0 and the conditional distribution S"4:/
conditions on u being selected in the cohort. More formally:

» Definition 8 (Conditional and unconditional distributions). Let S24/ € A(Opipeiine) be the
distribution over outcomes arising from the pipeline, i.e., f o A. S places a probability
of 1 —p(u) on L, and for s € [0,1], S+ places a probability of 3 -cc Pr[f(C,u) = s]A(C)
on s.
The unconditional distribution SN/ is identical to S:4F with the exception that
it treats the 1 outcome as if it had score 0. That is, for 0 < s < 1, SN4/ places a
probability of > cce Prf(C,u) = sJA(C) on s; at s = 0, SY*7 has a probability of
L —p(u) + > cee Prif(C u) = 0]A(C).
The conditional distribution SC-4f has probability Loce Pr[z((57u):s]A(c
s €[0,1], d.e., it is S24/ conditioned on the positive outcome of A(C).

)
for each score

7

Each of these approaches can be viewed as a method for converting a distribution S{:"f over
Opipeline to distributions SCAS and SNAT over [0,1].

2.2.2 Distance measures over distributions

The natural approach for measuring distances between distributions would be to use expect-
ation: that is, duncondE(SAf GAfY .= |E[SN-Af] — E[SNA]]| and deondE(SAf SAF) .=
|E[SC-AF] — E[[S*4:7]|. Difference in expectation generally captures the unfairness in the
examples discussed thus far. However, a subtle issue can arise from the certainty of outcomes,
which requires greater insight into the distribution of scores.

Although in this work we consider pipelines with a single relevant metric, the conditional versus
unconditional question is critically important when metrics differ between stages of the pipeline. For
example, the metric for selecting qualified members of a team may be different than the metric for
choosing an individual from the team to be promoted to a management role, as the two stages in the
pipeline require different skillsets.

This definition is not defined if p(u) = 0, since it does not make sense to consider a “conditional
distribution” if u is never selected to be in the cohort (and thus never receives a score). In defining
robustness of a cohort selection mechanism, we should thus restrict to considering u € U where p(u) > 0
(and individual fairness of the cohort selection mechanism on its own would provide fairness guarantees
over the probabilities p(u)). For simplicity, we do not explicitly mention this modification.
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» Example 9 (Certainty of outcomes). Consider two equally qualified job candidates, Charlie
and Danielle. As these two candidates are equally qualified, they should clearly be offered
jobs and promotions with equal probability. Recall the company’s pleasant form letter for
job offers from Example 7, “Congratulations you are being offered a position at Acme Corp.,
you can expect a promotion after one year with probability £%.” Danielle receives an offer
with = 70% (with probability p*), but Charlie receives either an offer with @ = 100%
(with probability 0.7p*) or an offer with = 0% (with probability 0.3p*). Although both are
offered jobs with equal probability and their expectations of promotion are equal, Charlie’s
offers have certainty of promotion (or no promotion) whereas Danielle’s promotion fate is
uncertain.

As Example 9 illustrates, expected score does not entirely capture problems related to
the distribution of scores rather than the average score. Although total-variation distance is
a natural choice for evaluating such distributional differences, it is too strong for this setting.
For example, if Charlie receives a score of 0.7 with probability 1 (over randomness of the
entire pipeline), while Danielle receives a score of 0.7 — € with probability 0.5 and a score
of 0.7 + € with probability 0.5, then the total variation distance would be 1, though these
outcomes are intuitively very similar. We therefore introduce the notion of mass-moving
distance over probability measures. Mass-moving distance combines total variation distance
with earthmover distance to reflect that similar individuals should receive similar distributions
over close (rather than identical) sets of scores.

» Definition 10 (Mass-moving distance). Let 1 and o be probability mass functions over
finite sets Q1 C [0,1] and Q2 C [0, 1], respectively. Let V' C [0,1] be the set of real values
v € [0,1] such that there exist probability mass functions 1 and ¥ over [0,1] with finite
supports Qq and Qa, respectively, where:
1. Nothing moves far and mass is conserved. For i = 1,2, there is a function Z; : [0,1] —
A(Q;) such that:
a. Nothing moves far. For all x € [0,1] and y € Supp(Z;(x)), it holds that |z —y| < 0.5v.
b. Mass is conserved. For all y € Q;, it holds that 7;(y) = Y oeeq, 28 (Y)vi(w), where 2§ is
the probability mass function of the distribution Z;(x).
2. Total wvariation distance is small. It holds that 0.5v > TV(91,%) :=

3 Dwedua, [71(w) = F2(w)].
Then we let MM D(~1,v2) = inf(V).

A simple way to think about mass-moving distance is to break the definition down into
two steps: (1) transforming the original distributions over scores into distributions over a
single shared set of adjusted scores and (2) moving mass between the distributions over
adjusted scores.

Since there is a natural association between probability distributions over [0,1] and
probability mass functions over [0, 1], Definition 10 also gives a notion of distance between
probability distributions.? In the example of Charlie and Danielle receiving scores of 0.7 or
0.7 &+ £ described above, the mass-moving distance is at most 2¢ since 4; and 42 can both be
taken to be the probability measure that places the full mass of 1 on 0.7.

8 We slightly abuse notation and use MM D(X1, X2) for probability distributions X7 and Xa, to denote
MM D(~1,72) where 71 is the probability mass function associated to X1 and ~2 is the probability mass
function associated to Xs.
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Using mass-moving distance, we specify two additional complementary distance meas-
ures deondMMD(GAF GAF) i NATD(SCAS | GOAT) and duncond MMD(GAS GAfy .
MM D(SN-AS SNALY,

2.3 Robustly fair pipelines

Recall our informal notion that a cohort selection mechanism A is robust to a family of
scoring functions F if the composition of A and any f € F is individually fair. We can
now formalize robustness as either conditional or unconditional with respect to either
expected score or mass moving distance over score distributions. By evaluating the
properties of each combination of distribution and distance measure, we can capture a range
of subtle fairness desiderata in pipelines.?

» Definition 11 (Robust pipeline fairness). Given a universe U, a metric D, let A be an indivi-
dually fair cohort-selection mechanism and let F be a collection of intra-cohort individually fair
scoring functions CxU — [0,1]. Choose d € {d°on®E duncond.E " geond MMD ' quncond MMD1 - ¢
distance measure over S27. We say A is a-robust w.r.t F for d if d(S2, SAF) < aD(u,v)
for all u,v € U and for oll f € F.

Throughout the rest of this work, we will examine robustness properties in terms of
particular settings of d. As one might expect, mass moving distance over score distributions
is a stronger condition than expected score, and conditional robustness implies unconditional
robustness up to a Lipschitz relaxation.'©

3 Conditions for Success

In this section, we describe conditions on A that will result in our desired robustness
properties with respect to a class of scoring functions F. We first consider the description of
F available to A, i.e., the policy. The simplest method of specifying the policy by describing
all f € F prohibits adding f with similar or identical fairness properties to F at a later
point and is highly unrealistic (and potentially intractable). In practice, we expect policies
to govern how differently f can treat individuals within different contexts, rather than
enumerating the permitted functions. To that end, we propose policies in the form of a
distance function over (cohort, individual) pairs, 6% : (C x U) x (C x U) — [0,1]. This
distance function specifies the maximum difference in score between two (cohort, individual)
pairs 67 ((C1,u), (Ca,v)) := supsc 7 [f(C1,u) — f(Ca,v)|. 67 captures the salient fairness
behavior of the family of scoring functions, while being succinct in comparison to maintaining
a list of all supported f directly. In fact, as we will show in Lemma 13, a partial description
or an overestimate of 7 will also suffice. To illustrate our policy descriptions, consider the
following two families:
1. F; ignores the cohort context entirely, and treats each u € U the same regardless of the
cohort, i.e., F1 = {f | Jg: U — [0,1] s.t. f(C,u)=g(u) for all (C,u) € C x U}.
2. F5 treats v and v similarly within the same context, but has no constraint on treatment in
different contexts, i.e., Fo = {f | f((C\{u})U{v},v)— f(C,u)| < D(u,v) for all u,v € U
and VC € C s.t. ue C,v ¢ C}.

9 Note that these choices for d are not the only possible choices, and the framework can be extended to
different choices of distribution and distance measure to address other fairness concerns.

10Gee Propositions E.2 and E.1 in the full version. Interestingly, we show in the full version that for
some classes of score functions, guaranteeing individual fairness w.r.t mass-mover distance fairness is
“equivalent” to guaranteeing individual fairness w.r.t expected score.
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Recall that intra-cohort individual fairness requires that the scoring functions in both
families must treat u and v similarly if they appear in the same cohort, i.e., D(u,v) >
|f(C, u) - f(C>U)|

For the family JF;, we observe that 671 ((Cy,u),(C2,v)) = D(u,v), and, intuitively,
the designers of A will not need to consider the behavior of F in their design of A. On
the other hand, for F», we observe that 672 ((C,u), (C,v)) = D(u,v) for any cohort C, but
§72((C,u), (C',v)) can be much greater than D(u, v) for C’ # C'. For this reason, composition
planning for A is non-trivial. As one would expect, 67 heavily influences the strength of
conditions on A.

3.1 A’s Task: Designing Mechanisms Compatible with §”

We now describe how to design A to guarantee robustness with respect to F, given (possibly
overestimates of) the distance function §7 over (cohort, individual) pairs describing F. The
conditions on A will roughly consist of making sure that A assigns similar individuals to
sitmilar distributions over cohort contexts, where similarity of (cohort, individual) pairs is
defined with respect to 67 .

Although 67 is a succinct description of a policy, it is more intuitive when designing
with composition in mind to translate 57 into a set of “mappings” specifying which (cohort,
individual) pairs will be treated similarly by f € F. That is, for each pair u,v € U, we can
describe 7 as a partitioning Py, of (C, x u) U (C, x v) such that each partition or “cluster”
has small diameter with respect 67, i.e., within a cluster 67 ((Cy,u), (C2,v)) < D(u,v). The

collection of partitions over all pairs of individuals then defines the mapping.

» Definition 12 (Mapping based on §). For each pair of distinct individuals u and v, consider
the subset Py, := (Cy x {u})U(Cy x {v}) of (cohort, individual) pairs. Consider a partition of
Py into clusters that respects 3, i.e., that satisfies the following condition: if (C1,x), (Ca,y)
are in the same cluster'?, then §((C1,z),(Ca,y)) < D(u,v). Let ny,, (and n,.) be the
number of clusters of the partition. We call a collection of such partitions for each pair
u,v # U a mapping of C that respects 9.

Mappings interact well with distance functions ¢’ that overestimate 67, as larger distances
between (cohort, individual) pairs imposes more strict conditions on cluster membership.
Lemma 13 states that a mapping that respects ¢’ will also respect 7, although the resulting
conditions on the mapping might be more restrictive.

» Lemma 13. Let §' : (C xU) x (C x U) — [0,1] be a distance function. Suppose that &
has the property that for all pairs of cohort contexts (C1,x),(Ca,y) € C x U, it holds that
§'((C1,),(Cayy)) > 07 ((C1, ), (Cayy)). If a mapping respects &', then the mapping also
respects 67 .

Proof. Consider any pair of individuals v and v, and consider any mapping that respects
§’. In the partition corresponding to u and v, if (Cy,z) and (Co,y) are in the same cluster,
then it holds that 67 ((C1,z), (C2,y)) < &§'((C1,z),(C2,y)) < D(u,v). Thus, the mapping
respects 67, as desired. |

"' Note that x,y € {u,v}. Recall that (C1,u) and (C2,u) may appear in the same cluster, and thus it is
possible that x = y.
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Table 2 Policy and mapping terminology.

Term Definition

67 (€ x U) x (C x | distance function specifying the maximum difference in treatment between

U) —[0,1]. (cohort,individual) pairs by any f € F. §7((C1,u),(Ca,v)) is undefined if
u ¢ CiorvdgCo.

My, :Cy — N a mapping of the cohorts containing u to clusters containing (C,w).

N, The number of clusters in a mapping

M the set of all mappings which respect 4.

We now briefly introduce supporting terminology for policies and mappings (summarized
in Table 2). To succinctly refer to the clusters in a mapping, we define label functions
M,y :C, — Nand M, , : C, — N such that M, ,(C) is the label of the cluster containing
(C,u) and M, ,(C) is the label of the cluster containing (C,v). We use 1y, (Or ny,) to
denote the number of clusters in a mapping. We also refer to the set of functions (My, ) ustveu,
which entirely specify the partitions, as a mapping. Valid mappings for ¢ are not necessarily
unique, as there may be more than one way to partition P, , into clusters with diameter
bounded by D(u,v). We let M; be the set of mappings that respect d.

Given a mapping of 67 (or of an overestimate '), we can now interpret “distributions
over cohorts” induced by A as “distributions over clusters” induced by A. Formally, we
convert the distributions over cohorts into measures over [n, ,] for each pair (u,v) € U x U.
As a result, “similar distributions over cohorts” will turn out to mean “similar measures over

[nu’v} »

» Definition 14. Let (M, )uzvecr be a mapping of C. For u,v € U, we define measures

q}w and qg’v over the sample space [ny.] as follows:

1. The unconditional measure over cohorts qllhv on the sample space [n, ] for each
(u,v) ordered pair is defined as follows. — For i € [nyy], we let g (i) =
Y 0eCu M (0)=i A(C). 2

2. The conditional measure over cohorts q>

u,v

on the sample space [ny ] for each (u,v)

> _,AO)

- ; 2 () _ LeCeCy My, (O)=i 181

ordered pair is defined as follows. Fori € [n,,,], we let q; (i) = < o) 314
We now specify sufficient conditions for robustness in terms of distances between these

measures over [n,,]. The conditions require that for each pair u,v € U, A assigns similar

probabilities to cohorts containing v and cohorts containing v within each cluster.

» Definition 15 (a-Notions 1 and 2). Let (M, ,)uzver be a mapping of C. For u,v € U, let

q}w and qﬁ’v be defined as in Definition 14. We define a-Notions 1 and 2 as follows:

1. For a > 0.5, we say that A satisfies a-Notion 1 if for all u,v € U such that D(u,v) < 1,
TV(qy s dpw) < (@ —0.5)D(u,v). (The 0.5 arising in Notion 1 comes from having to
“smooth out” q}w to a probability measure in a later step.)

2. For a > 0, we say that A satisfies a-Notion 2 if for all u,v € U such that D(u,v) < 1,
TV (43,0 95.0) < @D(u,v).

2 This is not necessarily a probability measure, since the total sum on the sample space is p(u) <1, but
it is finite.

13 . . . o1s . _ _
Observe that this is in fact a probability measure since p(u) = >, cec, AC) =

M,
i=1 Zcecu\MuMC):iA(c)'

4 Like in Definition 8, this definition is not defined if p(u) = 0, since it does not make sense to consider a
“conditional distribution” if u is never selected to be in the cohort (and thus never receives a score). We
should thus restrict to considering u € U where p(u) > 0 (and individual fairness of the cohort selection
mechanism on its own would provide fairness guarantees over the probabilities p(u)). For simplicity, in
this extended abstract, we do not explicitly mention this modification.
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Our main result is that these conditions guarantee pipeline robustness for composition
with any f € F with respect to mass-moving distance (and thus expected score).'® Theorem
16 states that so long as A satisfies Notion 1 (resp. 2) for the mappings associated with F,
then A will be robust with respect to F.

» Theorem 16 (Robustness to Post-Processing). Let F be a class of scoring functions, let
a > 0.5 be a constant. Suppose that (Muav)u;éveU is in M%(;f. If A is individually fair and

satisfies a-Notion 1 (resp. a-Notion 2) for (M, ) then A is 2a-robust w.r.t. F for
duncond,MMD (7”68]). dcond,]V]MD).

uFvelU’?

The proof of Theorem 16 appears in Appendix B.1 of the full version.
Furthermore, these conditions are necessary both for mass-moving distance and the
weaker condition of expected score for certain rich classes of scoring functions.

» Theorem 17 (Informal). Let d be any metric in {d*"conMMP geondMMD geond guncond.E1,
Loosely speaking, given F described by mappings such that inter-cluster distances are much
larger than intra-cluster distances, the requirements on A in Theorem 16 are necessary for
achieving robustness w.r.t. d.

We formalize Theorem 17 in Appendix B of the full version.'6

4 Robust Mechanisms

Although the conditions specified in the previous section are quite strict, and indeed some
pathological scoring function families admit no robust solutions, we can nonetheless con-
struct robust cohort selection mechanisms for rich classes of scoring policies.!” We exhibit
mechanisms robust to two broad classes of policies:

1. Individual interchangeability: replacing a single individual in the cohort does not
change treatment of the cohort too much, i.e., policies like §72.

2. Quality-based treatment: cohorts with similar quality “profiles” are treated similarly.
That is, the scoring function only considers the set of qualifications represented within a
cohort and is agnostic to the specific individual(s) exhibiting a given qualification.

These policies cover a wide range of realistic scenarios and allow for significant flexibility and

adaptability in the choice of f. In this section, we demonstrate that these policies also admit

a variety of efficient and expressive constructions for A, i.e., A that may assign a wide range

of probabilities p(u) to individuals.

» Remark 18. As previously noted, robustness is trivial for the class of scoring functions which
ignore the cohort context (Fy). We formalize this observation in the following proposition:

» Proposition 19. Consider the mapping that, for each pair of individuals u and v, places
all of the cohort contexts in (Cy, x {u}) U (Cy x {v}) into the same cluster. If A is individually
fair, then A satisfies 0.5-Notion 1 and 0.5-Notion 2 w.r.t. this mapping.

15G8ee Corollary B.1.1 in the full version for a formal statement of the relationship between MMD and
expected score.

16 See Theorem B.5 and Theorem B.6.

17See Appendix D.1 of the full version for an example of F which admits no robust A.
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4.1 Individual interchangeability

To describe the interchangeability policy, we specify a distance function 6™ : (C x U) x
(C x U) — [0,1] that requires that “swapping” any individual in a cohort does not result in
significantly different treatment. More formally:

» Definition 20 (Individual interchangeability policy).

D(u,v) fC=C"
§™((Cyu), (C',0)) = D(u,v) i ¢ = (C\ {u}) U {v}.

1 otherwise.

8" can be viewed as an overestimate of 672, or as a partial specification of the distance
function on a subset of (C x U) x (C x U), trivially completed to 1 on other pairs of cohort
context pairs. 6™ is naturally translated into a simple mapping: for any pair of individuals
u and v, the partition corresponding to u and v in the mapping consists of clusters of size 2
consisting of “corresponding” (cohort, individual) pairs. This follows from observing that if
an individual u receives some score f(C,u) in a cohort C, if u were replaced by v ¢ C, then
v would receive a score in [f(C,u) — D(u,v), f(C,u) + D(u,v)]. More formally:

» Definition 21 (Swapping Mapping). Let C be the set of all subsets of U with exactly k
individuals. The swapping mapping is defined as follows. For each pair of individuals
u,v € C:
1. For C € C such that u,v € C, the partition includes the cluster {(C,u), (C,v)}.
2. For C € C such that u € C and v € C, the partition includes the cluster
{(Cou), ((C\{u}) U{v},v)} _
It is straightforward to verify that the swapping mapping respects 6.
For the swapping mapping, there is a simple condition under which cohort selection
mechanisms satisfy unconditional robustness (Notion 1): monotonicity.

» Definition 22 (Monotonic cohort selection). Suppose that C is the set of cohorts of size k. A
cohort selection mechanism A is monotonic if for all pairs of individuals u,v € U, for any
C' C U such that |C'| =k —1 and u,v & C', if p(u) < p(v) then A(C"U{u}) < A(C"U{v}).

The intuition for the link between the monotonicity property and the swapping mapping
is that the probability masses on a cohort containing v and a cohort containing v that are
paired in the swapping mapping are directionally aligned and cannot diverge by more than
D(u,v).

» Lemma 23. Suppose that C is the set of cohorts of size k. If A is monotonic, then A
satisfies 0.5-Notion 1 for the swapping mapping.

Both PermuteThenClassify and WeightedSampling, cohort selection mechanisms proposed in
[6], are monotonic, efficient and have a high degree of expressivity.'®

However, monotonicity alone is not sufficient to guarantee conditional robustness (Notion
2) for the swapping mapping (see Appendix B of the full version). Borrowing intuition from
PermuteThenClassify, we give a novel, efficient, individually fair cohort selection mechanism
that achieves conditional robustness (Notion 2) for the swapping mapping:

188ee Appendix B of the full version for detailed descriptions of these mechanisms and formal proofs of
the monotonicity property.
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» Mechanism 24 (Conditioning Mechanism). Given a target cohort size k, a universe U and

a distance metric D, initialize an empty set S. For each individual u € U:

1. Assign a weight w(u) such that w(u) — w(v)| < D(u,v), i.e., the weights are individually
fair.

2. Draw from 1, ~ Bern(w(u)), (i.e., flip a biased coin with weight w(u)). If 1., add u to
S.

If |S| > k, return a uniformly random subset of S of size k.1% Otherwise, repeat the

mechanism.

We show that under mild conditions, the Conditioning Mechanism is satisfies Notion 2,
concludes in a small number of rounds, and allows for a high degree of expressivity. (See
Appendix D of the full version for a formal statement and proof details.)

4.2 Quality-based treatment

One downside of the monotonic mechanisms proposed for 6™ is that they require that any
cohort with a single individual swapped is considered with nearly the same probability as the
original cohort. In practice, this is problematic when A needs to ensure that each cohort has
a certain structure. For example, when hiring a team of software engineers, designers and
product managers, the proportion of each type of team member is important, and arbitrary
swaps are not desirable from the perspective of team structure. By restricting to scoring
functions that only consider the quality profile of a cohort, i.e., how many individuals from
each quality group are represented in a cohort, A can construct highly structured cohorts, so
long as the structure of the cohort is valid with respect to the fairness metric D.

We now consider robust mechanisms for policies predicated on additional structure within
the metric over U. In particular, we assume the existence of a partition of the universe U
into one or more “quality groups” ¢i,...,q,. These quality groups satisfy the property that
the distances within a quality group are smaller than distances between quality groups. How
much smaller is determined by a parameter 3. More formally,

» Definition 25. Let 8 <1 be a constant and n > 1 be an integer. Consider a partitioning
of a U into subsets qi1,...,qn, i.e., “quality groups”, and let D* be a metric on U. Now,
we define metrics D on {1,...,n} and D* for 1 <i <n on q; as follows: we let D(i,j) =
infueq, veq; P (u,v) and D¢ be the restriction of D* to q;. We call the metric D* endowed
with quality groups q1,...,qn B-quality-clustered if for all 1 < i < n, we have that

max D'(u,v) < fmin D(i, 7).

u,VEQY; Jj#i
Notice that any metric D* is trivially 1-clustered with respect to the trivial quality group
q1 = U. The benefit of endowing D* with a greater number of quality groups is to exploit
additional structure of the metric, when any exists.

For simplicity in the specification of the relevant policy and family of scoring functions we
introduce a quality profile function P to count the number of individuals in each quality
group in a cohort: that is, P : 2V — {(wl, ceXp) | T € 220}7 and the ith coordinate of

19 One might imagine a mechanism that conditions on exactly k individuals being chosen, but this
mechanism can be arbitrarily far from individually fair. Consider k — 1 individuals with weight 1 and
|U| — k — 1 individuals with weight 0.9. Conditioning exactly k individuals would cause |p(u) — p(v)]| to
diverge arbitrarily for w(u) = .9 and w(v) = 1.
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P(C) is |C' N g;|. Loosely speaking, the quality-based treatment policy requires that the only
information about a cohort utilized by the scoring functions is its quality profile. We now
formally define F3 and an associated policy U2t

» Definition 26. Let 8 < 1 be a constant. Suppose that D is endowed with quality groups

qQ1,---5qn and D is B-quality-clustered. We define F3 to be the set of intra-cohort individually

fair score functions f:C x U — [0, 1] satisfying the following conditions:

1. For C,C' € C satisfying P(C) = P(C"), if u and v that are in the same quality group,
then f(C,u) = f(C’,v).

2. For integers 1 < i # j <n, C,C" € C satisfying P(C) = P(C"), and any individuals
u € qj and v € gqj, it holds that | f(C,u) — f(C',v)| < D(i,j).

When each quality group is homogeneous in terms of individual “quality”, this corresponds

to score functions that are determined purely by “quality”.?° As in Section 4.1, we specify a

distance function 6942 : (C x U) x (C x U) — [0, 1] that overestimates §72, but still preserves

enough of the fairness structure to construct the desired mapping.

» Definition 27 (Quality-based treatment policy). Given a universe U, a set of permissible

cohorts C and distance metrics and quality groups as in Definition 26,

1. For C,C" € C satisfying P(C) = P(C"), ifu € q; and v € g;, then §%%((C, ), (C",v)) =
0.

2. For integers 1 < i # j < n, C,C" € C satisfying P(C) = P(C"), and any individuals
u € g; and v € qj, we set §9NY((C,u), (C',v)) = D(i,j).

The core intuition is that a nice mapping exists when C is “symmetric with respect
to individuals in each quality group.” It is helpful here to consider a bipartite graph
G = (A, B, E), where A has one vertex for each subset of the universe U, B has one vertex
for each possible profile of a subset of U, and there is an edge (a,b) € E precisely when b is
the profile of a, that is b = P(a).

Fix any C, and consider the subgraph G’ = (4’, B’, E’) of G induced by the vertices in A
corresponding to members of C, the edges incident on these vertices, and the subset of B
induced by these edges. We say that C is quality-symmetric if for all ¥’ € B’ it is the case
that E’ contains all the edges in E (in the original graph) incident on b'.

That is, C contains all cohorts obtained by swapping out individuals from the same quality
group. If C is quality-symmetric, then consider the following mapping.

» Definition 28 (Quality-Based Mapping). Let 5 < 1 be a constant. Suppose that D is endowed
with quality groups qi,...,q, and D is B-quality-clustered. Suppose C is quality-symmetric.
The quality-based mapping is defined as follows. For each pair of individuals u,v € C, let
Puw = (Cy x {u}) U (Cy x {v}). For each (x1,...,z,) € P(C, UC,), the partitioning of Py
contains a cluster of the form {(C,z) € Py, | P(C) = (x1,...,2n)}.

We verify that the quality-based mapping indeed respects 6942 (and thus respects 672 by
Lemma 13). If u and v are in the same quality group, then the diameter of each cluster
under 692" is 0, which is trivially upper bounded by D(u,v). On the other hand, if  and
v are in different quality groups ¢; and g; respectively, then the diameter of each cluster
is no more than D(i,j) < D(u,v). Thus, the properties of a mapping are satisfied by the
quality-based mapping.

20Tn this case, F3 includes Equal Treatment, Promotion, Stack Rank, and Fixed Bonus (discussed in
Appendix A) when scores are based on the “quality” of “performance” of individuals.
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In this scenario, the quality-based mapping captures the intuition for the fairness structure
of F3 much better than §92" The mapping groups together all cohorts with the same
quality profile (i.e., the same number of individuals in each quality group), capturing the
intuition that the only information that a score function in Fj3 utilizes about a cohort is the
quality profile.

As the score function behavior does not depend on the specific individuals in a quality
group, A should have significant freedom to choose individuals within each quality group
while still satisfying robustness w.r.t. F3. We will show that once the number of members of
each quality group in the cohort is decided, utilizing any individually fair cohort selection
mechanism within each quality group will satisfy our conditions. Moreover, our mechanisms
have some flexibility in deciding the quality profile as well.

» Mechanism 29 (Quality Compositional Mechanisms). Let 8 <1 be a constant, and suppose
that D endowed with quality groups qi,...,qn is B-quality-clustered. Suppose also that C is
quality-symmetric. For each 1 <1i <n and each 1 < z; < |g;|, let A; ,, be a Di-individually
fair mechanism selecting x; individuals in q;. We define the quality compositional mech-
anism for {A; 5, } as follows. Let X be any distribution over n-tuples of nonnegative integers
(x1,...,zpn) € P(C).

1. Draw (z1,...,2,) ~ X.
2. Independently run A; 5, for each 1 <1i < mn, and return the union of the outputs of all of
these mechanisms.

In the next lemma, we show that when a quality composition mechanism only selects
cohorts whose quality projection vectors (z1,...,z,) are “close” to an inter-quality group
distance multiple of (|g1],...,|qn|), Notion 1 is achieved. (This requirement essentially
says that the relative proportion of selected individuals in each quality group needs to be
approximately reflective of the relative proportion of individuals in each quality group in the
universe, scaled by the difference between the quality groups in the original metric. This
type of requirement turns out be necessary for basic individual fairness guarantees, by the
constrained cohort impossibility result in [6].) Moreover, under stronger conditions, we show
that Notion 2 is also achieved.

» Lemma 30. Let 5 < 0.5 be a constant, and suppose that D endowed with quality groups
q1s---,Gn s B-quality-clustered. Suppose also that C is quality-symmetric, and let X be any
distribution over (z1,...,zy) € P(C) such that |“Z:| = \Zﬁ| < (1-2B8)D(i,5). If A is a quality
compositional mechanism, then:

1. A is always individually fair.

2. A always satisfies 0.5-Notion 1.

3. A satisfies 0.5-Notion 2 for D and 67 if either of the following conditions hold:
a. (One set) |Supp(X)| =1 (i.e., one “canonical” (z1,...,xy,)), or
b. (0-1 metric) D(i,7) =1 for 1 <i# j <n and D*(u,v) =0 for 1 <i < n.

The quality compositional mechanisms provide a greater degree of structure in cohort
selection than the monotone mechanisms giving in Section 4.1. The Conditioning Mechanism
and similar monotone mechanisms are forced to select individuals essentially independently,
with the only dependence stemming from the cohort size constraint. However, structured
cohorts are necessary in a number of practical applications, as previously noted. Although
§uality imposes more constraints on the permitted F than 6™, the basis for these constraints
is likely to be tolerated well in legitimate use cases in which structure is important.

FORC 2020



7:16

Individual Fairness in Pipelines

Moreover, the company has flexibility in selecting individuals within each experience
group, as any individually fair mechanism can be utilized. This offers significantly more
flexibility than selecting members in each quality group uniformly at random. Such flexibility
is particularly crucial, for example, if a company further wants to ensure that tech company
teams have a mixture of software engineers and product managers. The individually fair
mechanisms within each quality group can help achieve this balance through selecting
balanced subsets of engineers and product managers. In essence, the quality compositional
mechanisms allow flexibility in cohort selection while still satisfying robustness for F3, due
to restrictions on the behavior of scoring functions in F3.

5 Discussion and Future Work

We have presented a framework for evaluating the robustness of cohort selection as part of
a pipeline. We’ve demonstrated that naive auditing strategies concerning average cohort
quality or score are unable to uncover significant fairness problems. We’ve also shown that
many reasonable policies for cohort selection and subsequent scoring can conflict with each
other resulting in very poor fairness outcomes. Furthermore, we’ve demonstrated that a
malicious pipeline designer can easily use composition problems to disguise bad behavior.
Despite these hurdles, we’ve shown that it is possible to construct pipelines that are fair.
In particular we’ve shown that constructing cohort selection mechanisms that are robust to
composition with a family of scoring functions is possible. By framing the problem in terms
of robustness, we address the concern that placing requirements on future designs is nearly
unenforceable, whereas designing the current stage to be robust to a large class of potential
future policies can give much better practical guarantees. Finally, we’ve shown robust cohort
selection mechanisms that compose well with reasonable scoring function families.

In the process of exploring robustness and fairness in pipelines, we uncovered a number
of interesting questions for future work. Policy complexity: we have considered a set of
concise and practical policies in this work, but the trade-off between policy complexity and
the expressiveness of cohort selection has not been fully characterized. Fair Matching:
choosing a cohort is very similar to the problem of assigning an individual to an existing
cohort. However, in the traditional matching literature, significant emphasis is placed on
individuals’ and teams’ preferences over placements, rather than external fairness criteria. Is
it possible to simultaneously achieve a good matching, in the sense of satisfying preferences
or stability, and individual fairness? Quantifying the tradeoff: There are significant
differences in the difficulty for constructing mechanisms which satisfy the conditional, versus
unconditional, notion of robustness. Is it possible to more directly quantify the tradeoff in
mechanism expressivity between these two settings? Different metrics: Handling different
metrics in the pipeline: we considered just one metric throughout the entire pipeline, but
using different metrics for different stages of the pipeline may be valid. For example, in
the case of promoting an individual contributor to a management position, the metric for
“manager” may be different. Ranking instead of scoring: although ranking with hard
cutoffs does not satisfy individual fairness, it is frequently used in practice. Can the model
we have outlined with respect to scoring be translated to ranking, e.g., incorporating the
results of [7]?
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6 Related Work

There is a wide variety of work concerning fairness in machine learning [9, 14, 24, 17, 3,
18, 25, 22, 10, 16, 15, 11, 12, 20, 19, 4, 23, 5]. Individual fairness was introduced by Dwork
et al. [5]. Dwork and Ilvento studied composition of combination of individually fair and
group fair classifiers [6]. Two other recent lines of work have also considered composition
problems and fair systems. First, several works have studied the problem of feedback
loops, in which decisions that previous time steps, such as where to send law enforcement
officers, influence outcomes at later time steps potentially unrelated to the original decision
[12, 8, 21]. Bower et al. study fairness in a pipeline of decisions under a group-based notion
of fairness [1]. They primarily consider the combination of multiple non-adaptive sequential
decisions, evaluating fairness at the end of the pipeline. Second, several works have considered
competitive scenarios, such as advertising, in which many (potentially fair or unfair) classifiers
compete for individuals [2, 13]. Although not explicitly addressing composition, recent work
considering fairness in rankings, e.g., [7], also address fairness in a setting in which outcomes,
in this case rankings, naturally depend on the outcomes of others.
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A Extended Motivating Examples

In each example, we consider a universe U comprised of individuals belonging to two groups,
a majority group S and a minority group 7', such that the majority group is k& times as large
as the minority group (i.e., k|T'| = |S]). For the particular employment task in question,
there is a known metric D which specifies who is similar to whom for the purposes of this
task. For simplicity, we assume that D is one-dimensional, i.e., each individual u has a
qualification ¢, € [0,1], and D(u,v) := |qu, — g»|. We assume that S and T have an equal
distribution of talents: more specifically, for every qualification level ¢, there are exactly
k times as many individuals with qualification ¢ in S as there are in 7. We assume that
there is a nontrivial range of qualifications in [0, 1], and we will generally assume that the
company prefers to hire the most highly qualified candidates, but in order to fill the number
of positions open cannot hire only maximally qualified candidates. We use Qg to refer to
the subset of individuals who are highly qualified.

Our examples are based on a set of facially neutral company compensation policies. We
now give precise descriptions of these policies in the form of a scoring function, and indicate
where the scoring policies must be adjusted to give intra-cohort individual fairness. (As we
will see later, even adjusting the policies to be intra-cohort individually fair won’t be enough
to prevent bad behavior under composition.)

1. Fixed Bonus Pool: A fixed pool of bonus money B is assigned to each team and is
split between the members of each team, with the highest achieving members receiving
larger portions of the pool. More formally, given a cohort of individuals C' = {z1,...,z.}
of size ¢ with qualifications {q,,. - ., ¢z, }, the scoring function fp assigns a bonus share
b; to each individual x; such that ZuEC b, = 1, optimized to ensure that individuals
with higher qualification receive larger bonuses.

In particular, fp can either be a simple proportional mechanism, e.g., fg(u) x gy, or
it can be optimized for specific goals, e.g., maximizing the difference in compensation
between the most and least qualified individuals, creating an even spread of compensations,
etc. For example, the company could choose fp using the following optimization to choose
the largest “weighted spread” to maximize the objective of increasing the difference in
compensation based on difference in qualification: argmaz (s, c(0,113{2 0 vec(bu—bv)(qu —
qv)} subject to |by, — by| < [qu — qu for all u,v € C'and Y, by, = 1.

This optimization will tend to choose bonus shares that maximize the differences in

bonuses between individuals with significantly different qualifications within the cohort.

Notice that the scoring function has no way of knowing what other cohorts may or may
not appear and with what probabilities, and so it only optimizes within the particular
cohort C.

2. Stack Rank: The bottom 10% of each team may be fired or put on “performance plans”.

1if H{v]gu>go } <0.1
Formally, f(C,u) := €] -
0 otherwise

However, this strict cut off violates intra-cohort individual fairness, as two nearly equally
qualified individuals might find themselves on opposite sides of the cutoff. Alternatively,
we can construct a scoring function which closely approximates the desired policy but still
satisfies intra-cohort individual fairness, by optimizing subject to the intra-cohort fairness
constraints. For example, taking O, to be the indicator that u is in the bottom 10% of
the cohort, one could use the following optimization to maximize the probability that
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only the bottom 10% are placed on performance plans: argmaxys ), o f(C,u)O, + (1 —
f(C,u))(1 — Oy)subject to |f(C,u) — f(C,v)| < |qu — qu| for all u,v € C. Alternatively,
if exactly 10% of the cohort should be put on performance plans, Permute-Then-Classify
can be applied or an additional constraint on the expected number of employees placed
on performance plans could be added to the optimization above in order to satisfy
intra-cohort individual fairness.

3. Equal Treatment: Each team’s bonus is determined by average performance of the team
(assumed to be proportional to average quality) and awarded equally to each member.
Formally, the scoring function f first chooses the total bonus amount Be o< B) - qu,
and then assigns b, = 370 for all u € C'. Intra-cohort individual fairness for f is trivial,
as every individual is treated equally.

4. Promotion: Choose the single most qualified person on the team to promote, based
on performance. As in the case of stack ranking, strictly implementing this policy will
violate intra-cohort individual fairness, as nearly equal individuals may be treated very
differently. As above we can satisfy intra-cohort individual fairness by posing the relevant
optimization question, and Permute-then-Classify (see Appendix B of the full version)
can be used to select exactly one individual for promotion.

We now show that these compensation policies can cause significant unfairness for T'
when combined with simple hiring protocols. In each case, we state the set of cohorts the
company intends to select from, and we assume that the company uses a method similar to
the one described in Appendix C.3 of the full version to derive a fair set of weights to use to
sample a single cohort in an individually fair way.?!First, we consider the “packing” hiring
protocol.

» Example 31 (Packing). Suppose that in the past, the company had a particular problem
retaining employees from the minority group 7" and in order to address this problem, the
company ensures that individuals with high potential from T are always hired together
into the same team for mutual support. On the other hand, talented members of S are
spread out between the other teams, to make sure that there is at least one highly talented
individual on each team. Formally, the company specifies the set of cohorts Cpacking = {C €
ClCNTNQu|>1IAICNSNQuI=0&(|CNTNQ|=0A|CNSNQu|=1)}, where
Qp is the set of highly qualified candidates, and samples a single cohort from the set such
that individual fairness is satisfied.

“Packing” results in lower compensation for T" for Fixed Bonus Pool, Stack Rank,
and Promotion compensation policies

“Packing” causes talented members of T' to be on teams of higher average quality than those
with talented members of S. As a result, members of T" will receive lower bonuses and
promoted less often than members of S. Thus, this seemingly beneficial practice can backfire
when composed with certain compensation policies.

One may imagine that utilizing a “splitting” strategy, where qualified members of T" are
separated from other qualified members to increase their chance of “standing out” on teams,
would solve this issue.

21'We omit the details of the method and the particulars of the conditions on the set of cohorts specified
as they are easy to fulfill in these settings.



C. Dwork, C. llvento, and M. Jagadeesan

» Example 32 (Splitting). The company chooses teams where highly qualified members of
T are always the only highly qualified member of their team, giving them the opportunity to
stand out and be recognized for their talent. More formally, the company chooses from the
set of cohorts Cspiitting = {C € C | (|ICNTNQu| =1ACNSNQu|=0)® (ICNTNQH| =
OA|CNSNQy| > 1)} In each cohort containing a highly qualified member of T', there are
no other highly qualified individuals (from either T or S).

Though this policy no longer leads to lower compensation for T" for Stack Rank, Fixed Bonus
Pool, and Promotion, “Splitting” results in lower compensation for T" for Equal Treatment,
because the practice causes talented members of T' to be on teams of lower average quality
than talented members of S. As a result, with Equal Treatment, qualified S will receive
greater compensation than qualified T. Splitting can also occur when members of T are
primarily hired via outreach. For example, suppose that a company has been trying to form
a team to work on a difficult or low prestige task (e.g., Fortran code maintenance). All of the
talented candidates in S pass on the job offer because they are confident they can do better,
so HR reaches out more aggressively to candidates in T'. These candidates may be more
willing to take the job because they are less confident about their other options. Thus, even
without an explicit policy in place to choose minority candidates to be the singular most
qualified member on a less qualified team, these situations can still arise from the interactions
between the hiring procedure and the job market.

» Remark 33. The motivation for both of these policies could be malicious, and determining
whether the stated goals or justifications were legitimate aims of the policy would be difficult.

One may imagine that these issues could be addressed by ensuring that qualified members
of T and qualified members of S appearing on teams with similar average quality. However,
a malicious company can still cause members of 1" to receive lower compensation.

» Example 34 (Adversarial ranking). Suppose that the company did not want any member
of the T to be chosen for promotion or wished to depress their compensation relative to
the members of S. The company decides to choose teams such that, for each team, there
is a correspondence between the members of T" and S included in the team, such that the
members of S are almost always more talented than their counterparts in T. (Given the
equal distribution of talents of 7" and S, there may be an excess member of T that is allowed
to be the most qualified, but this is a singular case.) More formally, the company chooses
from Cogv.ranking =1{C €C[3IG:CNT = CNSst. Yue CNT, qu < qa(u) }-

“Adversarial Ranking” is particularly catastrophic for T for Promotion or Stack Ranking
if the hard cutoff (not intra-cohort individually fair) versions are used. Although ensuring
intra-cohort individual fairness helps, members of T' will always be seeing depressed levels
of promotion, higher levels of firing, and lower levels of compensation except in the case of
Equal Treatment. Thus “Adversarial Ranking” keenly illustrates that average team quality
is not sufficient to ensure that individuals are truly being treated fairly in cohort-based
pipelines. We stress that Adversarial Ranking can also be efficiently achieved using the
procedure described in Appendix C.3 of the full version.
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Sample Cohorts

To illustrate these issues, we include Figures la and 1b to compare the example scoring
functions for a pair of cohorts, demonstrating the issues outlined above.

(a) Bonus score function comparisons for two
cohorts, each containing five individuals of
varying qualifications. Cohort 1 has an aver-
age qualification of 0.6, and Cohort 2 has an
average qualification of 0.4. In the fixed pool
bonus, a total pool of 100 is split between the
members of the cohorts. The same optimiza-
tion is used for both cohorts, that is according
the maximum possible bonus to the most qual-
ified individual(s). Notice that in Cohort 1,
Alice and Eve have to share the top bonus (35
each), but in Cohort 2, Frank doesn’t have
to split the top bonus (57). Notice also that
George and Julia receive higher bonuses than
Bob and Charlie, even though they are (much)
less qualified. On the other hand, in the equal
bonus setting Frank receives a lower bonus
than both Alice and Eve, even though he’s
equally qualified.

Quali- | Fixed Equal Quali- | Pro- Stack Stack
fication | Pool Bonus fication | motion | Rank Rank
Bonus (IF) (exact,
not IF)
Cohort 1 Cohort 1
Alice 0.8 35 60 Alice 0.8 35% 0 0
Bob 0.7 25 60 Bob 0.7 25% 10% 0
Charlie 0.5 5 60 Charlie 0.5 5% 30% 0
Dan 0.2 0 60 Dan 0.2 0 60% 1
Eve 0.8 35 60 Eve 0.8 35% 0 0
Cohort 2 Cohort 2
Frank 0.8 57 40 Frank 0.8 57% 0 0
George 0.6 36 40 George 0.6 36% 0 0
Harriet 0.1 0 40 Harriet 0.1 0 43% 1
Ivan 0.2 0 40 Ivan 0.2 0 33% 0
Julia 0.3 7 40 Julia 0.3 7% 24% 0

(b) Promotion score function comparison of the co-
horts from Figure la. The promotion policy attempts
to maximize the probability of promotion for the most
qualified individuals, subject to the individual fairness
constraints and that the expected number of promo-
tions is 1. In this case, essentially the same observations
apply as in the fixed pool bonus setting. In the case
of Stack rank, both cohorts are optimized to maximize
the probability of placing the least qualified person on
a performance plan. Notice that Dan is much more
likely to be placed on a performance plan than the
equally qualified Ivan, due to the larger number of less
qualified individuals in Cohort 2. Although it might
seem that the exact stack rank policy, rather than the
individually fair version, would be less likely to have
this problem, in fact in this case Dan is still treated
differently than Ivan.
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1 Introduction

Definitions of fairness, for example, in the context of accept/reject classification algorithms,
mostly fall into two main categories: group fairness definitions are requirements on various
forms of statistical equality in the treatment of disjoint demographic groups; individual (or
metric) fairness requires that individuals that are similar with respect to the classification
task at hand should be treated similarly by the classifier. Although intuitively appealing,
group fairness definitions suffer from internal inconsistency and incompatibility [4, 3, 21, 1].
(See also [27].)

On the other hand, individual fairness requires a task-specific similarity metric, which
may be difficult to find.! Counterfactual Fairness, proposed by Kusner et al. in 2017 [22],
is an approach to capturing individual fairness via counterfactual reasoning as put forth
by Pearl [28]. Counterfactual fairness seeks to prevent discrimination based on protected
attributes, such as race or sexual preference, by requiring that individuals’ outcomes “would
have been” the same in a counterfactual world in which these attributes have different
values. To make such an assertion, the definition relies on a causal model that captures the
ways in which these attributes influence other attributes relevant to classification. Thus, to
evaluate whether a predictor for loan default is counterfactually fair for sexual orientation,
one would construct a causal model reflecting the relationships between sexual orientation
and the features weighed by the predictor, and then determine whether the predictions are
inappropriately dependent on orientation. In this definition, the causal model replaces the
metric as the specification of fairness. The classifier is evaluated for fairness in the context
of the causal model just as in metric fairness the classifier is evaluated for fairness in the
context of the metric.

As widely noted, and partially addressed in later work (Kilbertus et al., 2019 [18]), this
approach suffers from the fact that different data generation models can give rise to the same
distribution on outcomes. In particular, a blatantly unfair classifier can satisfy the definition
when paired with a suitably contrived model, showing that the choice of model is itself a
vector for unfairness.

More generally, the maxim “All models are wrong but some models are useful” highlights
the dangers of a fairness definition that evaluates a classifier in the context of a stated model:
What are the semantics of having the (model, classifier) pair satisfy the definition when the
model is wrong (which is always the case!)?

To complete the counterfactual fairness approach (among others), one might assume the
existence of an expert that can judge whether or not a classifier is “truly fair” in a given
context. For example, a domain expert may reject a (causal model, classifier) pair for home
loan decisions that satisfies the technical definition of counterfactual fairness but in which
the model has been contrived to use zip code instead of race in order to obfuscate racial bias.
In this work we investigate what can be learned by interacting with such an expert.

L See, however, the recent proposal of [11].
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We abstract the problem by instantiating “true fairness” (and the expert who knows
what this is) via an oracle that holds a collection 7 C {0, 1}/ of vectors specifying the
classification outcome for each individual in the universe X of possible individuals?. Each

t € T corresponds to a classifier that the oracle considers to be fair, at least in some context.

As an example, one might imagine that the oracle has access to the true data generation
model, and it evaluates classifiers in this single context.

Our principal conceptual result is an (inefficient) extraction procedure that learns the
underlying truth (collection 7°) held by the oracle under the assumption that the contexts
of interest are of bounded size. Once the assumption is cleanly stated it is not surprising
that 7 can be extracted by brute force, so this first contribution is the conceptual framing
of the problem (Sections 2 and 3). This result makes no assumptions about the set of fair
classifiers accepted by the oracle, nor about the particular context(s) that make the oracle
accept a classifier. We extract the full set of classifiers for which there exists some context
that makes the oracle accept.

Under the assumption that counterfactual fairness (or any other causality-based definition,
such as path-specific effects [26]), combined with the true causal model (or an appropriate
approximation), genuinely captures fairness, our results imply that one can extract, from
an oracle with access to the true model, a coarse metric for individual fairness. This holds
because every classifier induces a coarse metric in which those receiving positive decisions

are at distance zero from one another, and similarly for those receiving negative decisions.

(See Remark 1.)

We then turn to weak oracles, which solve a more relaxed promise problem. Each weak
oracle @ is a relaxation, based on a given notion of closeness of classifiers, of a strong
oracle, O. Weak oracles always accept the (context, classifier) pairs accepted by their strong
counterparts, but only reject (context, classifier) pairs where the classifier is “far” from an
accepted classifier for the given distance notion.

We consider two types of closeness in defining weak oracles: Hamming distance, where
the reconstruction problem is straightforward, provided the members of T are sufficiently
separated®, and an asymmetric transportation cost C that does not satisfy the triangle
inequality. Our transportation cost is closely related to individual fairness: C(¢ — ¢) captures
the number of pairs of individuals that are treated similarly in ¢ but differently in c¢. In
essence, the transportation cost notion requires less of the oracle: §-weak oracles* with this
notion of distance may not know how individuals should be treated for the task at hand,
but may have a sense of who should be treated similarly to whom. This lack of decisiveness
on the part of the oracle makes extraction much more difficult. Not only does it lead to a
transportation cost that is not even a distance function, but it also limits what can possibly
be extracted even if § = 0: under this notion, the distance between a classifier and its
complement is 0! ® In consequence, rather than aiming to extract the set of fair classifiers,
we extract a set of fair partitions, where each partition specifies which individuals are similar
to each other. The partition can also be viewed as a coarse metric.

We focus on the case of binary, deterministic classifiers. Such a classifier can only satisfy individual
fairness if for all individuals u,v, d(u,v) € {0,1}, where d is the task-specific metric. In Remark 1 we
discuss amplification of this technique to a richer class.

Much as it is possible to learn a mixture of Gaussians provided the means are sufficiently far apart.
Oracles only guaranteed to reject classifiers at distance greater than § from all t € T.

Our techniques apply to a symmetrized version of C(¢t — ¢), defined by the fraction of pairs of individuals
that disagree between t and ¢ (Section 3). This case is, in fact, easier than the transportation cost.

8:3
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Our principal technical result is a high fidelity extractor in the transportation cost model,
under a mild technical constraint on the weak oracle’s conception of fairness. For t € T,
define t"?(x) = 1 — ¢(x) for all z € X. The assumption is: for ¢+ € T for which the weak
oracle rejects t11P it also rejects all classifiers very close (in Hamming distance) to 1P,

Interpretability

Our results have implications for interpretablity — a highly desired but poorly defined property
of classification systems that endeavors to permit a human arbiter to reject classifiers deemed
to be “unfair” or illegitimately derived. If “interpretability” permits a knowledgeable human
to distinguish truly fair from truly unfair classifiers, then there is a procedure to extract from
the human information a measure of similarity for pairs of individuals. Roughly speaking, we
can get our hands on a metric, even when the closeness notion for classifiers is the Hamming
distance on their vector representation, which is unrelated to metric fairness!

» Remark 1. In this work, the “metric” we extract from the oracle is crude: all distances
are either 0 or 1. Metrics of this type can be amplified to yield a richer class of metrics by
considering a collection of oracles with varying tolerance for unfairness. For example, given a
metric d : X x X — [0, 1], we can instantiate k approximations {d},...,d,} of d such that
di(u,v) := 1if d(u,v) > % and 0 otherwise. Given access to an oracle for each threshold,
we can apply the extraction procedure multiple times to (approximately) recover this set of
{0, 1}—metrics. The recovered collection can then be combined to form an approximation
of d, using the threshold combination procedure developed in [11]. See also [8, 12, 14] for
demonstrations of the usefulness of coarse metrics.

Related Work

There is a vast literature on algorithmic fairness. The theory of algorithmic fairness was first
studied by Dwork et al. in 2012 [4]. In addition to defining individual fairness, this work
noted that sensitive attributes may be holographically embedded in the data, showed the
benefits of utilizing, rather than trying to suppress, the sensitive information; showed the
power of Individual Fairness when given a metric; examined the group fairness property of
demographic parity and gave examples motivating its dismissal as a fairness solution concept,
and provided a metric-based approach to Fair Affirmative Action. Earlier work suggested
concrete approaches based on training on a modified dataset in which the proportion of
positive labels is equal in disjoint demographic groups, in the hopes that a classifier trained
on these new labels will imbibe the group fairness properties of the training data [29, 15].
A second approach added a regularization term to the classification training objective to
quantify the degree of bias or discrimination [16, 2]. Subsequent work saw heavy investment
in algorithms satisfying group-based criteria, even in the face of the negative results about
the compatibility of natural group fairness objectives [27, 3, 21, 17, 5]. Individual fairness,
predicated on access to a similarity metric, proceeded more slowly, although the literature
contains several works extending the theory [5, 30, 8, 20]. Recent work [11] combines
insights from HCI and computational learning theory to learn an approximation to a metric
known to a human arbiter with surprisingly few queries. An intriguing “middle ground”
enforces calibration (in the case of scoring functions [10]) simultaneously for large numbers
of intersecting subpopulations (see [6] for a treatment of fair rankings in this setting). A
variant of the multiple intersecting groups approach [17] enforces Equalized Odds [9] among
all pairs of groups simultaneously. An economics justification for Equalized Odds is put forth
in [13]. Equalized Odds and related candidate fairness criteria are criticized through the lens
of graphical models [1].
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Still other work employs deep learning to build fair representations of individuals that,
speaking intuitively, retain much useful information for classification or even transfer learning,
but “screen out” sensitive demographic information [31, 7, 25]. Finally, there is also a vast
literature on interpretability. See [24] for a discussion of what this might mean (and hurdles to
be overcome); the course notes of Lakkaraju [23] contain a wealth of examples and references
for this literature.

Our work was inspired by the elegant proposal of Counterfactual Fairness by Kusner,
Loftus, Russell, and Silva [22]. A related definition of fairness concentrates on path-specific
effects [26] (see also [19]). Kilbertus et al. design tools to assess the sensitivity of fairness
measures to unmeasured confounding for a popular class of noise models [18].

Organization

The rest of this paper is organized as follows. Section 2 introduces the definitions used in this
work. Section 3 states the main contributions and motivates our use of oracles. Section 4
describes our algorithms, and Section 5 concludes with a discussion of necessary assumptions.

2 Definitions

We consider a universe X of individuals, each represented by a vector of p attributes. We will
assume each vector of attributes represents a unique individual. Determining whether or not
the representation of the individuals is sufficient to permit fair classification is a fascinating
topic beyond the reach of this paper; here we assume an affirmative answer. Since our work
may be viewed as negative results, this assumption only strengthens the contribution.

A classifier maps individuals to {0,1}, C': X — {0,1}. It is often convenient to think of
classifiers as vectors ¢ € {0, 1}/*!, with ¢; € {0,1} being the classification of the ith individual
in some canonical ordering. We completely identify an individual and its index i, so we will
often write ¢ € X’ to denote the ith individual in this ordering.

It is sometimes convenient to think of a classifier as partitioning A into two groups
according to their classification outcomes. Unless otherwise specified, we use lower case
letters to denote classifiers and the corresponding upper case letter to denote the partition.
For a classifier ¢, we let ¢* = {i € X|c; =0} and ¢! = {i € X|¢; = 1}. We sometimes refer to
¥ as the Left Hand Side of the partition ¢, denoted LHS(c), and ¢! as the Right Hand Side,
denoted RHS(c). The flip of a partition is a swap of its left and right sides; in vector form,
AP =1—¢ je,VieX, cf-lip =1 —¢;. Constant classifiers have the property that for some
ve{0,1}, ¢i=v, Vie X.

It is also sometimes convenient to think of individuals in X" as vertices, and to think of
the classifier as a two-coloring of the complete graph on X (see Figure 1). Monochromatic
edges indicate pairs of individuals who are treated the same by the classifier.

Contexts and Valid Pairs

Many fairness notions require that classifiers be considered in some form of context. For
example, in the case of counterfactual fairness the context is given by a causal model 6. We

therefore abstract the notion of a fairness definition W as a set of (context, classifier) pairs.

5 See [1] for a general discussion of the need for context.

8:5

FORC 2020



8:6

Abstracting Fairness: Oracles, Metrics, and Interpretability

» Definition 2 (validity). If (Aw,c) € W then (A, c) is said to be a valid pair under W.
In our work W is typically fized, in which case we may simply refer to valid pairs.

Boundedness

We assume there is a procedure for enumerating all contexts, whose running time is a fixed
function of |X|. For example, we might consider the case in which the context is given by a
causal graph constrained to have a number of vertices linear in p (the number of attributes)
and the functions computed at each vertex can be described by circuits of size polynomial
in |X]. We note that without this assumption it is not even clear how to represent a context
Ayy for the purposes of determining whether or not some (A, c) € W.

Oracles

We view the fairness definition W as a filter, and hypothesize the existence of an oracle to
rule on the acceptability of valid pairs. A useful intuition, for example, with counterfactual
fairness in mind, is that the oracle knows the true data generation model A", and is willing
to accept exactly valid pairs (A ™, c) € W; alternatively, the oracle may be willing to accept
valid pairs (Ayy, ¢) whenever Ayy enjoys certain properties. However, we make no explicit
assumptions: Formally, the oracle is specified by a subset of W. It takes as input a valid
pair (A, t) € W and either accepts (O(Aw,t) = 1) or rejects (O(Aw,t) = 0).

» Definition 3 (Strong Oracle). A strong oracle is completely specified by the valid pairs that
it accepts.

It is convenient to name the collection of classifiers associated with acceptance by the strong
oracle, that is, to define 7 = {t € {0, 1}/XI|3 A4y, : O(Aw,t) = 1}.

Weak Oracles

Every weak oracle is a relaxation of a strong oracle. Weak oracles differ from their corres-
ponding strong oracles by relaxation of the conditions for acceptance: weak oracles will
accept whatever the associated strong oracles accept, but may also accept valid pairs.

» Definition 4 (§-Weak Oracle for Hamming distance). Fiz an arbitrary strong oracle O with
associated classifiers T. For 6 > 0 we say that Oy is a d-weak oracle relaxation of O, based
on the Hamming distance, if

1. Oy accepts all valid pairs accepted by O;

2. Oy rejects valid pairs whose classifiers are far (in Hamming distance) from all classifiers
in T: Let (Aw,c) € W. IfVt € T,dulc,t) > 0, then O(Aw,c) = 0. Here, for
u,v € {0, 1H¥ dy(u,v) = {i € X | us # v}

On the remaining valid pairs, Oy may behave arbitrarily.

The definition of a weak oracle based on transportation cost requires one additional
concept.

» Definition 5 (-faithfulness). For c,t € {0, 1}, we say that c is 6-faithful to t if

(ni)Zl{ti:tj,ci;écj}Sd (1)

i#]
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Figure 1 (Left) The (complete) labeled graph G 7" for an ordered pair of classifiers (u, v). There
is a vertex for each i € X'. Vertices are labeled with two-bit strings indicating their classifications

under u (first bit) and v (second bit). So vertices ¢ in the quadrant Ggs " have u; = v; = 0, vertices

U—>v

in Ggi~? have u; = 0 and v; = 1, and so on. The transportation cost C(u — v) is captured by the

number |Gg6 "] - |G| of edges between the 00 and 01 quadrants (a few drawn in blue on left)
uU—rv

plus the number of edges between the 11 and 10 quadrants (none drawn). For example, if i € Ggg
and j € G477 this says that the edge (i, ) was monochromatic (both vertices colored zero) in u
but is polychromatic in v (because v; = 0 # v; = 1). (Right) Illustration of Assumption 14(2): all
quadrants are substantial.

Note that faithfulness is not symmetric. Typically, we will consider faithfulness when c is
a candidate classifier and ¢ is an element of the set 7 associated with an oracle. J-faithfulness
suggests a natural transportation cost capturing the answer to the question, “Starting from ¢,
how many monochromatic edges in ¢ do we need to “break” when we transition to ¢?” We let
C(t — ¢) denote this transportation cost (Figure 1). This transportation cost is asymmetric
and does not satisfy the triangle inequality.

» Definition 6 (J-neighborhood). The d-neighborhood of a classifier t € {0, 1}1¥|, denoted
T's5(t), is the set of all ¢ € {0, 1}1¥! such that c is 6-faithful to t.

» Definition 7 (5-Weak Oracle for transportation cost). Fiz an arbitrary strong oracle O with
associated classifiers T. For § > 0 we say that O is a 6-weak oracle relaxation of O, based
on the transportation cost C, if

1. O accepts all valid pairs accepted by O; ¥( Ay, ¢) such that O(Aw,c) =1, O(Aw,c) = 1;
2. O rejects valid pairs whose classifiers are far (in transportation cost) from all classifiers

in T: Let (Aw,c) € W. IfVt € T,c ¢ Ts(t), then O(Aw,c) = 0.

There are no further constraints on oracles other than being deterministic. Note that there
may be many weak oracle relaxations of a given strong oracle O.

3 Main Contributions

Our principle contributions are extraction procedures that recover the underlying truth held
by oracles. Recall that a strong oracle is associated with a set T of classifiers. Formally, an
extraction procedure is a program that, using only access to an oracle O, outputs the list T
associated with O. Intuitively, one may imagine that this set arises from some ground truth
provided by the concept W. To illustrate, let VW be the notion of counterfactual fairness and
M the true causal model explaining actual functional relationships between all the relevant
variables for the task. An oracle may believe that all classifiers that satisfy the counterfactual
fairness definition with respect to this “true” causal model are indeed truly fair. Then, 7
equals the set of all counterfactually fair classifiers with respect to M. The data analysts

8:7
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have no knowledge of M whatsoever, but hope to learn about fair classifiers by interacting
with the oracle. We provide algorithms that achieve this goal — starting with the simpler
case of the strong oracle, subsequently moving on to weak oracles.

Recall that every strong oracle O has an associated set T of classifiers, such that
vt € T, Aw with (Aw,t) € W and O(Aw,t) = 1; O rejects all valid pairs (Ayy, ¢) with
c ¢ T. To begin with, we establish the following.

» Theorem 8. For any fairness notion W satisfying the boundedness condition, and for
any strong oracle O accepting a subset of W, there exists an extraction procedure interacting
with O whose running time is bounded by a function of |X|. The output of the extraction
procedure is the set T associated with O.

Under the assumption of bounded length contexts, Theorem 8 can be achieved simply
via exhaustive search, since our extraction procedures are allowed to be inefficient. The
primary contribution of this result is thus conceptual — that it is feasible to extract the ground
truth from O under our framing of the problem. In the spirit of prior examples, if W is
counterfactual fairness and 7 the set of all counterfactually fair classifiers with respect to the
true causal model (which we do not have any access to, but let’s say the oracle has complete
knowledge about), then in principle one can learn all of these classifiers. Note that each of
these is equivalent to a partitioning of the universe, and can therefore be viewed as a metric
(albeit a simple one). Intuitively, one can interpret the oracle as a highly knowledgeable
human expert with a deep understanding of the true underlying relationships between the
variables relevant for the task, but who is unable to enunciate them — however, the expert
is able to tell whether a classifier is fair or not by “looking” at it. Our result demonstrates
that, given access to such an expert, a systematic strategy can successfully learn all the
fair classifiers. Thus, in settings where learning the true causal model is extremely hard
(if not impossible), and hence, reliably implementing counterfactual fairness (or any other
causality-based notion) may be out of scope, our results suggest that developing efficient
query models to interact with human experts suffices for fair classification, since these directly
learn metric information from the expert (recall Remark 1).

While it is helpful to think of an all-knowing expert, who can accurately identify fair
classifiers and task-appropriate contexts, our framework can be applied to any expert. We
can also extract from an imperfect expert, e.g. one who can only reason about simple contexts,
and accepts a subset of the fair classifiers (or even accepts some unfair ones!). The better
the expert, the better the classifiers (or metrics) we extract will be.

Weak Oracles

A weak oracle accepts every valid pair accepted by a strong oracle; in addition, it rejects valid
pairs whose classifiers are far from all classifiers in 7. However, a weak oracle may behave
arbitrarily on the remaining pairs. Nonetheless, we are able to extract even when we do
not know how the oracle will behave on these remaining pairs, and this is a strength of our
framework. Since the oracle only provides fuzzy information, in the sense that it may behave
at will on several pairs, we can only hope to recover 7 up to some error. Different notions of
distance that determine what should be judged “far” lead to different instantiations of the
weak oracle. The conversation around the right notion of distance lies beyond the scope of
this paper. Here, we consider two notions, Hamming distance and transportation cost, and
provide algorithms in each case that approximately recover 7.
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Extraction from a Hamming distance based weak oracle

To begin with, we consider a natural distance measure — the Hamming distance. Recall that
any weak oracle is a relaxation of a strong oracle O with an associated set T of classifiers. A
weak oracle @ based on the Hamming distance accepts any valid pair accepted by O, and
rejects a valid pair (Ayy,c¢) for which dy(c,t) > § for every ¢t € T, and otherwise behaves
arbitrarily. Recovery of an approximation to the elements in 7T is then trivial (via exhaustive
search) as long as any two elements ¢, u € T satisfy dp(¢,u) > 46. (Details omitted.)

Extraction from a transportation cost based weak oracle

Our primary technical contribution is an extraction algorithm that approximately recovers

elements of 7 from a weak oracle based on the transportation cost C(t — ¢) (Definition 7).

Theorem 9, stated next, says that the Sharp Extraction Algorithm (Algorithm 3, Section 4)
produces a list of classifiers, each of which corresponds to a unique member of 7. Recall
that for any classifier ¢, ¢® = {i € X|¢; = 0} and ¢! = {i € X|c; = 1}.

» Theorem 9. Suppose O is a strong oracle with an associated set T of classifiers, and O
is a 0-weak relazation of O under the transportation cost C(t — ¢) (Definition 7). Then
under Assumption 14, the list of classifiers (Pi,..., Pp,Q1,...,Qm) obtained from Sharp
Extraction (Algorithm 3, Section /) satisfies the following: Fiz any index j. There exists
t €T such that

Pjo ct® (or th) and le ct' (resp. %), (2)
simultaneously,
Tj — )T} — 20
PNt (resp. 1)< | ————|n, and
J 2
7j— /T — 20
1Q;° Nt (resp. t°) < —s ™ (3)

Above, T; = |t°/n and 7; = 1 — ;. For classifiers P;,Q; and Py, Q) with different indices,
the corresponding elements of T that satisfy the aforementioned property are also different.

Sharp Extraction precisely pins down the elements of 7 up to a small error margin as
specified by (3). The smaller the value of §, the lower the overall error. In general, for every
t € T, Sharp Extraction recovers nearly as many members of t and ¢! as possible (without
recovering the exact classification outcomes). To see this, observe that the fraction of pairs
of individuals that P; erroneously splits in two groups, when they belong to the same group
in the underlying element of 7, can be bounded by

T —\/T] =20 T4\ /T =20 Tj— /TP — 20 Tj— /T +20
=J.

2 2 + 2 2

Since O is a d-weak relaxation of @, intuitively, one cannot hope to accurately cluster
additional pairs of individuals from this weak oracle model, suggesting that Sharp Extraction
achieves the best we may hope for in such a setting.
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Extraction from a weak oracle based on a symmetrized transportation cost

Extraction algorithms can also be developed for weak oracles based on the symmetrized
version of the transportation cost

C’(u+v):=

(711)Z[l{ui:uj,vi;évj}—&—l{ui;éuj,vi:vj}]. (4)
2/ i#j

A weak oracle O based on this notion accepts any valid pair accepted by its associated strong
oracle O, and rejects any valid pair (Ayy, ¢) for which C*(t <+ ¢) > § for every ¢t € T. This
case is, in fact, easier to handle than the asymmetric version. Thus, algorithms that work
for weak oracles based on the asymmetric transportation cost can be simplified to suit the
needs of a weak oracle based on the symmetrized version (4).

Conclusion

Classification algorithms cannot be evaluated for fairness without taking context into account.
Several works in the fairness literature posit the existence of fair and wise human judges,
and the ability of humans to recognize unfairness when they see it seems to be a linchpin of
interpretability. We have explored what can be learned from a fairness oracle that evaluates
(context, classifier) pairs satisfying a definition of fairness, accepting or rejecting according
to a hypothesized fairness “truth”. The oracle abstraction captures any human judge, or
algorithm, or benchmark test; the extraction procedures described here do not need to
“understand” the oracle’s decisions. Even so, the procedures produce rudimentary metrics for
the classification task at hand. The procedure can be amplified to improve the expressive
power of the metric. These existence proofs are evidence for the conjecture that a metric is
always at the heart of fairness.

Metrics can be combined with arbitrary loss functions to obtain individually fair classifiers
satisfying a wide range of objectives [4]. Metrics learned on a sample of the population can
sometimes be generalized to unseen examples [11]. An efficient metric extraction procedure
would mean that it is essentially no harder to find a metric than to build good causal models
and accompanying classifiers. This is an exciting direction for future research.

4 Extraction Algorithms

This section summarizes our extraction algorithms and key ingredients used therein.

» Definition 10 (§-Balanced classifier). A classifier c is said to be §-balanced if both |c°| >

V20|X| and |ct| > V20| X].

We let B denote the set of all §-balanced classifiers of X'; henceforth, we simply call these
the balanced classifiers.

Two classifiers are said to be aligned if they have relatively few disagreements. Recall
that, for a classifier ¢ € {0,1}/%I, ¢® = {i|¢; = 0} and ¢! is defined analogously.

» Definition 11 (Close alignment). Classifiers p and q in {0,1}/*! are in close alignment if
PNt 1e N ptll < \/31X1.
Furthermore, define the following sets (Figure 1) for any v, ¢ € {0, 1}1¥,

o = {ilvi=0,e, =0}, Gg* = {ifvi = 0., = 1}, (5)
le(;)c:{l“h = 1,Ci :0}, lelg)ci{l.‘l}i :1761‘: 1} (6)



C. Dwork, C. llvento, G. N. Rothblum, and P. Sur

The proof of Theorem 9 and the description of the algorithms require the following lemma.

» Lemma 12. Let u,v be arbitrary balanced classifiers accepted by the weak oracle O in
Theorem 9. Then exactly one of the following must hold:

1. There exists t € T such that u,v € T's(t). In this case,
min{|Gg, 7", |G} < V2on < min{|G{57"|, G{{}. Situation A

2. There does not exist any t € T such that u,v € T's(t). In this case, there must exist
t1,ta € T such that ty # t;hp, u € Ts(t1),v € T5(ta), and that at least one of the following
holds

min {|Gg, "1, G0} > V26n, min {|G{,7"], G177V} > V20n. Situation B

Our main algorithm, Sharp Extraction, builds on Fuzzy Extraction, presented in Al-
gorithm 1.

Informal Description of Fuzzy Extraction Algorithm

The fuzzy extraction algorithm seeks to associate candidate classifiers ¢ with elements of
T, roughly, guided by the transportation cost C(t — ¢). In particular, the algorithm aims
to recover I's(t) for each ¢t € T. As with the reconstruction from a strong oracle, by the
boundedness requirement for contexts, we can find V = {c¢ € {0, 1}1*1 | 34y : O(Aw,c) =
1} by enumeration. The algorithm starts by finding V. The algorithm then prunes out all
unbalanced classifiers, setting Vg = V N B. This is the starting point for recovering 7, the
classifiers associated with the strong oracle @ of which O is a relaxation.

At a high level, Fuzzy Extraction works as follow: for an arbitrary pair u,v € Vg, the
algorithm checks whether v and v are both in T's(t) for some ¢ € 7. From Lemma 12, this
can be detected simply by inspection, that Situation A holds. If so, the algorithm clusters u
and v into the same group, and otherwise, to different groups. In this manner, the algorithm
builds up a collection of sets, each of which contains classifiers that are all in T's(t) for some
teT.

In addition, the algorithm takes special care to track when u, v € Vi are in close alignment
(Definition 11; roughly speaking, they are closely aligned if they are close in Hamming
distance). Using this information, the algorithm builds a collection of sets, which we call
orbits, such that each set contains classifiers in close alignment with some ¢ € T (or with ¢fiP,
where ¢t € T). Thus, for each ¢t € T, Fuzzy Extraction produces (1) an orbit containing ¢ and
elements in close alignment with ¢, and, (2) an orbit consisting of elements in close alignment
with ¢! (but not necessarily containing ¢%iP).

Implications of Fuzzy Extraction Algorithm

The Fuzzy Extraction algorithm teases apart whether any two balanced accepted classifiers
belong to the d-neighborhood of the same or different elements of 7. Note that, O provides
relatively vague information — there could be a large number of valid pairs on which O
behaves arbitrarily. In the full paper, we establish that despite such imprecise information,
Fuzzy Extraction distinguishes d-neighborhoods of different elements of 7 successfully, and
recovers all balanced accepted members of the neighborhoods.

8:11
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Algorithm 1 Fuzzy Extraction.

input :The universe X and an oracle O .
output: A collection of 2|7 disjoint subsets of {0, 1}*].
Find V = {c € {0,1}/*¥ | 34y : O(Ay,c) =1}. Construct Vg =V NB. Set
{=1;
while Vi # ¢ do
Choose a classifier ¢; from Vg and set Orb, := {¢;}. If c?ip € Vg, set
Orb; = {c?ip}, else set Orbj, = ¢;
for c € Va\{c¢/} do
if CheckSituationA(cg,c) =“Situation A holds” then
if G§E7°¢ > V20X > GEI7° then
update

Orb, = Orb, U {C}, Vi = VB\{C},
and if P € Vi, update
Orb) = Orb, U {c"P}, Vi = Vi\{"P};

else
update

Orbj, = Orb, U {c}, Vi = Vz\{c},
and if ¢M'P € Vi, update

Orb, = Orb, U {P}, Vi3 = Vi\{cP}.

end
end
end
Set Vg = VB\{CK}, L=0+1;
end

Return Orby,...,Orby_1,0rby,...,Orb; ;, and additional sets
Orb, = {(¢; = 1,Vi € X)} Orb;, = {(¢; = 0,Vi € X)}, whenever a constant
classifier is in V.

Algorithm 2 CheckSituationA: Checks whether Situation A from Lemma 12 holds.

input :An ordered pair of classifiers (c,u) € {0,1}*1.

output : Either “Situation A holds” or “Situation A does not hold”.

i min{|G; ), |G} < VEBX < masx{|Gg;|. |G}

and

min{|G{™|, |G} < V26X < max{|G{;""|,|G{1”"|} then
| return “Situation A holds”

else
| “Situation A does not hold”

end
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Intuition for the Sharp Extraction Algorithm

We now focus on the Sharp Extraction algorithm. Fix a strong oracle O with associated set
T of classifiers, and let O be a d-weak relaxation of ©. Run Algorithm 1 with weak oracle O
to obtain a collection of orbits.

For this informal discussion, fix ¢ € 7 and let Orb be the orbit from Algorithm 1 that
contains t, possibly together with some classifiers in close alignment with ¢. Algorithm 3
applies a screening procedure to the elements of each orbit. Applied to the members of Orb,
the procedure may screen out some v € Orb, meaning that it determines definitively that
u ¢ T, but other vectors v € Orb may remain; in particular, ¢ will remain.

The screening procedure invokes a primitive MergeOnes (Definition 13) with the key
property that Yo € Orb, MergeOnes(t,v) € Orb. Thus, to test if v € Orb is a valid
candidate for ¢, the algorithm tests whether MergeOnes(u,v) € Orb for all u € Orb.

Algorithm 3 Sharp Extraction.

input : The universe X and the O considered in Theorem 9.
output: A list Py,..., Py, Q1,...,Q,, of classifiers of the universe X.

Run Fuzzy Fxtraction with the inputs X and O. Let
Orby,...,Orb,,, Orb’l, R Orb;n denote the output. For j =1,...,m, define
I, 15,0y, I = .
for j=1,...,mdo
for c € Orb; do
if for all ¢ € Orb;, MergeOnes(c,¢’) € Orb;, update II; =II; U c ;
if for all ¢ € Orb;, MergeZeros(c,c’) € Orb;, update I'; =T, Uc ;
end
for ¢ € Orb; do
if for all ¢” € Orb’;, MergeZeros(¢/,¢’) € Orb];, update ITj = II; U ¢/ ;
if for all ¢’ € Orb;-7 MergeOnes(c/, ¢”) € Orb;-, update I'; =T, U ¢/;
end

end

for j=1,...,mdo

set u; = MergeOnes(I1;), v; = MergeZeros(II’;), w; = MergeZeros(T';), z; =
MergeOnes(I'), and define

U if ;0] > |v,;t w; if [wl]| > |20
Pj_{] 0, 2 o] Qj_{J ! > [l

U?ip if vt > |us”| m?ip if |29] > [w;|

end
Return Py, ..., Py, Q1, ..., Qm;
// The classifier ¢ with Pjo C and le C¢l accurately recovers to,t1

(or [tﬂip]o,[tﬂip]l) upto a small error margin (Theorem 9).

Let In C Orb be the subset of Orb screened in. Let us arbitrarily name these ele-
ments uy,us, ..., ur. If there is exactly one element in In, then u; = ¢. This is excellent:
the algorithm found an element of 7. Consider now the more general case of multiple
elements. Choose any ordering of In, say, (u1,us,...,ug). Then since u; € In, we have
w = MergeOnes(u1,uz) € Orb. Now, since ug € In, MergeOnes(w, u3) € Orb. We can
continue in this way until we have merged in uy, and we see by induction that at every step
the merge remains in Orb.

8:13
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MergeOnes is commutative and associative, so we can assume without loss of generality
that u; = t, which will simplify the description of the properties of the merging of all the
classifiers in In. We first define the operation.

» Definition 13 (MergeOnes). For a set of classifiers C = {c1,...,ck}, define the MergeOnes
operation applied to C by MergeOnes({c1,...,cr}) to be a new classifier w such that

w! = Uje[k]cjl, w® = X\w' (7)
MergeZeros is defined analogously and denoted MergeZeros({c1,...,ck}).

Let w = MergeOnes(t, u) for an arbitrary u € {0, 1}/*!. Then w' contains all the elements
with positive classification under ¢ (and other elements that are positive under ). Since w®
contains none of these, we have that w® C 0.

Let w = MergeOnes({u € In}). Then by the above reasoning also for this w, we have
w? C 0. To argue that w? recovers most of t°, we show that t° N w! must be small. This
follows from the fact that w € Orb, as argued above. This ensures that t° N w?, is in fact,
large. A similar reasoning applies to the MergeZeros procedure, which is used to create
another subset In’ C Orb with the property that 1\/IergeZeros(In/)1 has a large intersection
with ¢1.

In its final phase, still focusing on a single ¢ and its corresponding orbit Orb, the algorithm
combines the left side of the output of the MergeOnes procedure and the right side of the
output of the MergeZeros procedure to create a classifier that substantially agrees with ¢
(for elements i ¢ (MergeOnes(In))" U (MergeZeros(In/))1 it assigns an arbitrary value). This
completes the high level intuition for the Sharp Extraction algorithm. Theorem 9 provides
the formal guarantees.

5 Discussion on Assumptions
Our main theorem relies on the following crucial assumption regarding the structure of 7.

» Assumption 14. Assume that every t € T obeys the following structure.

1. Everyt € T that is not a constant classifer, must be 4§-balanced.

2. For any t,u € T, if t"P £ u, then at most one of G{;*%, GEY, G and G can be
empty. Furthermore, whenever one of these sets is non-empty, it must contain strictly
more than 2v/20X elements (Figure 1).

3. For every t € T such that tT° ¢ T, let O(Ayy,c) = 0 whenever ¢ is in close alignment
with 1P,

We provide some intuition for the assumptions, deferring details to the full paper. Note
that, if ¢ € T is imbalanced, then most ¢ € T's(t) will also be imbalanced. However,
imbalanced classifiers are problematic: they belong to d-neighborhoods of more than one
t € T, even when these are far apart. The presence of several imbalanced classifiers confuses
our algorithms. By requiring that all ¢ € 7 be well balanced ( Assumption 14(1)), we ensure
that sufficiently many c € I'5(t) are also balanced.

To recover T, our algorithms need to tease apart the following situations for any two
classifiers u, v € {0, 1}1¥]: (a) 3t € T such that u,v € T5(t), and (b) # € T such that u,v €
[s(t). Our intuition is that if elements of 7 are well-separated as defined via transportation
costs, then this should be possible; however, our proof requires Assumption 14(2) that implies
separation but is not equivalent. We do not know if this stronger condition can be relaxed.
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Finally, for any ¢ € T, the flipped classifier t!'P may or may not belong to 7. But, the

neighborhoods of ¢ and ¢ are identical — this creates additional challenges when t € T but
P ¢ T Assumption 14(3) protects from complications arising in this case.
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—— Abstract

We investigate the problem of designing optimal classifiers in the “strategic classification” setting,
where the classification is part of a game in which players can modify their features to attain a
favorable classification outcome (while incurring some cost). Previously, the problem has been
considered from a learning-theoretic perspective and from the algorithmic fairness perspective.
Our main contributions include
Showing that if the objective is to maximize the efficiency of the classification process (defined
as the accuracy of the outcome minus the sunk cost of the qualified players manipulating their
features to gain a better outcome), then using randomized classifiers (that is, ones where the
probability of a given feature vector to be accepted by the classifier is strictly between 0 and 1)
is necessary.
Showing that in many natural cases, the imposed optimal solution (in terms of efficiency) has
the structure where players never change their feature vectors (and the randomized classifier is
structured in a way, such that the gain in the probability of being classified as a “1” does not
justify the expense of changing one’s features).
Observing that the randomized classification is not a stable best-response from the classifier’s
viewpoint, and that the classifier doesn’t benefit from randomized classifiers without creating
instability in the system.
Showing that in some cases, a noisier signal leads to better equilibria outcomes — improving both
accuracy and fairness when more than one subpopulation with different feature adjustment costs
are involved. This is particularly interesting from a policy perspective, since it is hard to force
institutions to stick to a particular randomized classification strategy (especially in a context of
a market with multiple classifiers), but it is possible to alter the information environment to
make the feature signals inherently noisier.
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1 Introduction

Machine learning algorithms are increasingly being used to make decisions about the in-
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adapt their data so as to be classified desirably. For example, if a student is aware that
a university heavily weighs SAT score in their admission process, she will be motivated
to achieve a higher SAT score either through extensive test preparation or multiple tries.
Such efforts by the students might not change their probability of being successful at the
university, but are enough to fool the admissions’ process. Therefore, under such “strategic
manipulation” of one’s data, the predictive power of the decisions are bound to decrease.
One way to prevent such manipulation is by keeping the classification algorithms a secret,
but this is not a practical solution to the problem, as some information is bound to leak
over time and the transparency of these algorithms is a growing social concern. Thus, this
motivates the study of algorithms that are optimal under “strategic manipulation”. The
problem of gaming in the context of classification algorithms is a well known problem and is
increasingly gaining researchers’ attention, for example, [8, 1, 9, 16, 4].

[2] and [8] modeled strategic classification as a Stackelberg competition— the algorithm
(Jury) goes first and publishes the classifier, and then the individuals get to transform their
data, after knowing the classifier, incurring certain costs to manipulate. The individuals
would manipulate their features as long as the cost to manipulate is less than the advantage
gained in getting the desirable classification. We assume that such manipulations don’t
change the actual qualifications of an individual. A natural question is: what classifier
achieves optimal classification accuracy under the Stackelberg competition? These papers
considered the task of strategic classification when the published classifier is deterministic. We
study the role of randomness (and addition of noise to the features) in strategic classification
and define the Stackelberg equilibrium for probabilistic classifiers, that assigns a real number
in [0, 1], to each individual and a classification outcome o, representing the probability of
being classified as o.

As higher SAT scores are preferred by a university, the students would put an effort in
increasing their SAT score, thereby, forcing the university to raise the score bar to optimize
its accuracy (under the Stackelberg equilibrium). Due to this increased bar of acceptance,
even the students who were above the true cutoff would have to put an extra effort to
achieve a SAT score above this raised bar. And this effort is entirely the result of gaming
in the classification system. We define the cost of strategy for a published classifier to be
the total extra effort, it induced, amongst the qualified individuals of the population. Then,
we define the efficiency of a published classifier to be its classification accuracy minus the
cost of strategy under the Stackelberg equilibrium. A natural question here is: what classifier
achieves the optimal efficiency? The efficiency of a published classifier represents the total
impact of the classifier on all the agents in the Stackelberg equilibrium.

In normal classification problems it is never a good idea to use randomness, since one
should always adhere to the best/utility maximizing action based on the prediction. Just as
in games, randomness may lead to better solution in strategic classification, the paper aims
to start understanding tradeoffs between efficiency losses due to randomness and efficiency
gains through better equilibria induced by the randomized classifier.

Gaming in classification adds to the plethora of fairness concerns associated with classi-
fication algorithms, when the costs of manipulation are different across subpopulations. For
example, a high weightage of SAT scores (for university admissions) favors the subgroups of
the society that have the resources to enroll in test preparation or attempt the test multiple
times. Further, varying costs across the subpopulations can lead to varied efforts put by
identically qualified individuals, belonging to different subpopulations, to achieve the same
outcome. [16] and [9] study the disparate effects of strategic classification on subpopulations
(we will discuss these papers more in the related work section). [9] observes that a single
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classifier might have different classification errors on subpopulations due to the varying cost
of manipulations. We also study the effect of strategic manipulation on the classification
errors across subpopulations and how randomized classifiers or noisy features may reduce
the disparate effects.

Strategic classification is a well known problem and there has been research in many other
aspects of strategic classification, for example, learning the optimal classifier efficiently when
the samples might also be strategic [8, 4], mechanism design under strategic manipulation
[3, 5, 12], and studying the manipulation costs that actually change the inherent qualifications
[14, 15]. The focus of this paper is theoretically demonstrating the role of randomness and
noise in the strategic setting.

1.1 Our contributions

Above, we talked about how strategic manipulation can deteriorate the classification accuracy
and lead to unfair classification. We investigate the different scenarios of the classification
task that help in regaining the lost accuracy and fairness guarantees. Our entire work is
based on one-dimensional feature space.

1.1.1 Randomized classifiers

Firstly, we formulate the strategic classification task, when the published classifier is ran-
domized. Instead of publishing a single binary classifier (for 2 classification outcomes, 0 and
1), the Jury publishes a distribution of classifiers and promises to pick the final classifier
from that distribution. Another interpretation is that the Jury assigns a value in [0, 1] to
each feature value, which represents the probability of an individual with this feature being
classified as 1. The individuals manipulate their features, after knowing the set of classifiers
but not the final classifier, incurring certain costs according to the cost function.

Not surprisingly, we show through examples that a probabilistic classifier can achieve
strictly higher expected accuracy and efficiency than any binary classifier under strategic
setting. Note that, without any strategic manipulation, a randomized classifier has no
advantage over deterministic classifiers in terms of classification accuracy. The intuition is as
follows: using randomness, the Jury can discourage the individuals from manipulating their
features by making the advantage gained by any such a manipulation small enough.

For simple cost functions, we then characterize the randomized classifier that achieves
optimal efficiency. We prove that such a classifier sets the probabilities (of being classified
as 1) such that none of the individuals have an incentive to manipulate their feature. Given
two features x and 2’ in the feature space, let ¢(x,2’) denote the cost of manipulating one’s
feature from x to z’. Informally, we say a cost function c is simple when all the costs are
non-negative, the cost to manipulate to a “less” qualified feature is 0, and the costs are
sub-additive, that is, manipulating your feature z directly to z” is at least easier than first
manipulating it to 2’ and then to z”. The characterization theorem, stated informally, is as
follows:

» Theorem 1 (Informal statement of Theorem 3). For simple cost functions, the most efficient
randomized classifier is such that the best response of all the individuals is to reveal their
true features.

This characterization, in addition to being mathematically clean, allows us to infer the
following: let A and B be two subpopulations (identical in terms of qualifications) such
that the costs to manipulation are higher for individuals in A than in B, then the optimal
efficiency obtained for the subpopulation A is greater than that in B.
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1.1.2 Obstacles to using a randomized classifier

Till now, we have argued the benefits of using a probabilistic classifier. However, the degree to
which it is possible to use or commit to a randomized strategy varies depending on the setting.
There are two main drivers impeding the implementation of the most efficient Stacklberg
equilibrium. Firstly, in many real-life classification settings, it might be unacceptable to
use a probabilistic classifier, for example, due to legal restrictions (applicants with identical
features must obtain identical outcomes). Secondly, for the more complicated scenario with
multiple classifiers (such as college admissions), the effect of each Jury on the overall market
is small, hence, diminishing the incentive to stick to a randomized strategy “for the benefit
of the market as a whole”. Informally, the best response of a single Jury, when the other
classifiers commit to using a randomized classifier, is not a randomized classifier. And even
if we got the Juries to commit to randomization, the final probabilities of classification
depends on the number of classifiers (k) and hence, the implementation of the most efficient
randomized classifier needs coordination between the multiple classifiers. Analyzing the
equilibria for multiple classifiers is beyond the scope of this paper but we illustrate the
instability of randomized classifier as follows. We show that unless Jury is able to commit
to the published randomized classifier, such a classifier is not a stable solution to strategic
classification. As mentioned above, randomization helps because of the following observation:
if the difference between the probabilities, of being classified as 1 at adjacent features is
small, the individuals have no incentive to manipulate their features. But, once the Jury
knows that no one changed their feature, her best response, then, is to use the classifier that
achieves best accuracy given the true features.

Formally, we show (Theorem 5) that for any published randomized classifier that achieves
strictly higher accuracy compared to any deterministic classifier under Stackelberg equilibrium,
Jury has an opportunity to improve its utility and get strictly better accuracy using a classifier
different from the published.

The shortcomings of a randomized classifier can be redeemed by addition of noise to the
features.

1.1.3 Addition of noise to the features

This brings us to our second scenario that uses noisy features for classification. Every
individual has an associated private signal that identifies their qualification. The Jury sees a
feature that is a noisy representation of this private signal. The individuals, after incurring
certain cost, can effectively manipulate their private signal such that the features are a
noisy representation of this updated private signal. Again, the assumption is that such a
manipulation didn’t change the true qualifications of an individual. We show, through an
example of a cost function and a noise distribution, that in the strategic setting, using a
deterministic classifier, the Jury achieves better accuracy when the features are noisy than
any deterministic classifier in the noiseless case, that is, when Jury gets to see the private
signal. This is counter-intuitive at first glance because under no strategic manipulation, noise
can only decrease Jury’s accuracy.

We also show examples where noisy features can help in achieving fairer outcomes across
subpopulations. Let A and B be two subpopulations identical in qualifications but having
different (but not extremely different) costs of manipulation (and |A| < |B|; A is a minority).
We show, through an example, that no matter whether the minority has higher or lower
costs of manipulation than the majority, it is at a disadvantage when Jury publishes a single
deterministic classifier to optimize its overall accuracy (noiseless strategic setting). Here, by
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disadvantage, we mean that the minority has lower classification accuracy than the majority.
Next, we show that the addition of appropriate noise to the private signals, in the same
example, can ensure that Jury’s best response classifier is fair across subpopulations. This is
not that surprising as making the features completely noisy also lead to same outcomes for the
subpopulations. However, such an addition of noise can also sometimes increase Jury’s overall
accuracy (improving both accuracy and fairness). We consider the case where the Jury would
publish a single classifier for both the subpopulations (for e.g., either because A is a protected
group and the Jury is not allowed to discriminate based on the subgroup membership or
because the Jury has not yet identified these subpopulations and the differences in their cost
functions). Informally, our results, can be stated as follows:

» Theorem 2 (Informal statement of Theorems 6,7,8). Let A and B be two subpopulations that
are identical in qualifications. Let c4 # cp be the cost functions for subpopulations A and B
respectively. In Case 1, Jury gets to see the private signals and publishes a single deterministic
classifier that achieves optimal overall accuracy (sum over the two subpopulations) under
the Stackelberg equilibrium (for the cost functions ca and cg). In Case 2, the features are
notsy representations of the private signal; Jury publishes a single deterministic classifier
that achieves optimal overall accuracy under the Stackelberg equilibrium (knowing that the
features are noisy). There exists an instantiation of the “identical qualifications” such that

1. If |A] < |B|, that is, A is a minority, for a wide set of costs functions ca,cp, A is always
at a disadvantage when in Case 1.

2. There exists a setting of the “noise” (n) for each of the above cost functions, such that,
Jury’s best response in Case 2, is always fair, that is, achieves equal classification accuracy
on the subpopulations.

3. There exists cost functions ca,cp from this wide set of cost functions, and corresponding
noise 1, such that Jury’s accuracy in Case 2 is strictly better than in Case 1.

This result has potentially interesting policy implications, since it is easier, both practically
and legally, to commit to using noisier signals (for example by restricting the types of
information available to the Jury) than to commit to disregarding pertinent information
ex-post (as in randomized classification). Therefore, future mechanism design efforts involving
strategic classification should carefully consider the mechanisms of information disclosure to
the Jury.

1.2 Related Work

[8, 2] initiated the study of strategic classification through the lens of Stackelberg competition.
[9, 16, 10] study the effects of strategic classification on different subpopulations and how it
can exacerbate the social inequity in the world. [9] also made the observation that a single
classifier would have varying classification accuracies across subpopulations with different
costs of manipulation. [16] defined a concept called “social burden” of a classifier to be the
sum of the minimum effort any qualified individual has to put in to be classified as 1. Thus,
the subpopulations with higher costs of manipulation would have worse social burden and
might be at a disadvantage. In such situations, intuitively, one would think that subsidizing
the costs for the disadvantaged population might help. [9] showed that cost subsidy for

disadvantaged individuals can sometimes lead to worse outcomes for the disadvantaged group.

In the present paper, we observe that the addition of noise, counter-intuitively, can help
Jury’s accuracy as well as serve the fairness concerns. There are many examples in game

theory where loss of information helps an individual in strategic setting, for example, [6].

[11, 10] also studies the role of hiding information to serve fairness. [7] has a brief discussion
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at the end of the paper on making manipulated data more informative through addition of
noise to the features (this was put online a couple of months after the first version of our
paper was made online).

Another work related to Theorem 3 of the present paper is [13], which studies the scope
of truthful mechanisms when the agents incur certain costs for misreporting their true type.
In particular, the paper gives conditions, on the misreporting costs, that allow the revelation
principle to hold, that is, any mechanism can be implemented by a truthful mechanism,
where all the agents reveal their true types. The main difference between [13] and our paper
is that the former allows the use of monetary transfers to the agents to develop truthful
mechanisms and such transfers don’t impact the objective value of the mechanism.

1.3 Organization

We formalize the model used for strategic classification in Section 2. In Section 3, we show
how randomness helps in achieving better accuracy and efficiency. We also characterize
the classifiers that achieve optimal efficiency for simple cost functions. In Section 4, we
investigate the stability of randomized classifiers. In Section 5, we investigate the role of
noisy features in strategic classification.

2 Preliminaries

In this paper, we concern ourselves with classification based on a one-dimensional feature
space X. In many of the examples, our feature space X C R is discrete, hence, we use sum
(3>2) in many of the definitions, but, these definitions are well-defined when X is taken to be
continuous (for e.g., R) by replacing sum (") with integrals ( [) and probability distributions
with probability density functions. We use the notation N'(z,0) to denote the gaussian
distribution with mean z and standard deviation o. We say a function f: X — {0,1} is a
threshold function (classifier) with threshold 7 if

f(x):{l ifx>71

0 otherwise

We also use 1>, to denote a threshold function (classifier) with threshold 7. Sometimes, we
will use 1., that classifies z as 1 if and only if z > 7.

2.1 The Model

Let X be the set of features. Let m : X — [0,1] be the probability distribution over the
feature set realized by the individuals. Let h : X — [0, 1] be the true probability of an
individual being qualified (1) given the feature. We also refer to it as the true qualification
function. Let ¢(x,z’) be the cost incurred by an individual to manipulate their feature from
to 2’ (We also use words, change and move, to refer to this manipulation). The classification
is modeled as a sequential game where a Jury publishes a classifier (possibly probabilistic)
f: X —[0,1] and contestants (individuals) can change their features (after seeing f) as long
as they are ready to incur the cost of change. The previous papers in the area considered the
task of strategic classification when the published classifier is deterministic binary classifier.
Here, we formalize the Stackelberg prediction game for probabilistic classifiers.
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Given f, we define the best response of a contestant with feature !, as follows

Ag(z) = argmaxyG({x}U{z’|(f(z’)ff(:r))>c(z,x’)})(f(y)) (1)

We will denote it by A when f is clear from the context. A(x) might not be well defined if
there are multiple values of y that attains the maximum. In those cases, A(x) is chosen to
be the smallest y amongst them. In words, you jump to another feature only if the cost of
jumping is less than the advantage in being classified as 1.

We define the Jury’s utility for publishing f (U(f)) as the classification accuracy with
respect to h(x). Thus, Jury’s utility for publishing f is

Uf) =Y m@)[f(A@) - hiw) + (1 = f(A@) - (1~ h(2))]

reX

= > w(@)[f(Az)) - (2h(z) = 1) + 1 - h(x)]

zeX

We define C(f) = >, cr m(x)[h(x)-c(z, As(z))] to be the cost of strategy for a published
classifier f.
We define the efficiency of the classifier f (E(f))? as follows:
E(f)=U(f) - C(f)
= S A @A) - h@) + (1 fA@E) (1L~ h@)] ~ 3 7@)lh(x) - elx, Aw)]

TEX zEX
= w(@)[f(A@) - h@) + (1 = fF(A®@)) - (1 = h(z)) = h(z) - c(z, A))]

The focus of this paper is to demonstrate what role randomness and noise can play in
strategic classification and not to give algorithms for learning the optimal or most efficient
strategic classifier. We can present the ideas even by making the following assumptions on
the cost function ¢: X x X — R:

1. ¢(z,2') >0, Vo, 2’ € X.

2. ¢(a’,x) =0, Vo, 2’ | h(z") > h(zx), that is, jumping to a lesser qualified feature is free.

3. ez, 2") < clx,2') + c(a’,2"), Vo, o', 2" € X, that is, the costs are sub-additive.

4. c(z,2") < c(z,2"), Ya,a’',2" | h(z") > h(a’), that is, jumping to a lesser qualified feature
is easier.

5. c(a’,2") < ce(xz,z"), Va,a',2"” | h(z’) > h(x), that is, jumping from a lesser qualified
feature is harder.

The last two points are implied by the first three, we wrote them as separate points for

completeness. We call the cost function simple if it satisfies all the above assumptions.

By the virtue of the definition of simple cost functions, without loss of generality, we
assume that h is monotonically increasing with the feature z, that is, Vx,2’ € X, 2’ >
x = h(z') > h(z).

Next, we mention a special kind of cost function that satisfies the assumptions: ¢(x,2’) =
max(a(xz’) — a(x),0) where the function a : X — R is monotonically increasing in x, that is,
' > = a(2) > a(z).

! Such a best response model has been studied in the literature, for example, [17].

2 We defined efficiency as U(f) — C(f) for the simplicity of the presentation. Defining efficiency as
U(f) = B-C(f) (for some B > 0) doesn’t effect the theorems except for Theorem 3, which is no longer
true for g < 1.
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Given a cost function ¢, let
Lip,(c) ={f | f: X = [0,1], f(2") — f(x) < c(z,2") Vz,2’ € X}

Given the cost function ¢, we say f satisfies the Lipschitz constraint if f € Lip;(c). Note
that any classifier f € Lip;(c) is monotonically increasing with z, that is, 2’ > 2z =
f(z’) > f(x). This is because V2’ > x, f(z) — f(2') < ¢(a’,2) =0. And Vo € X, Ay(z) = z,
that is, no one changes their feature if f is the published classifier.

In Section 5, we generalize this model to the setting where the features are a noisy
representation of an individual’s private signal. An individual can make efforts to change
their private signal but can’t control the noise. The Jury only see the features and classifies
an individual based on that. In Section 5, the fairness notion, we will concern ourselves with,
is the classification accuracy of the published classifier across subpopulations.

3 Committed Randomness Helps both Utility and Efficiency

In this section, we compare the optimal utility and efficiency achieved by a deterministic
binary classifier to a probabilistic classifier. Consider the following two scenarios:

Scenario 1: The Jury commits to using a binary classifier f : X — {0,1}. The best
response function Ay : X — X, Jury’s utility from publishing f (U(f)) and efficiency of the
classifier f (E(f)) are defined as in Section 2.

Scenario 2: The Jury publishes a probabilistic classifier f: X — [0, 1] and commits to
it. The best response function Ay : X — X, Jury’s utility from publishing f (U(f)) and
efficiency of the classifier f (E(f)) are as defined in Section 2. Note that this is equivalent to
when Jury publishes a list of deterministic classifiers and chooses a classifier uniformly at
random from them. Contestants update their feature without knowing which classifier gets
picked up at the end.

The following example illustrates how randomization helps in getting strictly better utility
and efficiency:

Let X = {1,2} and each feature contains half of the population. Let

h(m):{1 if o =2

0 otherwise

Let the cost of changing the feature from 1 to 2 be 0.5. The the randomized classifier f
defined as follows:

1 ife=2
xTr) =
/) {0.5 if =1

achieves an accuracy of 0.75. The contestants at © = 2 are happy as they are already being
classified as 1 with probability 1. For the contestants at x =1, f(2) — f(1) = 0.5 = ¢(1, 2)
and hence, they don’t have an incentive to manipulate their feature. As all the contestant
retain their true features, the efficiency of f is also equal to 0.75. As the feature space is
bounded, there are only three options for a deterministic classifier: keep the threshold at 1
and classify everyone as 1; keep the threshold at 2 and you end up classifying everyone as 1,
as the contestants at 1 change their feature to 2; classify everyone as 0. All these classifiers
have 0.5 accuracy and at most 0.5 efficiency.

In the mathematical example given above, the randomized classifier was set up such that
none of the contestants had any incentive to change their feature. In the next subsection,
we show that the most efficient classifier always looks like “this” for “simple” cost functions.
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That is, if the cost function c¢ satisfies the assumptions made in Section 2, then for every
true qualification function h, there exists a function f;, € Lip;(c) that achieves the optimal
efficiency.

3.1 Most Efficient Classifier for Simple Cost Functions

Recall, E(f) = -, ca m(@)[f(A(z)) - h(z) + (1 = f(A(z)) - (1 = h(2)) — h(z) - c(z, A(z))]. Let
E* = maxpx o) Swer @) (A@)) - h(z) + (1 - F(A@)) - (1 = h(@)) = h(x) - c(z, A))]
» Theorem 3. For every monotone true qualification function h : X — [0,1], probability

distribution m : X — [0,1] over the features, simple cost function c, there exists g € Lip,(c)
such that E(g) = E*.

Proof. Let f be an efficiency maximizing classifier. We argue that g : X — [0, 1] defined as

g(w) = max, {f(y) — c(z,y)}

is in Lip; (c) and satisfies E(g) > E(f). Let d;(z) = argmax,{f(y) — c(z,y)}. When f is
clear from the context, we will drop the subscript on ¢. Using definition of §, g(z) € [0,1] as

Vz,y € X, f(y)—c(z,y) < f(y) <1 (c(z,y) = 0) and max,{f(y) —c(z,y} = f(z)—c(z,z) =
0. For all z,2' € X,
g9(a') = g(z) = f(3(2")) — c(a’, 6(z")) — f(d(x)) + c(x, 6(x))
f(5( )) c(z, (")) = f(0()) + c(x,6(x)) + (c(z, 6(z")) — c(a’, 6(z")))
<c(z,0(z") —e(2',0(z") < e(z,2")  (sub-additivity)

The first inequality follows the definition of 4, that is, Vy € X, f(d(z)) — c(x,d(x)) >
fly) — c(z,y). Therefore, f(6(x)) — e(x,d(z")) — f(6(x)) + ¢(z,d(x)) < 0. The second
inequality follows from the fact that the cost function c is simple and satisfies the sub-
additivity condition. This proves that g € Lip;(¢). This implies, as observed previously,

Vo € X,Ayj(x) = . Next, we show that E(g) > E(f) and hence E(g) = E*. Efficiency of
the classifier g is

E(g) = Y m(2)[g(Ag(2)) - h(z) + (1 = g(Ag(@)) - (1 = h(2)) = h() - e, Ag(x))]

TEX
= S w(@)[2- glx) - hlw) — g(x) — hlx) + 1]
zeX
Efficiency of the classifier f is
E(f) =Y w(@)[f(As(@)) - h(z) + (1 = f(Af(2)) - (1 = h(z)) = h(z) - ez, Ag(2))]

rzeX
=Y m(@)2f(A@)) - h(x) = f(A@@)) = h(z) + 1 = h(z) - (2, Aw))]
rzeX
E(g) = E(f) = Xaex m(@)[(9(z) — f(A(2))) - (2h(z) — 1) + h(z) - c(z, A(z))]
> Claim 4. Vi, [(g9(z) = F(A))) - (2h(x) — 1) + h(x) - e(a, Alx))] > 0.
Please refer to Appendix A for the proof of the claim. It’s straightforward to see that

E(g) — E(f) > 0 using the above claim. Therefore, we showed a classifier g € Lip,(¢) such
that E(g) = E*. <

In words, when we are concerned with the efficiency of the published classifier, the optimal is
achieved by a probabilistic classifier that has zero cost of strategy and gives individuals no
incentive to change their feature.
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4 Are Randomized Classifiers in Equilibrium from Jury’s Perspective?

As discussed in the Section 1, there are many obstacles to implementing a randomized
classifier in the strategic setting. In this section, we illustrate the instability caused by
the use of randomized classifiers (which becomes increasingly important while considering
multiple classifiers). In Section 3, we saw that a randomized classifier can achieve better
accuracy and efficiency than any binary classifier. While maximizing efficiency, we further
showed that the optimally efficient classifier is such that every contestant reveals their true
feature. Once the Jury knows the contestants’ true features, she can be greedy and classify
the individuals using a threshold function with 7 = min{x | h(z) > 1} as the threshold to
achieve the best accuracy. Therefore, unless the Jury commits to using randomness, she has
an incentive of not sticking to the promised randomized classifier. The question is: what’s
the best accuracy/efficiency achieved by a classifier that is in equilibrium even from Jury’s
perspective? We formalize this equilibrium concept as follows (the true qualification function
h and the cost function c are fixed):
1. Jury publishes a randomized classifier f : X — [0, 1].
2. Contestants, knowing f, changes their feature from x to Af(x).
3. f is in equilibrium from Jury’s perspective if given that the contestants changed their
features according to the best response function Ay, f achieves the best classification
accuracy, that is, for all classifiers g € X — [0, 1],

Y w(@)f(Ap(@) - hl@) + (1= f(Af()) - (1= h(2)) (2)

zeX

=Y w(@)[g(As(x)) - h(w) + (1= g(Ap(x)) - (1 = ()] > 0
zeX
Using next theorem, we show that for any randomized classifier that is in equilibrium from
Jury’s perspective, there exists a binary classifier that achieves at least the same accuracy.

» Theorem 5. Given a monotone true qualification function h, probability distribution w
over the features, and a simple cost function c, let f* : X — {0,1} be the classifier that
optimizes Jury’s utility over the deterministic classifiers under Stackelberg equilibrium. Let
f X = [0,1] be a randomized classifier such that U(f) > U(f*), then f is not in an
equilibrium from Jury’s perspective (the notion defined above).

Please refer to Appendix B for the proof.

Disclaimer: f’ as defined above might also not be in equilibrium from Jury’s perspective.
The above theorem illustrates the following point: Jury doesn’t benefit from randomized
classifiers without creating instability in the system.

Can we somehow exploit this power of randomness while overcoming the obstacles to
randomized classification? The answer is yes — make the features noisy.

5 Noisy Features Give the System Free Randomness

We formalize the setting with noisy features as follows: every individual has a private signal
y € X. The true qualification function h : X — [0,1] depends on y, that is, h(y) is the
probability of an individual being qualified (1) given that its private signal is y. Given a
private signal y, a feature is drawn randomly from the distribution p, : X — [0, 1], that
is, py(x) is the probability that an individual’s feature is z when their private signal is
y. If X = R, the right intuition for p, is it being N(y, o) where N (y,o) is the gaussian
distribution with mean y and standard deviation o. Let 7 : X — [0, 1] be the probability
distribution over the private signals y realized by the individuals.
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Let ¢(y,y") be the cost incurred by the contestant to change their private signal from y
to ¢’. The contestants can put effort to change their private signals but the feature would
still be drawn randomly using the updated private signal.

The classification is again modeled as a sequential game where a Jury publishes a
deterministic classifier f : X — {0,1}. We restricts ourselves to deterministic classifiers due
to the observations made in Section 4. Contestants change their private signals as long as
they are ready to incur the cost of change. Given a private signal y, let ¢f(y) denote the

probability of a contestant, with private signal y, being classified as 1 when f is the classifier.

Therefore, qr(y) = >, cx Py(x) - f(2).
Given f, the best response of a contestant with private signal y is given as,

Aj(y) = argmax, e (1 00y g; () — a5 () >e(y,y)} (27 (2)) (3)

We will denote it by A when f is clear from the context. A(y) might not be well defined
if there are multiple values of z that attains the maximum. In those cases, A(y) is chosen
to be the smallest z amongst them. In words, you jump to another private signal only if
the cost of jumping is less than the advantage in being classified as 1. Even though f is
deterministic, due to noisy features, the effective classifier given the private signal y (qy) is
probabilistic. Therefore, we will see below that the noise allows us similar advantages as that
of a probabilistic classifier.

The accuracy and efficiency of the classifier f are defined as follows:

U(f) = m)lar(A) - hly) + (1 — a5 (A®y)) - (1 = h(y))]

yeX
E(f) =Y w)las(Ay) - h(y) + (1 = ¢ (AW)) - (1= k()] = Y 7(y)[h(y) - ey, Ay))]
yeXx yeX

We assume that h is monotonically increasing with y and the cost function c is simple. Next,
we will demonstrate how noisy features can lead fairer outcomes and even increase Jury’s
accuracy.

5.1 Noisy Features achieve Fairer Equilibriums

Consider two subpopulations A and B. For simplicity, these subpopulations are a partition
of the individuals in the universe. Let s4 denote the probability an individual from the
universe is in subpopulation A. Similarly, sg (sa =1 — sp). Let ha : A — [0, 1] be the true
qualification function for the subpopulation A. Similarly, hg. Let c4 : X x X — R be the
cost function for the subpopulation A, that is, c4(y,y’) is the cost of changing the private
signal from y to y’ for an individual in A. Similarly, c¢p is defined. Let 74 : A — [0, 1] and
mp be the probability distribution over the private signals realized by the subpopulations A
and B respectively.

Given a published deterministic classifier f : X — {0,1}, the best response of the
contestant in subpopulation A with private signal y (A% (y)) is defined using ca as the
cost function. Similarly, for subpopulation B, let A}B (y) denote the best response of the
contestant in subpopulation B with private signal y and when the published classifier is
f. We use Ua(f) and Up(f) to denote the accuracy of the classifier f on the respective
subpopulations.

We consider the setting where hy = hg = h and m4 = wg = II, but the cost functions
ca and cp are different. In this section, we use the symbol II to denote the probability
distribution over the private signals to avoid confusion with the Archimedes’ constant 7.
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In our first example, we show that even though the subpopulations are identical with
respect to their qualifications, different costs can lead to unfair classification when classification
is based on private signals. Through our second example, we show that the use of noisy
features, for strategic classification, can lead to increase in the overall accuracy of classification
as well as give fair classification. We evaluate the fairness of a classifier f quantitively using
the difference between the accuracies, that is, |Us(f) — Ug(f)].

Let’s start with the example. X = R. Let the true qualification function for both the

1 ify>d
subpopulations be as follows: h(y) = o+ % if y € [-d,d] , where d is a fixed large
0 ify < —d

enough positive real number. Let the probability density function on the private signals
2

e_ 2t2

realized by the subpopulations be as follows: TI(y) = NerTR that is, the gaussian distribution
with mean 0 and standard deviation ¢. Again, ¢ is fixed positive real number. We assume
d>>t.

Let 04 and o be positive real numbers. The cost function for a subpopulation S € {A, B}

is defined as follows (with (y' —y)* = max{y’ —y,0}):

N W =y"
cs(y,y) =  oros (4)

We start with the setting where the features are the private signals and not a noisy
representation of them.

Remark: If the Jury is allowed to publish different classifiers for the two subpopulations,
then she can achieve “the best possible accuracy” on both the subpopulations. It’s easy to
see that the classifier fg : X — {0,1}, defined as follows, achieves as much accuracy as a
classifier under no strategic manipulation of the features can achieve on the subpopulation

S {A B): fs(y)Z{l ify > Vanos,

0 otherwise
All the contestants in a subpopulation S, with 0 < y < v/2wog report their private signals
to be v/2mog as cost of this change is < 1 whereas the advantage gained in the probability of
being classified as 1 is 1. For all the contestants with private signal y < 0, the cost of change
is too high (> 1) and thus, they report their true private signals. Therefore, the classifier fg
ends up classifying everyone with private signal y > 0 as 1 which is the accuracy maximizing
classification under the “no strategic manipulation” setting.

How strategic classification leads to unfairness: When o4 # op, the optimal classifiers
for the subpopulations A and B are different and hence, when we choose a single classifier
for both the subpopulations, we are bound to loose on the accuracy of at least one of the
subpopulations. Through an example (Theorem 6), we suggest that: while mazimizing the
overall accuracy over the universe, the minority group might be at a disadvantage irrespective
of whether their costs to change the private signals are higher or lower than the majority
subpopulation. Without loss of generality, we assume that A is the minority subpopulation,
that is, s4 < sp. In many real life scenarios, the Jury would publish a single classifier for
both the subpopulations either because A is a protected group and the Jury is not allowed to
discriminate based on the subgroup membership or because the Jury has not yet identified
these subpopulations and the differences in their cost functions.
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» Theorem 6. Let A and B be two subpopulations such that the true qualification functions,
ha, hp, the probability density functions, ma, mg and the cost functions ca, cg are as
instantiated above.

Assuming |og — op| < \/%, let f* be the deterministic classifier that maximizes Jury’s
utility (U(f)), if sa < sp and o4 # op (the cost functions are different), then Ua(f*) <
Up(f*), that is, the minority is at a disadvantage, even though their qualifications were

identical (ha = hp, ma = 7R).

Please refer to Appendix C for the proof.

Next we show that, when the features are appropriately noisy, the optimal classifier from
Jury’s perspective is fair to the subpopulations. The intuition is as follows: if the noise is
large enough such that none of contestants in either of the subpopulations want to manipulate
their private signals, then the cost differences become irrelevant and hence, the optimal
classifier achieves equal accuracy on both the subpopulations. You would think that this
addition of noise would compromise Jury’s utility. Subsequently, we show that adding noise
might also improve the overall accuracy of the Jury’s optimal classifier, therefore, addition of
noise can make everyone happier. The latter is a continuation to the results at the start of
Section 5 about the usefulness of noise to the Jury under strategic classification.

Noisy features lead to fairer outcomes: Now, we analyze the setting with noisy features
and prove the following theorem. The true qualification function h, cost functions (ca
and cp) and the probability density function II are as defined for the first example. Let
o =max{oa,0p}. Given a private signal y, the features = are distributed according to the
gaussian with mean y and standard deviation o. Th(za probability density function for the
(x—y)

feature x given the private signal y is p,(z) = %

» Theorem 7. Let A and B be two subpopulations such that the true qualification functions,
ha, hp, the probability density functions, ma, mp and the cost functions ca, cp are as
instantiated above. When the features are drawn with a gaussian noise of mean 0 and standard
deviation o, such that, 0 > ca,0p, if f* is the deterministic classifier that maximizes Jury’s

utility (U(f)), then f* is fair, that is, Ua(f*) = Up(f*).

Please refer to Appendix D for the proof.

Theorem 7 would hold for when we are concerned with multiple subpopulations as long as
o > og for every relevant subpopulation S. In words, using noisy features we can ensure that
the best response of a Jury, maximizing her own utility, is fair to all the subpopulations that
are identical in terms of qualifications but different in terms of the costs to manipulate the
private signals, as long as the costs of manipulation for a subpopulation are not too small.

Noisy features can also improve Jury’s utility: Next, we show that further in some cases,
the addition of noise to the features is not only beneficial for ensuring fairness but might also
achieve better overall accuracy under strategic classification compared to when a noiseless
signal is used.

Retaining the instantiations of h4, hg, w4, 75, ca, cg and o as above, consider the
following two scenarios: 1. Jury bases her classifier on the private signal y. 2. The features
are drawn with a gaussian noise of mean 0 and standard deviation ¢ and Jury bases her
classifier on the features (x).

Let f5 and f be the optimal classifiers under strategic classification in the two scenarios
respectively. Let U(fg) be the overall classification accuracy (Jury’s utility) under Scenario 1
and U(fX) be the overall classification accuracy (Jury’s utility) under Scenario 2. We assume
that the subpopulations are equally populated, that is, s4 = sp for simplicity of calculations
in the next theorem.

9:13
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» Theorem 8. There exists qualification functions, ha, hp, the probability density functions
over the private signals, ma, 7g, the cost functions ca, cg and o > 0 such that, U(f¥) >
U(f3), that is, the Jury gets better classification accuracy when the features are drawn with a
gaussian noise of mean 0 and standard deviation o. Here, the subpopulations have identical
qualifications (ha = hp, mao = ©p) but different cost functions.

Please refer to Appendix E for the proof. This theorem corroborates the idea that not only
the subpopulations, but even the Jury might prefer noisy features. In the above example,
for simplicity, we assumed s, = sg. Therefore, the optimal classifier was fair even in the
noiseless setting. But a slight tweak in s4 so that s4 < sp wouldn’t change Jury’s utility, in
Scenario 1, by much and thus, would give an example where the noiseless setting has both
unfairness and lesser overall classification accuracy.

In this paper, we study the interaction of noise with strategic classification through some
simple examples, and leave the task of generalizing these results for future research.

6 Discussion

The problem of classification (and the strategic classification problem it entails) is of tremend-
ous importance both practically (affecting pretty much every industry) and theoretically
(with implications ranging from algorithms to policy and law). Therefore, clarifying the
role randomness plays in this specific family of games is an important goal. Just as in
games, randomness may lead to better solution in strategic classification. Moreover, in
many important settings (such as college admissions in some jurisdictions), the classifier is
required to be deterministic by law — which is not a handicap for algorithmic classification,
but is a handicap for strategic one. In addition, we proved that, in many natural cases, any
randomized classifier (based on one-dimension) that achieves strictly better accuracy than
the optimal deterministic one is not stable from the classifier’s standpoint, thus illustrating
the difficulty of implementing a randomized classifier in a more complicated scenario with
multiple classifiers (such as college admissions). This motivates the use of noisy features as a
commitment device, which can improve both accuracy and fairness, and is also practically
possible (for example by restricting the types of information available to the classifier).
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A  Proof of Claim 4
Recalling, g(z) = f(3(z)) — ¢(x,3(z)). Using definition of 5, we know that
g9(x) = f(0(z)) — ez, 6(x)) = f(Ax)) — ez, A(z)) ()
And, using definition of A, we can show that
f(A(z)) = g(x) (6)
This is because, cither f(5(z)) — c(z,8(z)) = f(z) and as f(A(z)) > f(z), we get the
inequality. Or, f(5(z))—c(z,6(x)) > f(x), which implies that 2 has an incentive to change its

feature to §(x). Therefore, by the definition of A, f(A(x)) > f(6(x)) > f(§(x)) — e(x, d(x)).
The expression in the claim can be rewritten as

(9(z) = [(A())) - (2h(z) = 1) + h(z) - c(z, A(z))
= (9(2) = f(A(2))) - (h(x) = 1) + h(z) - (9(x) = f(A(2)) + c(z, A(2)))

As g(x) — f(A(x)) <0 from Equation 6 and g(x) — f(A(x)) + c(z, A(z)) > 0 from Equation
5, the inequality follows from the fact that 0 < h(xz) < 1. This proves the claim.
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B  Proof of Theorem 5
Equation 2 implies that for all classifiers g € X — [0, 1],

Y m(@)[(f(Ar() = g(Af(x))) - (2h(z) = 1)] = 0

= > (fW-9w)- > w@)2h(z)-1)>0
yex @Ay )=y

Therefore, if f is in equilibrium from the Jury’s perspective, for all y € X such that
fy) € (0,1), 3 0n,(2)=y (@) (2h(z) — 1) = 0 otherwise Jury can choose g(y) =1 (or 0)
depending on whether 37, A ), 7(2)(2h(z) — 1) > 0 (or < 0) to increase her accuracy.
Therefore, accuracy of the classifier f is given by

U(f) = n@)f(As(2) - (2h(z) = 1) + (1 = h(2))]

TeEX

=> fly)- Y, w@h(x) -1+ Y w(x)(1 - h(z))
yeEX z:Ag(z)=y TeX

= Y > w@Eh@) -1+ Y wl@)(1 - h()
y:f(y)=1z:Ap(z)=y zeEX

Consider a binary classifier f': X — {0,1} defined as follows: f(z) € [0,1) = f'(z) =0
and f(z) =1 = f'(z) = 1. We can show that U(f’") > U(f). The contestants who change
their features when f’ is the published classifier is a subset of {x € X' | f(Af(x)) € (0,1]}
and as Zx:f(Af(x))e(o,l) m(x)(2h(z) — 1) = 0, the accuracy of f’ can only increase. This is
because: Vo € X if f(Af(x)) =0, then f'(As (x)) = 0 as otherwise if = changed its feature
under f, it had an incentive to change under f too.

If o >z, f(Ag(2)), f(Af(z)) € (0,1) and = changes its feature under f’, then z’ has the
incentive to change too as c¢(z’,z) = 0, and hence, the subset of {z € X' | f(Af(x)) € (0,1)}
that change their features under f’ can only do a positive addition to the utility (h is
monotonically increasing with = and Zz:f(Af(m))e(o,l) m(x)(2h(z) — 1) = 0). And, the
contestants (x) who changed their features under f such that f(Ay¢(z)) = 1 would also
change their features under f’ such that f'(As(z)) =1 (as f'(z) < f(z)) and are already
included in the calculation of U(f).

C Proof of Theorem 6

Jury publishes a deterministic classifier and as there’s no noise involved, without loss of
generality, we can assume that f is a threshold classifier on the space X (as c4 and cp
are simple cost functions). This assumption is justified in Section 3. Given the classifier
f X — {0,1} with threshold 7, the best response of a contestant in the subpopulation
S € {A, B} is given as follows:

y ify>r1
Af(y): T if7—V2mos <y<r
Y ify<7—+2m0g

The accuracy of the classifier f for the subpopulation S is given as follows:

Us(f) = /Oo (y)[£(A%(y)) - (2h(y) — 1) + (1 = h(y))]dy

— 00
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etc= |~ Y — h(y))|dy which is independent of the subpopulation and the classifier.
L OCOOH 1—-h dy which is ind d f th b lati d the classifi

Therefore, Us(f) = ( I T [F(AS(y)) - (2h(y) — 1)]dy> +e
For the convenience of calculations, we will replace h(y) with the following function,
’ Y 1
W (y) = 2% T3
As d is large and II is a gaussian centered at 0, this change barely affects the utility
values. To be precise, the difference in the utility calculations for any classifier f while using
h' instead of h is bounded by

\ / T ) (A5 W) - 2(h(y) - h'(y))}dy\ <2 / () [ (A5 W) () — K ()])dy

< / ) - 1h(y) — K (y)ldy

=4/dOOH(y)- <2yd—;>dy

2

_ d2
O T 22 Y

te 2¢2

V2rd

<2

S dy =2
— Ja V2t d Y

As we take d (d >> t) to be large enough, we would be able to ignore this difference.

From now onwards, we use h’ as the “true qualification function”.
Therefore, the accuracy of the classifier f over the subpopulation S € {A, B} can be
approximated by
. % dy) +c

( / T WA W) - 2k (y) - 1>1dy) fe= ( / " ) - 1A% w)

0o _ y2
e 22y t
= Ly | +e= ——
(/T_mas V2ort d y) V2rd
The second last equality follows from the definition of A? and the fact that f classifies
everyone, with the updated private signal greater than or equal to 7, as 1 and 0 otherwise.

Us(f) =

efuf\/ﬂas)?/zﬁ

+c

The overall accuracy of the classifier f is given by

U(f) =sa-Ua(f) +sp-Us(f)
_ t _ T—\/ﬂO'A 2 2t2 t
—SA'mde( )/ —I—SB-md (7)
It’s clear from the expression that the accuracy for the subpopulation A is maximized at
T4 = V2710 4 and that of B is maximized at 75 = v27op. Consider the case when s4 < sp.
As 74 # 75, and Ug(f) has a larger weight in the expression, intuitively, while optimizing the
overall accuracy, T would try to achieve better accuracy for the subpopulation B, irrespective
of whether o4 > op or o4 < op, leading to unfairness across the subpopulations (A being
at a disadvantage).
It’s complicated to calculate the optimal 7, below we give a proof of the fact that the
optimal 7 would be such that Ua(f) < Ug(f). To find the optimal value of 7, we differentiate
U(f) with respect 7 as follows:

e—(T—\/ﬂUB)z/Qtz +e

W) _, AU, dUs()
dr dr dr
- _\/217rtd (SA (1= V2moa) e VIR 4 (7~ V2mo) €7<T7\/EOB)2/%2)
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du(f) =0

Therefore, =

= 54 (T —V27m04) - e (T=V2moa)?/2t% | sg- (1 —V2mop) e~ (T—V2map)? /26t _

(T —V2moa) - e~ (T=V2m0a)? /2t
(1 —\2mop) - e~ (T—V2ron)?/2t>

>1 (sB > sa)

As ze_zzT22 is maximized at z = ¢, as long as |04 —op| < \/% (implying |7 — V2mog| <t
for S € {A, B}), the overall accuracy is maximized at a threshold 7 such that |7 — /270 4| >
|7 — V27mop| and hence, Ua(f*) < Ug(f*), where f* is the optimal classifier from Jury’s
perspective. The assumption, |04 — op| < \/%, can be interpreted as the subpopulations
being different but not extremely different, which is reasonable assumption in many real life

scenarios.

D Proof of Theorem 7

Again, we will replace the function h with A’ (as in proof of Theorem 6) while loosing
an insignificant amount in all the calculations (d >> ¢,0). Let II' : X — [0,1] be the
probability density function over the features realized by each of the subpopulations. Let
H(z) (H : X — [0, 1]) represent the probability of an individual being qualified (1) given that
the Jury sees feature x. These functions are same for both the subpopulations. As the Jury
only sees the feature and not the private signal, her accuracy is information-theoretically
limited by these functions as we will describe below. Firstly, II' : X — [0, 1] is given as follows:

2 (@y)?

_ Yy _
' (z) = /Oo (y) - py(x)dy = e gdy
—c0 oo V2Tt 2mo
o aETE )25
dy

—o V27t . V2o
2

_ e / A - OWICE =20
V2t - 210 J oo
2

x

%2

e 2@ ) o2t2 e 27T
= T =
V27t -\ 270 o? + 2 om(02 + 12)

Therefore, the probability density function over the features realized by the subpopulations,
with M(0,0) gaussian noise, is itself a gaussian with mean 0 and +/(c? + t2) standard
deviation.

The qualification function given the features, H, is given as follows:
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We replace h with A/, thus replacing H with H' as defined below:

y? (z—y)?
1 o 1 X T2 e 202 Yy 1
H'(z) = I(y) - -k (y)dy = / . (L 4+ 2)d
@)=ty |0 o) Wy = s [ Dy
22 zt2 g2¢2
L g emEe Sl
2 I'(x) J_oo V2t V2ro 2d
1,2
T 2(02+12) 0 212 5242
= 1 + ! e 2+ / 6_(y_02+t2 )2/(202+t2) y dy
2 2d-Tl'(z) V2rt - V210 J_oo
1 1 e [ g% g2
= - —|— . 27'('7 [,
2 2d-T(x)+\2nt - 2710 02 4+12 o2 442
1 n 2 T
2 o24t22d

Therefore, when there’s no strategic manipulation, Jury would classify any individual
with feature z > 0 as 1 and 0 otherwise. This is because, H'(z) > 3 if and only if > 0 and
the Jury would classify a feature as 1 if and only if, in expectation, the individuals with that
feature are more likely to be qualified. This is true irrespective of whether an individual
is from the subpopulation A or B because these subpopulations are identical in terms of
qualifications, that is, hy = hg = h and 74 = 7 = IL.

We show that for the cost functions defined above, if Jury publishes f = 1,-¢, as the
classifier, then none of the contestants in both the subpopulations A and B have an incentive
to change their private signal (under A(0, o) gaussian noise). Hence, the Jury gets the best
possible accuracy from these features and the classification is fair. For a subpopulation
S € {A, B}, let q}s(y) denote the probability of a contestant, with private signal y, being
classified as 1 when f is the classifier. Therefore,

_(@=y)?

e 202
dx

Gw- [ " (@) - py(a)da = OOO

2ro

For a subpopulation S € {A, B}, let’s calculate the advantage that a contestant, with
private signal y, gets by changing its signal to ¥’ (y’ > y, otherwise qf(y’) < q?(y) ):

o _(@=y"? oo _(m—?é)2 22 o x
W) - = e ¢ 2 g = € 2 i
q — - - — _
! ! 0 V2rmo o V2rmo _y V21O _y V21O
2
Y 57 v o

= €2 dx S/ dr = Y Y
_y V27O _y V2mo V2o

As 0 = max{oa,0p} and recalling the definitions of the cost functions ¢4 and ¢p (Equation
4), we get that

and a7 () — a7 (y) <es(y.y)

at () — af () < caly,y)
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Therefore, none of the contestants in any of the subpopulations have an incentive to
change their private signals. The accuracy of the classifier f on the subpopulation A is

given as
Uath) = ([ T3 w) - @h) - ) + o
o) oo _— (12;%)2
= / (y) erac - (2h(y) — Ddy | + ¢
— 00 0 Yixea
00 00 e (m;f,%)Q
| [ nw e~ vy | | e

(/Ooo I'(2) - (2H () - 1)dm) e

Replacing H with H' without loosing much in the approximation, we get that

2

Ualh) © ¢ At iy 2
= : —dr | +c= +c
4 0 2m(02 +12) o?+t2d for(o? + %) - d

Similarly for Ug(f) and hence, U(f) = Up(f) =Ua(f) = ﬁ +c.

E Proof of Theorem 8

We retain the instantiations of ha, hpg, w4, ™5, ca, cg and o as above. As seen above, in Scen-

ario 2, 1,5 is the classifier that optimizes Jury’s utility and hence, U(fZ) = ﬁ +ec.
(O .

Actually, it’s approximately equal to this but the error is extremely small (=% d >> ¢, o).
In Scenario 1, the utility of any threshold classifier (f) with 7 as the threshold is given by
Equation 7 (without loss of generality, we can optimize over threshold classifiers). Therefore,

t 2 /0,2 t 2 1042
U — gy - 76—(7'—\/%0,4) /2t +5p- 76_(7_\/%03) /2t +e
/) 4 V2mrd b V2md

When sy = sg = % and we assume that |04 — op| < \/%, it’s easy enough to see that the

above expression is maximized at 7 = 7MQF V2195 Therefore, the optimal classification
accuracy in Scenario 1, is
t VBroa-VIrop2 .0
Us) (AEATERYL L

B \/27Tde
For op =0, 04 =0.10,t = 0.9V2r0, U(fX) > U(f3)-
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—— Abstract

We introduce and study a relaxation of differential privacy [3] that accounts for mechanisms that leak
some additional, bounded information about the database. We apply this notion to reason about
two distinct settings where the notion of differential privacy is of limited use. First, we consider
cases, such as in the 2020 US Census [1], in which some information about the database is released
exactly or with small noise. Second, we consider the accumulation of privacy harms for an individual
across studies that may not even include the data of this individual. The tools that we develop for
bounded-leakage differential privacy allow us reason about privacy loss in these settings, and to
show that individuals preserve some meaningful protections.

2012 ACM Subject Classification Theory of computation — Theory of database privacy and security
Keywords and phrases differential privacy, applications, privacy, leakage, auxiliary information
Digital Object Identifier 10.4230/LIPIcs.FORC.2020.10

Funding Katrina Ligett: This work was supported in part by Israel Science Foundation (ISF) grant
#1044/16, United States Air Force and DARPA under contracts FA8750-16-C-0022 and FA8750-19-
2-0222, and the Federmann Cyber Security Center in conjunction with the Israel national cyber
directorate. Any opinions, findings and conclusions or recommendations expressed in this material
are those of the author(s) and do not necessarily reflect the views of the United States Air Force
and DARPA.

Omer Reingold: Supported in part by NSF Award IIS-1908774 and by VMWare fellowship.

Acknowledgements Part of this work was done while the first and third authors were visiting the
Simons Institute for the Theory of Computing.

1 Introduction and Related Work

Differential privacy [3], a notion of the stability of computations, has emerged as the gold
standard of mathematically rigorous privacy protection for computations on statistical
databases, in part because of its appealing interpretations from the perspective of individuals
in the database. For example, an economic interpretation of differential privacy holds that
individuals’ future utilities will be harmed by at most a small constant factor by providing
their true data, rather than lying, to the mechanism [5]. Also appealing is an interpretation
that shows that an individual’s truthful provision of data to a differentially private mechanism
will not substantially change a Bayesian observer’s posterior beliefs versus the beliefs that
would result if that individual provided false data [10].

One clear advantage of differential privacy over other approaches to defining privacy is
that it is not necessary to reason about auxiliary information in order to give differential
privacy guarantees. Composition attacks [7] leveraging access to such “outside information”
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are a common Achilles’ Heel of ad hoc privacy notions. Differential privacy, as it is a property
of the mechanism, rather than the mechanism’s output, is a guarantee that holds regardless
of the presence of auxiliary information. However, as observed by Dwork and Naor [4]
and Kifer and Machanavajjhala [11, 12], a differentially private release of data against a
background of prior data releases can still result in substantial privacy harms. In particular,
Dwork and Naor show essentially that innocuous information can always be combined with
statistical information to yield a privacy breach. These negative results regarding auxiliary
information are used by Dwork and Naor as justification for differential privacy’s focus on
relative guarantees — harms relative to the harm you would have experienced had you not
participated in the study or lied about your data.

In this work, we return to the question of auxiliary information, which we term “leakage.”
We develop a formal framework in which to study differential privacy in the presence of
leakage and argue about non-trivial properties of such bounded-leakage differential privacy.
Our research is motivated by two applications:

Application: 2020 Census

One context in which auxiliary information has recently gained attention is the 2020 US
Census. The majority of data releases, including synthetic data, for the 2020 US Census, are
slated to be released subject to differential privacy [1, 8]. However, the Census, by agreement
with the Department of Justice, will provide “exact counts,”! known as invariants, for certain
statistics [8, 9, 2]. As Garfinkel et al. [9] allude to, “there is no well-developed theory for
how differential privacy operates in the presence of such invariants.”

One particularly nefarious problem with auxiliary information emerges if the function
that produced the auxiliary information might share randomness with the differentially
private algorithm. If so, all guarantees of differential privacy might be lost. Our definitions
directly apply to this setting and help clarify the impact of such auxiliary information (and
in particular, the role of such shared randomness).

Application: Big-World Privacy

One of the benefits of differential privacy is that it gives a way to quantify the privacy losses
of individuals whose data were included in a database input into a mechanism, and even
allows quantification of how privacy losses “add up” across multiple mechanisms. In its
most basic form, differential privacy tells us that for every e-differentially private study an
individual participates in, she incurs an € privacy loss. However, it is also relevant to ask
whether a study that an individual does not participate in could also degrade that individual’s
privacy. Consider, for example, a study that included everyone in a certain city who had a
particular disease. Then, this would mean that the information that a particular individual
from that city did not participate in the study also tells us that this individual doesn’t have
the disease, and could potentially degrade the individual’s privacy in unexpected ways.

If we cannot necessarily quantify an individual’s overall privacy loss using only the studies
they have participated in, what should we do? One possible solution is to treat all individuals
in the world as belonging to a single huge database D. A differentially private mechanism
M that computes over some subset of the population would be considered instead to be a
composition of two mechanisms: first, a selection function for determining which individuals
to include in the study, and then the subsequent differentially private mechanism. This
concatenated mechanism, however, need not be differentially private if the selection function

L “Exact counts” are of course not really an exact population count, but reflect many sources of error,
including non-participation and potentially also Census techniques intended to infer missing data.
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is not differentially private. In fact, the selection function could adversarially choose a subset
of the database in order to cause sensitive data about an individual to be encoded into the
likely outputs of the subsequent differentially private mechanism.

Even if the selection of studies that include the data of a particular individual is inde-
pendent for other individuals, then the inclusion or exclusion of the data of individual i in
study j may depend on ¢’s data. It seems that we cannot avoid the conclusion that the only
bound that differential privacy can give us about i’s privacy loss is the composition of the €
privacy losses for every e-differentially private study that has ever occurred, even for studies
in which i did not participate. Our framework allows us to separate the privacy loss into
that which is incurred from exclusion from particular studies and the loss that is incurred
from participation in e-differentially private studies. Once we acknowledge the leakage of
an upper-bound on the number of studies 7 participate in, the privacy loss is incurred as a
function of this upper bound rather than as a function of all studies.

Our Contributions

In this paper, we present (Section 2) a definition for bounded-leakage differential privacy, a
relaxed variant of differential privacy that quantifies the privacy that is maintained by a
mechanism despite bounded, additional leakage of information by some “leakage function.
We investigate (Section 3) the connections between standard differential privacy and this
new variant, and give conditions for when the bounded-leakage privacy of a mechanism can
imply something about its differential privacy, and vice versa.

i

Differentially private mechanisms are known to satisfy some appealing, simple proper-
ties such as privacy conservation under post-processing and quantifiable privacy loss for
groups. We show that bounded-leakage privacy satisfies the same post-processing results
as standard differential privacy (Theorem 11), and prove an analogous result for the group
privacy of bounded-leakage differentially private pairs of mechanisms and leakage functions
(Theorem 22). Additionally, we show that explicitly “leaking” the value of the leakage
function does not affect the bounded-leakage differential privacy of a mechanism/function
pair (Corollary 14).

There are numerous results about the composition of differentially private mechanisms,
both in a non-adaptive setting where the mechanisms and databases queried are chosen before
execution, and additionally in an adaptive setting where intermediate outputs may affect
the choice of future queries. We define adaptive composition for bounded-leakage privacy
and, using a new reduction technique, we show that any general adaptive or non-adaptive
composition bound that holds for differentially private mechanisms must also hold for the
class of bounded-leakage private mechanism/function pairs, with the same privacy parameters
(Section 4.4).

It is conceivable that leaking additional information about a mechanism could also affect
the utility of its outputs. The exponential mechanism for differentially private mechanisms
presents a way to construct a differentially private mechanism with a high utility guarantee
on its output. We define an analogous mechanism for the bounded-leakage privacy setting,
such that given a leakage function and a utility function, we can construct a bounded-leakage
private mechanism with high utility guarantees for each possible output of the leakage
function (Section E).

Finally, (Section 6) we use the bounded-leakage differential privacy framework to study
the Census and Big-World applications, and show that it is possible to formally bound
privacy harms in these settings.

Due to space constraints, almost all proofs appear in the appendices.

10:3
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Additional Related Work

Kasiviswanathan and Smith [10] also provide a formal treatment of auxiliary information, in
the context of their Bayesian interpretation of differential privacy. [11] explore a notion of
privacy in the context of auxiliary information that is similar to ours, but more limited in the
(deterministic) prior releases they consider. The Pufferfish framework [12] is an extremely
general privacy framework that allows for reasoning about the conclusions drawn by specific
types of attackers. [12] explicitly explores composition of private mechanisms with non-private
mechanisms in their Sections 9 and 10, and gives general statements based on the conditional
probability distribution of one release given the other. This appears to have analogy in the
exploration of independence that we do in Section 3. Given the generality of the Pufferfish
framework, it is likely capable of describing our notion of bounded-leakage differential privacy.
Our notion is focused on the behavior of differential privacy in the presence of auxiliary
information rather than on stronger notions that are resilient to adversaries with auxiliary
information. By focusing on a more specific notion, we are able to build up a richer set of
properties and consequences of the notion.

2 Model

The standard definition of differential privacy promises that the distribution of results of a
randomized mechanism run on any database does not change too much if we change any
particular individual’s data in that database. Formally, we will represent a database that
holds data about n individuals as a tuple from the set X" where X is a data universe of
possible characteristics. We call two databases x,2’ € X™ neighboring or adjacent if they
differ in the data of one individual, and will denote this as z ~ z’. Using this notation, the
notion of standard differential is formally defined as follows:

» Definition 1 ((¢,0)-Differential Privacy (DP) [3]). Let X be some data universe, O an
output space, and R a space of random inputs. Given a mechanism M : X™ x R — O, we
say that M is (e, 0)-differentially private if for all neighboring databases x ~ x' € X™ and all
subsets S C O, we have that

Procp[M(z,r) € S] < e Prrer[M(x',r) € S| +6.

Building off of this definition, we introduce a new definition for a variant of differential
privacy that we call bounded-leakage differential privacy. Intuitively, bounded-leakage
differential privacy asserts that, given a database and a mechanism to be run on it, if an
additional piece of information about the database were leaked, then the output of the
mechanism when run on the database would not leak much more information than what was
already leaked.

» Definition 2 ((¢,0)-Bounded-Leakage Differential Privacy (bIDP)). Let X be some data
universe, Op; an output space, Op a countable output space, and R a space of random inputs.
Given a mechanism M : X™ x R — Oy, and a leakage function P : X" x R — Op, we say
that M s (e, §)-bounded-leakage differentially private with respect to P if for all neighboring
databases v ~ ' € X", all S C Oy, and o € Op, we have that either

Pr.cp|P(2',r) = o] - Prrer[P(z,7) =0 =0
or
Procp|M(z,r) € S|P(z,7) = o] < e Procp[M(z’',r) € S|P(z',7) = 0] + 4.

For the rest of this paper, given any mechanism-function pair (M, P), we will by default
denote the output space of M as Op; and the output space of P as Op.
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3 The Relationship Between bIDP and DP
3.1 When Does bIDP Imply DP?

Bounded-leakage differential privacy is clearly a weaker notion than standard differential
privacy due to the fact that the robustness constraint across two neighboring databases
is only required to hold conditioning on the value of the leakage function. The following
example illustrates one scenario in which we can have perfect bounded-leakage differential
privacy, but no meaningful differential privacy.

» Example 3 (perfect bIDP does not imply DP for the mechanism). Consider any arbitrary
mechanism M. The pair (M, M) satisfies perfect bounded-leakage differential privacy because
for any databases x ~ 2/, S C Oy, and o € Op such that Pr,.[M(z,r) = o] - Pr,.[M(a',7) =
o] # 0, we will always have

1 ifoeS

r 0 otherwise

Pr[M(z,r) € S|M(z,r) = o] = P;r[M(x’,T) € S|M(2',r) =0] = {

and so Pr.[M(z,r) € S|M(z,r) = o] = Pr,[M(z',r) € S|M(2',r) = o]. Therefore, (M, M)
satisfies perfect bIDP, but M need not have any sort of differential privacy guarantee.

We should note that this example depends on the fact that bIDP is defined such that the
privacy mechanism and associated leakage function share the same random input.

However, we can say something about the differential privacy of the mechanism in a bIDP
pair if we additionally know that the leakage function is differentially private.

» Theorem 4 (bIDP with a DP leakage function). Suppose M : X™ x R — Oy is a mechanism
satisfying (e1,01)-bIDP with respect to a leakage function P : X™ x R — Op. Additionally,
suppose that P satisfies (e2,0)-DP. Then M satisfies (e; + €2,01)-DP.

3.2 When Does DP Imply bIDP?

In the previous subsection, we noted that intuitively, bIDP seems like a weaker notion than
DP. We saw that bIDP for a privacy mechanism and leakage function pair does not guarantee
anything about the DP of the privacy mechanism. Following this intuition further, we might
also expect that having a mechanism/function pair where the mechanism is DP should

guarantee that the pair satisfies bIDP. However, this is actually not necessarily the case.

Consider the following example where a perfectly DP mechanism loses all bIDP when paired
with a particular leakage function:

» Example 5 (perfect DP does not guarantee bIDP). Consider the mechanism M : {0,1}" x
{0,1}"™ — {0,1}". Then, for z,r € {0,1}", define M to be M(z,r) = x & r. Under this
definition, M’s output is uniformly distributed over {0,1}", making it perfectly DP.

Now, define the leakage function P : {0,1}" x {0,1}" — {0,1}" to be P(z,r) = r.
Conditioning on P being a particular value means that the randomness used in M will be
fixed. For any x # 2/, we will always have @ r # 2’ ® r and therefore M (x,r) #= M (2, 7).

Thus, (M, P) does not satisfy bIDP for any practical values of € and §, despite the fact
that M is perfectly DP.

Why does our intuition fail here? We can identify three properties of the above example
that lead to this unexpected result:
(1) P released information about its random input.
(2) M and P shared the same random input.
(3) The output of M depended on the output of P.

10:5
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In fact, one can show that if the example above were changed such that any of these
three properties did not hold, then we would get the opposite result and the differential
privacy of M would imply bounded-leakage differential privacy for the pair.

Informally, we see that conclusions about the bIDP of a pair will depend on how correlated
the mechanism and the leakage function are.

» Definition 6. We call a mechanism-function pair (M, P) perfectly independent if for any
database x , S C Oy, and output o € Op such that Pr,.[P(z,r) = o] # 0, we have

Prr[M(J;,r) € S|P(x,r) =0] = f;r[M(x,r) €S

In other words, the output of M is completely uncorrelated with the value of P when given
the same database and random input.

We consider two common examples of perfectly independent leakage functions. One
might be where M and/or P are completely deterministic, such as a function that releases
an exact summary statistic. A second interesting case is where P uses “fresh randomness,”
disjoint from M’s computation. M and P may share the same random input string, but if
the random bits they depend on are completely separate, then their outputs will be perfectly
independent.

If a mechanism-function pair is perfectly independent, then a DP mechanism does imply
bIDP for the pair. The following lemma follows immediately from combining the definition
of perfect independence with the definitions of DP and bIDP, and its proof is omitted:

» Lemma 7. If (M, P) is a perfectly independent mechanism-function pair and M satisfies
(e,8)-DP, then M must also satisfy (e, §)-bIDP with respect to P.

Perfectly independent pairs constitute the class of mechanism-function pairs with com-
pletely uncorrelated outputs. On the other end of the spectrum, we have pairs such as the
one presented in Example 5 where the output of M is a deterministic function of the output
of P. However, there are mechanism-function pairs that lie between these two extremes for
which we would also like to derive bIDP bounds. Such pairs can be thought of as mechanisms
that are only partially dependent on the output of their associated leakage functions (or vice
versa).

Where might we see partially independent mechanism-function combinations in practical
applications of bIDP? One possible scenario is a study that computes its output based on
a random sample of individuals chosen from the provided database. For such a study, the
leakage function may need to depend on the randomness used to pick the sample. This might
be due to space reasons — for example, the study might discard other data after picking
the random sample — or for accuracy reasons. In either case, the result of such a leakage
function will be somewhat correlated with the randomness used to select the sample in the
original study, but may also employ its own randomness as well, giving us a leaked value
that partially depends on the randomness used in the original study.

We can quantify this generalized notion of partial independence as follows:

» Definition 8 ((¢, d)-independence). Consider a mechanism-function pair (M, P). We say
that M and P are (e,0)-independent if for every database x, subset S C Oy, and output
0 € Op such that Pr,.[P(z,r) = o] # 0, we have that

Pr[M(z,r) € S|P(z,r) = o] < e*Pr[M(z,r) € S]+4¢
and

Pr[M(xz,r) € S] < e PTr[M(x,r) € S|P(x,r) = o] + 4.

T
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Note that by this definition, (0, 0)-independent pairs are perfectly independent. Using
this definition of dependence, we can get a more general version of Theorem 7 which wells
us what sort of bIDP bounds we can expect from a partially independent pair with a DP
mechanism. This is presented in the following theorem, and we note that by substituting in
¢ = ¢ =0, we get the result of Lemma 7 as a corollary.

» Theorem 9. Suppose we have a mechanism-function pair (M, P) where the outputs of M
and P are (€,¢")-independent of one another. If M satisfies (e,0)-DP, then (M, P) must
satisfy (e + 2¢, (e T€ +1)8' + e §)-bIDP.

4 Properties

We can show that bounded-leakage differential privacy satisfies many of the properties
satisfied by standard differential privacy [3], plus additional desirable properties.

4.1 Post-Processing

We begin by observing that bounded-leakage differential privacy is closed under convex
combination.

» Lemma 10. A convex combination of (¢, 0)-blIDP mechanisms with respect to some leakage
function P : X" x R — Op is also an (¢, 0)-bIDP mechanism with respect to the same P.

With this observation in hand, it quickly follows that bIDP is preserved under post-
processing of the privacy mechanism. The proof is very similar to the proof for post-processing
in the DP setting, and is omitted.

» Theorem 11 (Post-processing). If M : X™ x R — Oy is an (€,9)-bIDP mechanism with
respect to P : X™ x R — Op and f : Oy — O is any arbitrary mapping from Oy to an
output space O, then f o M is also an (¢,0)-bIDP mechanism with respect to P.

4.2 Group Privacy

Group privacy is an important property of differential privacy that quantifies how privacy
degrades between databases that differ in the data of more than one individual. In standard
differential privacy, group privacy properties hold due to the fact that given any two databases,
we can construct a “path” of adjacent databases and apply differential privacy properties to
each pair in the path.

Group privacy is a bit more complicated in the case of bounded-leakage differential
privacy due to the fact that we cannot always construct a path between two databases such
that the leakage function maintains the same value between all pairs of databases along
the path. Example 18 shows a situation where bounded-leakage privacy between pairs of
databases cannot imply anything about the group privacy of the same mechanism-function
pair. However, we can still state properties about group bIDP when for every output o of P,
we can find a path between the two databases in question such that for every database = on
the path, we have Pr[P(z,r) = o] > 0; we see this in Definitions 20 and 21, and Theorem 22.

10:7
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4.3 What if the Value of P is Leaked?

The definition of bIDP we have presented conditions probability on values of P, but the
value of P is never explicitly revealed or “leaked.” However, intuitively, we would like our
definition to satisfy the property that even if the value of of P is explicitly revealed (that is,
the output of P is included in the mechanism output), the pair retains its bounded-leakage
privacy. The following theorem shows that this property holds.

» Theorem 12 (Value of P leaked). Let M : X™ x R — O be a mechanism that satisfies
(€,0)-bIDP with respect to the leakage function P : X™ x R — Op. Consider another
mechanism, M’ : X™ x R — Oy x Op such that M’ returns the output of M concatenated
with the output of P; that is, M'(x,r) := M(z,r)||P(x,r). Then M’ also satisfies (€, )-bIDP
with respect to P.

We can combine this theorem with the independence results of Lemma 7 or Theorem 9 to
get Corollaries 13 and 14, respectively

» Corollary 13. Suppose M is an (€,9)-DP mechanism and P is a leakage function such
that the outputs of M and P are perfectly independent. Then the concatenation of M and P,
M'(z,r) = M(z,r)||P(x,r), satisfies (€,9)-bIDP with respect to P.

» Corollary 14. Suppose M is an (€,0)-DP mechanism and P is a leakage function such
that the outputs of M and P are (¢',0")-independent. Then the concatenation of M and P,
M'(z,r) = M(z,r)||P(x,r), satisfies (e + 2¢, (et +1)8' + e §)-bIDP with respect to P.

4.4 Composition

We derive some properties of the composition of multiple bIDP mechanism-function pairs.
There are two types of composition that we consider: non-adaptive composition, in which
the sequence of mechanism-function pairs is fixed in advance; and adaptive composition, in
which the choice of future mechanism-function pairs might depend on the results returned
by previous mechanisms.

We use a unified reduction technique to obtain results for both settings.

» Definition 15 (DP reduction mechanism). Given a mechanism M : X™ x R — Oy, a
leakage function P : X™ x R — Op, some output o € Op, and two databases ry,x1 € X",
we define the DP reduction mechanism for (M, P),o0,xq,x1 to be the mechanism M;?O’II :
X" X (Romy X Rozy) = On U {“null”}, where R, 4, is defined as the subset of the random
input space R such that Ry, = {r € R : P(xy,r) = o}. Then, given any x € X™ and
(r0,7) € Ro 3y X Ro s Mf,?l;xl(x, (ro,m1)) is defined as

“null” if Pr.[P(zo,7) = 0] Pr,[P(z1,7) =0] =0
M3 (2, (ro,m1)) = § M(2o,70) if @ = 20
M(z1,m) otherwise

In order to use this mechanism in our reduction proofs, we need it to satisfy two important
properties. The first (Proposition 23) is that the distribution of ME’** on inputs z¢ and ;
should match the distribution of M conditioned on P outputting o in the bIDP setting for
those inputs. The second (Proposition 24) states that if (M, P) satisfies bounded-leakage
privacy and z and z; are neighboring databases, Mp""" must be differentially private.

In Section C, we show how to use this reduction to translate results on non-adaptive
composition of differentially private mechanisms to results for bIDP. Section D shows the
analogous reduction for adaptive composition, yielding the following theorem:

» Theorem 16. For all €,6,0' > 0, the class of (e,8)-bIDP mechanisms satisfies (¢',kd + §')-
bIDP under k-fold adaptive composition for € = e\/2kIn(1/") + ke(ec™1).
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5 Tools for Achieving bIDP

Our Lemma 7 and Theorem 9 give tools for understanding when existing differentially
private algorithms can be used to achieve guarantees of bIDP. In addition, in Section E, we
establish a bIDP variant of the exponential mechanism [13]. The exponential mechanism is a
foundational differentially private algorithm that performs exponentially weighted sampling
from a space of outcomes with weights chosen according to a utility function over databases
and outputs. The standard exponential mechanism cannot be directly applied to the bIDP
scenario because we have no guarantees about how a particular utility function will depend
on the additional leaked function P. As an example, if P is the standard deviation of entries
in the database and we are seeking to output a result that is close to the average of the
database, the value of P will affect the distribution of how “useful” particular outputs are
based on their distance from the true mean. To address this, we introduce a notion of a
coupled utility function, and show that an analogous mechanism enjoys bIDP.

6 Applications

Now that we have presented a definition of bounded-leakage privacy and explored some of
its properties, we consider some applications of this definition.

6.1 2020 Census: Releasing Additional Information About a Dataset

In some situations where a differentially private study is run, there may be additional releases
of information about the underlying private dataset. This could happen unintentionally via
a leak or some sort of adversarial attack, or it could be intentional if those running the study
choose to release select pieces of information without noise (or with lower noise levels), such
as releasing the number of outliers, or a summary statistic such as the standard deviation or
average of the data surveyed.

In this situation, we would like to understand what sort of privacy is maintained after
such a leak, and whether the release of such information combined with the results of a
differentially private study could degrade the participants’ privacy in unexpected ways.

If the leaked information is a deterministic function that depends only on the database or
a randomized function that uses independent randomness from that used in the differentially
private mechanism, then the differentially private mechanism and this additional function
will be perfectly independent. Applying Theorem 7 tells us that releasing this additional
information guarantees bounded-leakage privacy with the same bounds as the DP mechanism
in the original study, and so other than revealing that the database used in the study was
such that it produced the additional statistic in question, the privacy of the results of the
original study does not degrade further. This gives a formal language for reasoning about,
for example, the privacy properties of the 2020 US Census, where some statistics will be

revealed without any noise, and other computations will be subject to differential privacy [9].

6.2 Big World Privacy: Controlling Privacy Degradation due to
Absence from Studies

Recall the Big World Privacy problem from the Introduction. Bounded-leakage differential
privacy can aid in reasoning about how privacy degrades across many studies, some of which
an individual may not have participated in.
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Suppose that a sequence of k studies has been run on various subsets of the entire
population D. In the Introduction, we discussed modeling each study as the composition of
two mechanisms, one being a standard differential-privacy mechanism M), and the other
a participation function, which we will denote fpa),« Usmg this definition, the result of the
jth study is computed by first getting the output of fpar(D, rz(m)r) = D(J)7 which will be a
subset of D containing only the data of those chosen to participate. After getting D), we
compute M) (DU) 1)) to get the final result of study j. We will assume that each M(7)
satisfies e-DP.

When the participation function is arbitrary, then no level of privacy can be maintained.
For example, for a particular study of average height, we can either choose a group of NBA
players or a group of toddlers. If this decision is based on a sensitive property of individual 4,
this property will be completely revealed. We will therefore make the simplifying assumption
that the participation of an individual ¢ is independent of all other individuals. Our results
will hold in more general settings as well, but as the above example demonstrates, some
assumption of this sort needs to be made.

With this assumption we are guaranteed that if a mechanism is (¢,0)-DP, then each
pair of databases with different ¢ values but the same participation in other individuals is a
pair of neighboring databases, and therefore satisfies (¢, d)-DP. The study will be a convex
combination of the results of the privacy mechanism on such pairs, and so must also satisfy
(e,0)-DP

Now, suppose that we would like to reason about the privacy loss of a particular individual
i if some of her participation data is leaked. Consider a leakage function P;(D,7pqr (), rp)
that takes in the giant database D, the randomness used to decide i’s participation in each
study, rper(i), and some additional randomness r,. We define this function such that it
outputs some t € Z, with 0 < t < k, such that ¢ is an upper bound on the total number of
studies that our individual 7 participated in. There are numerous real-world situations where
such a bound might be released, such as the observation that “i only participated in studies
conducted in the U.S” or that some number of the studies were conducted before i was born.

Let M(D, Tpar, ) denote the concatenation of all k studies. Conditioning on this leakage
function, we can show that the following result holds:

» Theorem 17. For anyt < k, subset S C Oy7, and database D; that differs from D only
in i’s data, we have that

Pr_[M(D, TparsT) € S|Pi(D,7par (i), 1p) = 1]

Tpar,T

< o2t Pr [M(D;,7par,T) € S|Pi(Dj, rpar (i), 7p) = t] + 2t.

Tpar,T

This bound arises from the standard additive bound (Theorem 32) for the composition of
2t (e,d)-DP mechanisms, but any existing composition bound for the same setting could
be substituted in to get an analogous result. It should be noted that this result is a bit
different from our standard definition of bIDP due to the fact that the resulting privacy
bound (2te) depends on the value of the leakage function (¢). We include the proof of this
result in Appendix F. As previously noted, standard differential privacy only tells us that 4
incurs an e privacy loss for every single study in M. However, considering the same question
in the bounded-leakage differential privacy setting allows us to conclude that the privacy
loss of ¢ is bounded by the number of studies she may have participated in.
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7

Future Directions

We hope that the notion of bounded-leakage differential privacy will aid in the rigorous
analysis of privacy guarantees in settings where differential privacy does not hold. This
initial exploration suggests many additional avenues to pursue. It would be interesting to
develop additional mechanisms that enjoy blDP, and to apply the notion in new domains.
Additionally, one might consider variations on the definition of blDP, for example a variant
that allows weakened privacy if the probability of the function P attaining a particular set
of values is very small.
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A Missing Proofs from Section 3

Proof of Theorem 4. Consider any neighboring databases x ~ 2’ and a subset S C Ojy.
Let O' = {o € Op : Pr;[P(z,r) = o] Pr,[P(a',7) = 0] # 0}.
By the definition of O" and the fact that P satisfies (e, 0)-DP, we have that

Pr[M(z,r) € S,P(z,r) € Op\ O] =0
and therefore
Pr[M(z,r) € S] = Z Pr[M(z,r) € S|P(z,7) = 0] Pr[P(x,r) = 0]

ocO’

<e (Z Pr[M(z',r) € S|P(z',r) = o] Pr[P(:I:,r) = 0]) + 01

o€’
<er T Pr[M(2/,r) € S]+ 6.

So M satisfies (€1 + €3, 071)-DP. <

» Remark. One can extend this theorem to account for a non-zero o value, at a cost of an
additional (1 + |O'|)ds in the ¢.

Proof of Theorem 9. Consider any subset S C O);, neighboring databases x ~ z’, and
output o € Op such that Pr.[P(z,r) = o] Pr.[P(z',r) = o] # 0. Combining the definitions

of (¢/,¢')-independence and (e, §)-DP gives us
Pr[M(z,r) € S|P(z,7) = 0] < e Pr[M(z,r) € §] + 6

< et PrM(z',r) € S]+ e 5+ 6

IN

e Pr[M(2/,r) € S|P(al,r) = o] + (7T + 1)§ + €'

and therefore (M, P) satisfies (e + 2¢, (€€ T€ 4+ 1)8’ + e §)-bIDP. <

B Some Missing Proofs from Section 4

Proof of Lemma 10. Suppose we have some mechanism M : X x R — O); that is a convex
combination of the mechanisms M, ..., M : X™ x R — Oy such that for each 1 <i < k, we
have Pr,.[M = M;] = a; for some aq,...,a; > 0 such that Zi:l a; = 1. Suppose that each
M; satisfies (¢, 0)-bIDP with respect to a function P : X™ x R — Op.
Now, consider any neighboring databases x ~ 2/, S C O, and o € Op such that
Pr.[P(z,r) = o] Pr.[P(z/,r) = o] # 0. Then we have that
k
P;r[M(m,r) € S|P(z,r) =0] = ZPr[M = M;] P;r[Mi(x,r) € S|P(x,r) = o
i=1

<ZazePr (2',r) € S|P(z',1) = o] + 0)

k
(ZalPr («',r) e S|P(z',r —0]) +5<Zal>

i=1
e Pr[M(a',7) € S|P(z',r) = o] + 4,

T

and so M satisfies (e, d)-bIDP with respect to P. <
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» Example 18 (A bIDP mechanism that fails group privacy). The parity function paired with
any arbitrary privacy mechanism acts as a simple example of how a mechanism /function
pair can fail to satisfy any sort of group privacy guarantee. If we think of the database as
being represented as a vector in {0,1}", and choose the leakage function to be the parity
of that vector, then any neighboring databases will have different parity. So, any arbitrary
mechanism trivially satisfies perfect bIDP with respect to the parity function. However, we
can make no guarantees about non-neighboring databases that may share the same parity,
and so can make no guarantees about group blDP for the same mechanism/function pair.

» Remark 19. The above is also an example of how certain leakage functions can cause
bIDP to be trivially satisfied when the probability that neighboring databases will leak the
same output is zero. If the leakage function has even a small amount of noise, guaranteeing
that neighboring databases always have non-zero probability to agree on the leakage (such
as in an e- DP with large €), then bIDP is guaranteed to be non-trivial. We also note
that an alternative definition of bIDP could restrict the behavior of the mechanism across
any two databases inducing the same result under the leakage function, while scaling the
corresponding constraint on probabilities according to the Hamming distance between the
databases. This strictly stronger definition is worthy of further investigation.

» Definition 20. Given a database universe X™, a path of length n between databases x
and =’ is a sequence of n + 1 databases from X", x = xg,x1,...,2, = T’, such that for all
1 €{0,....,n — 1}, the databases x; and x;+1 are adjacent.

» Definition 21. Given a function P : X" x R — Op, a path P = (xy, ...,x,) is non-zero
for an output o € Op if for alli € {0,...,n}, we have Pr.[P(z;,r) = o] > 0.

» Theorem 22 (Group privacy). Consider a mechanism M that satisfies (e,8)-bIDP with
respect to a function P, and two databases x and x’. If for a particular output o € Op there
exists a non-zero path of length k between x and x’, then for any S C Oy, we have

r r e —1

eke — 1
Pr[M(z,r) € S|P(x,7) = o] < e* Pr[M(z',r) € S|P(z',r) = 0] + 6 ( > .

The proof of this theorem follows the same approach as the proof of group privacy in the
standard DP setting, and is omitted here.

Proof of Theorem 12. Consider two neighboring databases z sinz’, a subset S C Oy x Op,
and an output o € Op such that Pr,.[P(z,r) = o] Pr,.[P(a’,7) = o] # 0. Then,

Pr[M'(z,r) € S|P(z,r) = 0] = f;r[]\/[(x,r) € So|P(z,7) = 0]

r

where S, = {y € Ops : (y,0) € S}, with the same holding true when z is replaced with «’.
Therefore, combining the bIDP properties of (M, P) and the above equalities gives

Pr[M'(z,r) € S|P(z,r) = o] < e Pr[M'(z',r) € S|P(z',7) = 0] + 0
and thus M’ satisfies (e, §)-bIDP with respect to P. <

» Proposition 23. Consider any mechanism M, leakage function P, output o of P, and
databases xg and x1 such that Pr.[P(xg,r) = o] - Pr[P(x1,r) = o] # 0. Then for any subset
S COpm and b e {0,1}, we have that

e P MBS r) €8] = PrM (1) € SIP(n,7) = o]

10:13
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» Proposition 24. Suppose that a mechanism M satisfies (€, 9)-bIDP with respect to a leakage
function P. Then, for any o € Op and neighboring databases xo ~ x1, the DP reduction
mechanism Mp%"™ satisfies (e,6)-DP.

The proofs of Propositions 23 and 24 are omitted here for space reasons, but are easily
verified.

» Remark 25. Another simpler construction can be used to prove a reduction in the reverse
direction, reducing DP composition to the blIDP setting.

C Details on Non-Adaptive Composition

The following theorem shows how to translate a non-adaptive composition theorem for
differential privacy into one for bIDP.

» Theorem 26. For some k > 1, suppose that the following implication were to hold: if
for any choice of k mechanisms Ly, ..., Ly such that each L; satisfies (¢;,0;)-DP, then the
composition of these mechanisms,

L(z,(r1,...,7)) := L1(x,r1)||La (2, m2)||---|| L (2, 78),

(where each r; is chosen independently at random) would satisfy (¢',8")-DP. Then, for
any choice of k mechanism function pairs (M1, P1), ..., (Mg, Py) such that each M; satisfies
(€i,0;)-bIDP with respect to P;, if we define the composed functions

M(z, (r1,...,rx)) := Ma(z,r1)||...||M (z, 1) and P(z, (r1,....,1%)) := Pi(x,r1)||.-.|| Px(z, %),
then M must also satisfy (¢, 8")-bIDP with respect to P.

Proof. Consider any neighboring databases zo ~ x1, some subset S C Oj);, and some
0 = (01,...,0) € Op such that Pr,[P(zg,r) = o] Pr.[P(z1,7) = 0] # 0. We note that this
requirement implies that Pr,.[P;(xo,r) = 0;] Pr,.[Pi(x1,7) = 0;] # 0 for all 4. Then, consider
the k DP reduction functions, (M1)p)5}, .., (My)p, 7., defined in terms of each (M;, P;). By

Proposition 24, each (M;)p ;" must satisfy (e;, d;)-DP.
Therefore, by our assumption, the composition

M'(z, (r1, .oy i) = (M) 2 (@, r) | (M) 500 (0, 7)

Py 01 Py ,0p

must satisfy (¢, 6")-DP.

We can express any subset S as the sum of disjoint rectangles, so it suffices to assume
that S is a rectangle. So, S =51 x S2 X ... x S where each S; C Oy,. Then because each
r; is chosen independently, we know that for any b € {0,1},

Pr[M'(xp, (r1,...,7%)) € S] = HPr[Mi(xb,r) € Si|Pi(xp, 1) = 0i],
where because each P; uses independent randomness as well,
k
HP_r[Mi(a:b,r) € Si|P;(xp,7) = 0;] = Pr[M (zy,7) € S|P(xp,7) = 0].
i=1

Combining the DP guarantee for M’ and the above equality gives us
Pr[M(zo,r) € S|P(20,7) = 0] < e Pr[M(z1,r) € S|P(21,7) = 0] + &'
s T

Therefore the composed mechanism M must satisfy (¢, ¢")-bIDP with respect to P. <
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This result tells us that any nonadaptive composition bounds for the DP setting can be
extended to the bIDP setting. In particular, we present a corollary below that is reached by
applying this statement to a well-known composition theorem for DP.

We first recall the following theorem:

» Theorem 27 ([5]). Suppose My, ..., M}, are mechanisms such that M; satisfies (e;, 6;)-DP.
Then the composition of these mechanisms, M(z, (r1,....,7)) := My(z,m1)||...|| Mg (z,71),

satisfies (Zle €5, Zle ;)-DP.
The following corollary is a direct result of combining this theorem with Theorem 26:

» Corollary 28. Suppose (My, Py), ..., (Mg, P;) are mechanism-function pairs such that each
M; satisfies (e;,6;)-bIDP with respect to P;. Then the composition of these mechanisms,

M(z, (r1,...y1)) := My(x,r1)]|]...] | Mg (2, 71)

satisfies (Zle €3y 211 d;)-bIDP with respect to the composition of the P;s,

P(xz,(r1,...,7x)) := Pi(z, )| || Pr(, r).

Therefore, we can conclude that, like for differential privacy, the rate of bounded-leakage
privacy loss as we increase the number of queries to the database, is at most linear.

D Adaptive Composition

It is also important to consider how bounded-leakage-privacy can be affected if the composed
mechanisms are chosen adaptively based on the outputs of the previously chosen mechanisms.
We analyze how this form of composition affects privacy via an experiment/adversary model.
We define two experiments: Experiment 0 and Experiment 1, as follows:

Algorithm 1 Experiment b: bIDP of Adaptive k-Fold Composition.

Input: a family of mechanism-function pairs F = {(My, P), (Ma, P»), ...}, and a
probabilistic adversary .A.
Repeat k times:
A outputs some query ((zo,x1), (M;, P;),0;) where (zg,x1) is a pair of adjacent
databases, (M;, P;) € F, and o; is some member of the output space of P;.
if Pr[P;(xzo,7) = 0;] - Pr[P;(x1,7) = 0;] = 0 then A receives “null”.
else A receives M;(zp,7) for some random r € R such that P;(xp, ) = 0;.

Intuitively, the definition of bounded-leakage privacy states that if a mechanism-function
pair has good bounded-leakage privacy, it should be hard to differentiate the outputs of
the mechanism on two adjacent databases for some fixed function output. Extending this
to the composition setting, it should still be difficult to distinguish which database was
used even if we are able to get more information with multiple queries. Connecting this to
the experiments, the adversary should have difficulty distinguishing between the outputs of
Experiments 0 and 1 if our family of mechanisms and functions has good bounded-leakage
privacy.

To formalize this, we define the “view” of the adversary in a particular experiment to be
everything that the adversary sees or knows after the experiment, i.e. the contents of all the
adversary’s k queries and the responses to those queries. It should be noted that this will not
include the random coin flips used to generate the responses to each query, nor whether b = 0

10:15
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or 1. An adversary’s view can be denoted by the values of all the queries and their responses,
i.e., a “transcript” of the experiment, or just the values of the random coin flips that the
adversary used and all of the responses. These are equivalent representations because an
adversary’s queries can always be reconstructed from the randomness that the adversary
used and the responses that it received, and so we will use these two representations of the
view interchangeably throughout.

Now that we have formalized this notion of an adversary’s view, we can use our model to
define bounded-leakage privacy under adaptive composition as follows:

» Definition 29. We say that a family F of mechanism-function pairs satisfies (e, )-bIDP un-
der k-fold adaptive composition if for every adversary A, random variables V' corresponding
to the view of A in FExperiment b, and subset of possible views V', we have that

PrVo e V] <efPr[V; € V]+46

This definition is designed to parallel the definition for adaptive composition of DP mechanisms
given by Dwork and Roth [5]. We include the DP version here so that the two can be easily
compared:

Algorithm 2 Experiment b: DP of Adaptive k-Fold Composition [5].

Input: A family F of mechanisms and a probabilistic adversary A.
Repeat k times:
A outputs the query ((zo,x1), M;) where (z9,x1) is a pair of adjacent databases
and M; € F.

A recieves M;(zp,r) for some random r € R.

» Definition 30 ([5]). We say that the family of mechanisms F satisfies (e,0)-DP under
k-fold adaptive composition if for every adversary A, we have D3 (Vy||V1) < €, where Vj,
denotes the view of A in the DP composition experiment, and D2_(Vo||V1) is the §-approzimate
max divergence between Vo and Vi, defined as

Pr[Vp € S] -6

DS (Vo|[vh) =
oo( 0|| 1) SgSupp(\;B:ag(r[VoEV]Z5 n PI‘[Vl GS}

We note that this max-divergence definition is equivalent to requiring that for all adversaries
and subsets of views of the DP experiment, V', we have Pr[Vp € V] < e“Pr[V} € V] + 4,
which puts the definition in a more familiar form.

We will now connect this model to the standard DP setting. The following theorem states
that any bounds for adaptive composition that can be shown to hold in the DP setting must
also hold in the bIDP setting:

» Theorem 31. If a class of (€,0)-DP mechanism-function pairs satisfies (¢',6")-DP under
k-fold adaptive composition, then that class of (e,8)-bIDP mechanisms satisfies (¢/,8")-blDP
under k-fold adaptive composition.

Similar to our nonadaptive composition result, the proof of this theorem uses the strategy
of reducing the bIDP setting to the DP setting by converting any arbitrary blDP adversary
to an adversary in the DP setting with the same distribution of views. We can then argue
that therefore the original bIDP adversary must be constrained by the same bounds as the
DP adversary.
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Proof of Theorem 31. For the purposes of this proof, we will consider the views of the
adversary in both the DP and bIDP adaptive composition experiments to contain only the
value of the adversary’s random bits and the responses it receives for each query so that we
can easily compare the views in the DP and bIDP settings.

First, assume that the class of (e, )-DP mechanisms satisfies (¢/,d’)-DP under k-fold
adaptive composition. Now, consider some adversary A”PF for the bIDP composition
experiments for the class of (¢, d)-bIDP mechanism-function pairs.

Using AYPP
mechanisms as follows: whenever A*PF would output the query ((zo, 1), (M, P),0) given
the current view of the experiment, AP outputs ((xg, 1), Mp*), where Mp2*" is the DP
reduction mechanism for (xg,x1),0, and P.

By Proposition 24, Mp% ") satisfies (¢, d)-DP and therefore APPF is a valid adversary for
the class of (€, d)-DP mechanisms.

Now, we want to show that given this definition of AP if V,PF is a random variable for the
view of APF in the DP composition Experiment b and V;*'P¥ is a random variable for the view
of AP in the bIDP composition Experiment b, then we have dist(V,PF) = dist(VPPT).

We split both views into their component random variables corresponding to the random-

, we construct an adversary for the DP composition experiment on (e, §)-DP

ness of the adversaries and the responses in the experiment such that
VPP = (RPP, §PP . SPP) and VPP = (RUDP GUDP GWDP)

where RPP and RYPP are random variables corresponding to the random bits of the
adversaries, and each S; is the response received for the ith query in the experiment.

We will use induction on the number of outputs to show that these distributions must
be equal. First, because APF uses no additional randomness apart from the randomness of
AYPP e clearly have dist(RPT) = dist(RYPT). This forms our base case.

Now, suppose that for some i with 1 < i < k, we have
dist((RPT, 8PP . SPEY) = dist((RYPP, SUPF | SHDPY),

Then, for any partial view (7, s1, ..., s;), we can rewrite Pr[(RPT, ..., SPP) = (r, ..., s;)] as
Pr[(RPY,...,SPY) = (r, ..., 5i_1)] Pr[SPP = s;|(RPT, ..., SPE) = (7, ..., i-1)],

where by fixing (r, 51, ..., 8;_1), the ith query from APF is deterministically fixed to be some
((zo,21), (M;, P;), 0:), and therefore the ith query of AP is fixed to be ((xo,z1), (M;)75")-
By Proposition 23, if Pr,[P;(xo,7) = 0] Pr,[P;(x1,7) = 0;] = 0, then (M;)% 5" (xp,7) will
output “null” with probability one. Otherwise, we have that o

dZStr((Mz);S,Z,l (l'b, T)) = diStT:P(wb,r):oi (MZ (Iba T))
and therefore in either case,

dist(SPY|(RPT,...,SPT) = (r,....,5,1)) = dist, ((M;) 5ot (25,7))

= dist(SYPP|(RMPP . SUDPY = (r, . 5,_1))

By our inductive assumption, dist((RYPF ... SPDP)) = dist((RPF, ..., SPT)). Putting
these together, we must have dist((RYPF ... SUPP)) = dist(RPP ..., SPF)). This completes
our inductive step, and therefore it follows by induction that

dist(VP'PP) = dist((RPPP, ..., SM'PPY) = dist((RPT, ..., SPP)) = dist(V,PT)

dist(VPPPY) = dist(V,PT).
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Because by our initial assumption the class of (e, §)-DP mechanisms satisfies (¢/,6’)-DP
under k-fold adaptive composition, we must also have that for any subset of views V', we have

Pr[VIPP e V] = Pr[VPY e V] < e Pr[VPY € V] + 8 = e Pr[VPPP e V] 4 ¢

Pr[VYPP e V] < e Pr[VPPE e V] + &

Therefore the class of (e, d)-bIDP mechanisms must also satisfy (¢’, §)-bIDP under k-fold
adaptive composition. |

Theorem 31 allows us to apply existing bounds for the adaptive composition of DP mechanisms
to the bIDP context. Recall the following composition bound for DP mechanisms:

» Theorem 32 ([6]). Foralle,§,6" > 0, the class of (€, §)-DP mechanisms satisfies (€', ko+9")-
DP under k-fold adaptive composition for:

€ =e\/2kIn(1/0") 4 ke(es ).

Combining the results of Theorem 31 and Theorem 32 gives us Theorem 16 as a corollary.

E The Exponential Mechanism

» Definition 33. Given a set of outputs Op; and a set of outputs Op, a coupled utility
function for Oy and Op is some function up p : X" x Oy x Op — R that maps triples
containing a database, an element of Oy, and an element of Op to a real-valued score.

We define this coupled utility function with the intent of defining Oj; to be the output
space of a particular mechanism, and Op to be the output space of some associated function.
This definition would allow us to define utility functions in the bounded-leakage setting
that are inherently stronger than just considering a standard utility function conditioned
on a particular output of the leaked function, because here we can have the utility function
depend on the output of the associated function even if it is randomized.

We also want to define an analogous notion of utility sensitivity for coupled utilities.

» Definition 34. Given a coupled utility function uprp : X™ x Oy X Op x R, we define a
function corresponding to the sensitivity of unr,p conditioned on a particular element of Op,
Aupr p: Op — R, such that for any o € Op,

Aupy,p(0) = max max |un,p(z,y,0) — un,p(2,y,0)]
yeO N z~T!
This quantifies the sensitivity for our coupled utility given a particular value for the
output of P.
Using this new concept of a coupled utility function, we can define a version of the
exponential mechanism for bIDP as follows:

» Definition 35 (The Exponential Mechanism for bIDP). Given a set of outputs, O, a function
P: X" xR — Op, and a coupled utility function ups p : X™ x Opr x Op — R, the bounded-
leakage exponential mechanism Mg p(x,up p, O, 1) is defined such that if P(x,r) = o,
then for any y € Oy, the probability that the mechanism outputs y is proportional to

ex EUM}P(CU,:%O)
P QAUMJJ(O) '
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We can now show that in the same way that the standard exponential mechanism
guarantees (¢,0)-DP, this version of the mechanism guarantees (€, 0)-blDP.

» Theorem 36. The exponential mechanism for bIDP satisfies (€,0)-bIDP with respect to its
associated function P.

Proof. Consider any two neighboring databases x ~ z’, some output o of P such that
Pr.[P(x,r) = o] - Pr,.[P(z',r) = o] # 0, and some output s € Op;. Applying the definition of
the mechanism and utility sensitivity, we have that

Pr.[Mg p(x,upr,p, On,7) = s|P(x,7) = 0]
Pr.[Mg p(2',un,p, O, r) = s|P(a’,r) = 0]

is at most

e(un, p(x,y,0)+Aun, p(0))
eAups p(o ZyeoM P ( - QAy“MvP(O)M - )
P ( 3R urs r(o) ey
M, P ZyGOM exp (m)

Therefore, for any subset S C Oj;, we have
Pr[Mg p(%,unm,p,On,7) € S|P(x,7) = 0]

< Z e gr[ME,P($'7UM,P, On,r) = s|P(a’,7) = o]
seS

= e“Pr[Mg p(2',upr,p,Onm, 1) € S|P(2', 1) = 0],
T
and so Mg p satisfies (¢, 0)-bIDP with respect to P. <

As in the case of the standard exponential mechanism, we also want to show that our
mechanism for the bounded-leakage case can give us some guarantee of “good” utility. In
the case of the standard exponential mechanism, we recall the following theorem:

» Theorem 37 ([13]). Let Mg be the standard exponential mechanism for a set of outputs
S and utility function u. For any database x, let OPT,(x) = maxycs u(z,y), and Sopr =
{y € Op s u(z,y) = OPT,(x). Then, for anyt € R, we have that

Pr{u(Mpg(@,u, S,7)) < OPT,(x) - 2?“ (m <|S|OiT|> +t>] <et

By the properties of our exponential mechanism for bounded-leakage privacy, we can
conclude the following analogous theorem in the blIDP setting:

» Theorem 38. Let Mg p be the standard bounded-leakage exponential mechanism for a set
of outputs S, function P, and utility function ug p. For any database x and output o of P,
let OPTyg (x,0) = maxyes us,p(x,y,0), and Sopr = {y € On : us,p(x,y,0) = OPT,(x).
Then, for any t € R, database x, and output o of P, we have that

Pr  [us,p(Mg,p(z,us,p,S,7)) < OPTyg »(x,0) — 28us.p(0) (ln ( 5] > + t)] <e

r:P(x,r)=0 € |SOPT|

Proof. This result follows immediately from combining Theorem 37 and the observation
that once the output of P is set, Mg p behaves like the standard exponential mechanism for
output space S and utility u(z,y) = us,p(z,y,0). <

FORC 2020



10:20

Bounded-Leakage Differential Privacy

F Additional Details on the BigWorld Application of bIDP

In this section, we provide a proof for the result stated in Theorem 17. To begin, we have
the following lemma:

» Lemma 39. Let V; be a leakage function that releases the exact number of studies that i
participated in. Then, for any S C Opr, t < k, and D ~ D; such that D; differs from D only
in 1’s data, we have that

_Pr [M(D,rpar,7) € S|Vi(D, par) = t] < € Pr [M(Di,rpar,T) € S|Vi(Di, Tpar) = t] + 28

T\ par T\ Tpar
Proof. We first note that because of our assumption that the participation of ¢ is independent
of the participation of all other individuals in D, we can consider the distribution of a
particular study MU)’s output to be a convex combination of neighboring databases differing
only in i’s data.

If ¢ does not participate in study j in either case, then neither mechanism can depend on
i, so the distributions of possible results conditioned on v and v’ will be equal. Otherwise,
we apply the (¢, 6)-DP to conclude that

Pr [MD(f9.(D, par),7) € Si|Vi(D, rpar) = 1]

TTpar

<e® Pr [M(j)(f;gg)r(Divrpm')W) € SjVi(Di,rpar) = t] + 0

TTpar

By the definition of our leakage function, the maximum number of j such that ¢ participates
in at least one of the two versions of each study is 2¢. So, M can be viewed as the composition
of at most 2t (¢, d)-bIDP mechanisms, all with respect to V;. Meanwhile all other mechanisms
are perfectly bIDP. Therefore, using the standard composition bound for bIDP mechanisms
(Corollary 28) we get the desired inequality. <

Proof of Theorem 17. With this result in hand, we can now consider our original leakage
function P;, which leaks an upper bound for the magnitude of the participation vector.

For any particular ¢, we will have that Prz, . [M(D,7par,7) € S|Pi(D,rpar) = t] is a
convex combination of the set of probabilities

T\ Tpar

{Pr [M(D,7par,T) € S|Vi(D, Tpar) = j]}

0<j<t

By Lemma 39, each of these satisfies (2te, 2t0)-bIDP, and so applying Lemma 10 gives
the desired inequality. |

We should note that we applied the simplest composition bound for (¢, 4)-DP or bIDP
mechanisms in this case, but any bound could be substituted for an analogous result.
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