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—— Abstract
State-based opacity is a special type of opacity as a confidentiality property, which describes whether

an external intruder cannot make for sure whether secret states of a system have been visited by
observing generated outputs, given that the intruder knows complete knowledge of the system’s
structure but can only see generated outputs. When the time of visiting secret states is specified as
the initial time, the current time, any past time, and at most K steps prior to the current time,
the notions of state-based opacity can be formulated as initial-state opacity, current-state opacity,
infinite-step opacity, and K-step opacity, respectively. In this paper, we formulate the four versions
of opacity for real-time automata which are a widely-used model of real-time systems, and give
2-EXPTIME verification algorithms for the four notions by defining appropriate notions of observer
and reverse observer for real-time automata that are computable in 2-EXPTIME.
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1 Introduction

1.1 Background

Opacity is a confidentiality property that is firstly proposed in [8] to characterize information
flow security, and has been widely used to describe all kinds of scenarios in security /privacy
problems. It describes whether a system can forbid an external intruder from making for sure
whether some secrets have been visited by using observed outputs, given that the intruder
knows complete knowledge of the system’s structure but can only see outputs generated by
the system. In [3], a general run-based opacity framework is proposed for labeled transition
systems (LTSs), where such a system is opaque if for every secret run, there exists a non-secret
run such that the two runs have the same observation. Later on, two special types of secrets
are studied: subsets of event sequences (aka traces) and subsets of states. According to the
two types of secrets, opacity is classified into language-based opacity and state-based opacity.
The former refers to as for every generated secret trace, there is a non-secret generated trace
such that they have the same observation; the latter means whenever a run passes through a
secret state at some instant, there exists another run that does not pass any secret state at
the same instant such that the two runs have the same observation.

1.2 Literature review

In order to apply opacity to different scenarios, different notions of opacity in different models
have been studied, e.g., four types of state-based opacity, called initial-state opacity (ISO)
[13], current-state opacity (CSO) [5], infinite-step opacity (InfSO) [12], and K -step opacity
(KSO) [11] for labeled finite automata (LFAs) are proved to be decidable in PSPACE with
PSPACE lower bounds in [13, 5, 12] and with an NP lower bound in [11]. Unlike LFAs, ISO
of labeled Petri nets is undecidable [3, 16]. Language-based opacity is more involved, because
it is already undecidable in finite LTSs (i.e., LFAs) with e-labeling functions [3]. In [7],
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language-based opacity is shown to be decidable in EXPTIME for LFAs when secret languages
and non-secret languages are regular. Moreover, in [19, 1], ISO, CSO, InfSO, KSO, and the
special language-based opacity (as in [7]) in LFAs are reduced to each other all in polynomial
time, so the decision problems for the five definitions of opacity are all PSPACE-complete.
Other related opacity results for untimed systems can be found in [19, 20, 2, 6], etc.

In contrast to untimed systems, in real-time systems, except for an observable transition,
the execution of an unobservable transition may also cost time, so the study of opacity
in real-time systems is much more complicated, and there have been rare opacity results.
In [4], a notion of L-opacity (the counterpart of CSO generalized to timed automata) is
proved to be undecidable for a very restrictive class of timed automata called event recording
automata, in which each clock is associated with an event and when an event occurs the
corresponding clock is reset. Later in [18, 17], language-based opacity of real-time automata
(RTAs, in which there is a single clock that is reset at the occurrence of each event) is proved
to be decidable, where the secret languages and non-secret languages are those recognized by
RTAs, hence ISO is also decidable as a special case of the considered language-based opacity.
The overall verification idea is to compute the intersection of the secret language and the
complement of the non-secret language for a given RTA.

1.3 Contribution of the paper

In this paper, we formulate the above mentioned four types of state-based opacity (ISO,
CSO, InfSO, and KSO) for an RTA A (where the ISO is the same as that in [18, 17]),
and show that they are all decidable in 2-EXPTIME. The verification method used in the
current paper (totally different from the one used in [18, 17]) is firstly to define and compute
notions of observer Aqns and reverse observer A .. in 2-EXPTIME in the size of A, and
secondly use Aops and gA,, . to verify the four notions of opacity in time linear or quadratic
obs- Compared with LFAs, the transitions of RTAs
carry real intervals which denote that the time consumption of a transition’s execution may

S

polynomial in the sizes of Agps and gA

be any real in the corresponding interval, so that RTAs can represent real-time systems. The
considerable difficulty in characterizing opacity for RTAs compared with that for LFAs just
comes from the intervals in RTAs. Note that the method of using observers to verify opacity
is a conventional one used in LFAs, e.g., in [10], a notion of observer (actually the powerset
construction used for determinizing nondeterministic finite automata with e-transitions [15])
is used to verify CSO of LFAs; in [19], a notion of reverse observer is used to verify ISO of
LFAs; in [20], a notion of two-way observer (combining an observer and a reverse observer)
is used to verify InfSO and KSO, all in EXPTIME. The essential technical difficulty of the
current paper lies in how to define suitable notions of observer and reverse observer for RTAs
and how to compute them.

The remainder is structured as follows. In Section 2, we introduce necessary notation,
show the exact run length problem that belongs to NP, and also introduce based knowledge
in RTAs; In Section 3, we show the main results of the paper, which include four definitions
of state-based opacity for RTAs, notions of observer and reverse observer and how to compute
them, and necessary and sufficient conditions for the four definitions of state-based opacity.
Section 4 ends up the paper with a short conclusion.
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2 Preliminaries

2.1 Notation

Symbols N, Z, Z,, Q, Qs¢, R, and R>( denote the sets of nonnegative integers, integers,
positive integers, rational numbers, nonnegative rational numbers, real numbers, and non-
negative real numbers, respectively. For a,b € R u {+o0} such that a < b, we use {a,b) to
denote an interval, where “{” represents “[” (left-closed) or “(” (left-open), “)” represents “]”
(right-closed) or “)” (right-open). For a finite alphabet 3, ¥* denotes the set of words over
Y. including the empty word e. 1 := 3*\{€e}. For a word s = s182...s, € X*, |s| stands for
its length n, s® denotes the mirror image sy, ...s251 of s. For s € ¥ and k € N, s* denotes
the concatenation of k copies of s. For a word s € ¥*, a word s’ € ¥* is called a prefiz of s,
denoted as s’ = s, if there exists another word s” € ¥* such that s = s’s”. For s € ¥* and
s’ s, we use s\s' to denote the word s” such that s's”

< 4, [, 4] denotes the set of all integers no less than ¢ and no greater than j; for a set S,
|S | denotes its cardinality and 2° its power set.

= s. For two nonnegative integers

2.2 The exact run length problem

Let Int be the set of nonempty intervals of R having left endpoints in Q U {—o0} and right
endpoints in Q u {+w}. Note that 00 do not belong to any interval of Int. Consider a
k-dimensional duration directed graph G = (Intk,V, A), where k € Z ., Int” is the k-fold
Cartesian product of Int, V a finite set of vertices, A = V x Int® xV a finite set of directed

edges (arcs) with weights in Int®. A run of G is defined by vy = vy -2 -+ =% v, =: 7,
where n € Z, , vy, ...,v, € V, forallie [1,n], z; = (2:(1),...,2(k)) € R*, (v;_1,int;,v;) € A

for some int; = (int;(1), ... int;(k)) € Int®, and z(j) € int; ( ) for all j € [1,k]. The weight
of run r is defined by Z?:l z;. We sometimes write v; — v9 to denote a run from vy to vg
without specifying the intermediate vertices and vectors. For an edge (v1, int,, ,,v2) =: a € A,
we denote tail(a) = v; and head(a) = vs.

» Problem 1 (ERL). Given a positive integer k, a k-dimensional duration directed graph
G = (Intk7 V, A), two vertices vi,vs € V, and a vector z € QF, determine whether there ewists
a run from vy to vy with weight z.

We set as usual for n € Z.,, the size size(n) of n to be the length of its binary representation;
then size(—n) = size(n) + 1; size(0) = 1; for a rational number m/n, where m,n are
relatively prime integers, size(m/n) = size(m) + size(n), then for a vector z € QF, its size
is the sum of the sizes of its components. In addition, size(+w) = size(—w) = 2. For
a duration directed graph G = (Int*,V, A), for every edge (vl,intvlvz,vg) € A, denote
ity vy = (Nt (1), ... 0ty 0, (k)), where inty, o, (i) = {al,,, b} >, ab , € Qu {—mn},
bl v, € QU {+00}, i € [1,k]. The size size(G) of a given graph G is equal to [V| + size(A) =

[V |+ Z(Uhm%m 7U2)EA(2 + 2k + Zle(size(af)lw) + sme(b;lw))). Then the size of an instance

(k,G,v1,v2,2) of the ERL problem is size(k) + size(G) + 2 + size(z).

For every edge (v1,inty,v,,v2) € A (sometimes also written as (v1,vs) € A for short),
we denote w} . = (al . ....,a% )€ (Qu {—w})F and w? , = (b%mv L) e (Qu
{+00})*. We set as usual —0 < a < +00, a + (£0) = (£o) +a = o for all a € R,
b-(£ow) = (£w) b= too for all 0 # b e R. We also set 0 (+w0) = (i )-0=0. For two
vectors 21,z in (Q U {+00})*, we write 21 < 23 and 29 = 21 if 21(4) < 22 (z) for all i € [[1, k].
For re R and z = (2(1),...,2(k)) e R¥, we write r + 2 = 2 + 7 = (2(1) +7,..., 2(k) + 7).

» Lemma 1. The ERL problem belongs to NP.
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Proof. Consider an instance (k, G,v1,v9, z) of the ERL problem.
We add an edge (vo, ([0,0],...,[0,0]),v1) =: @, then wl = w2 = (0,...,0) =: 0F. For
—_— —
k k
each edge a in A, we define a variable x,. For edge a, we also define a variable x5z. Consider
the following inequality

xawé —+ 2 xaw}l < z, (la)
aeA

—zqw? — 2 Tow? < —z, (1b)
aeA

with constraints

Tg = 1, (2&)

zq, € Nforallae A, (2b)

Z Tq = Z z, for all v eV, (2¢)
acAu{a} acAu{a}
head(a)=v tail(a)=v

the edges a such that x, > 0 form a strongly connected component, (2d)

for every a € A, if x, > 0, then for all i € [1, k], if {a’, b’ ) is left-open (resp.,

right-open), then the i-th component of (1a) (resp., (1b)) must hold strictly.
(2¢)

If (Ta)aeaufa} is a solution to (1) satisfying constrains (2), then there exists a run from
v1 to ve having Z, repetitive edges a € A therein with weight z by continuity of R, i.e.,
(k,G,v1,v9,2) is a positive instance of the ERL problem. If (1) has no solution satisfying
constraints (2), then (k, G,v1,v9, 2) is a negative instance of the ERL problem.

For an edge a € A and i € [1, k] such that w] (i) = —c0, we either put x, = 0 into (1) (in
this case, wl (i) is eliminated) or remove the i-th component from (1a) in case z, > 1 (in this
case, x, = 1 implies that the i-th component of (1a) always holds no matter what values
the other variables are in). For an edge a € A and i € [1, k] such that w?2(i) = +o0, we do
similar things. Then we obtain a number < 4%14l of standard integer linear programming [14,
Cor. 17.1d] (i.e., of the form Az < b with constraints, where constants A € Qm™*" be Qm*!
variables x € N"*1) that is solvable in NP. Hence inequality (1) with constraints in (2) can
be solved in NP in the size of the instance (k, G, vy, v9, 2). <

» Remark 2. For a duration directed graph G, if all intervals shrink to a singleton, then the
ERL problem reduces to the NP-complete ezact path length problem proved in [9]. The proof
of Lemma 1 is inspired by the proof of the NP membership of the exact path length problem
in [9] but is more involved.

In order to obtain our main results on verification of state-based opacity for RTAs, we
need the following component-length-equal run (CLER) problem.

» Problem 2 (CLER). Given a positive integer k > 1, a k-dimensional duration directed
graph G = (Intk, V, A), two vertices v1,v2 € V, and an edge (va,inty,.,,v3) € A, determine
whether there exists a run v; — v Lravs, vs whose weight has equal components in Q, where

vy — v2 does not contain Vs, Weyyw, (1) € iNtyyy, () for all i€ [1,k].

» Lemma 3. The CLER problem belongs to NP.
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Proof. Consider a k-dimensional (k > 1) duration directed graph G' = (Int*,V, A), and
an instance (k,G,v1,v2,v3) of the CLER problem, where (v, inty,q,,v3) € A for some
Mlyyvs € Int”. We next construct a (k — 1)-dimensional duration directed graph G’ =
(Intk_171/',A’), and transform the instance (k,G,v1,v2,v3) of the CLER problem to an
instance (k — 1,G’,v1,v3,081) of the ERL problem. G’ is obtained from G as follows: for

every edge (v, inty,»,v") € A, denote mtvau = ((al, vy bi v//> o dak, bR, ) € IntF ) we
ComPUte int;/v// = <<a/,})/v// - b:j/v//, b,})/v// - ’L) ,UN> . <a 2 n U”’bﬁ ,Ul - ,IE,U//>) € Intk_l
where for all 7 € [1, k: 1], <ai,pn — bk, . b, — aF, v//> is left open (resp., right-open) if and

only if either {al, ., b, v,,} is left-open or {(a¥, ,,b%, > is right-open (resp either (a’, ., b%, >

is right-open or (a¥, ., b, .

We then have (i) (k, G, v1,v2,v3) is a positive instance of the CLER problem if and only
if (ii) (k—1,G"’,v1,v3,0%71) is an instance of the ERL problem such that in G’, there exists a

7JJ
run v; — vy ——> v3 with weight 0*~!, where w,_,, (i) € int,, (i) forall i € [1,k—1] and v3
appears only once in the run. Note that (ii) implies that there exists a run v; — v Lravs, V3
in G whose weight has equal components w in R, where v; — vy does not contain vs,

Wogus (1) € iNyyyy (1) for all 4 € [1,k]. If w is irrational, we can add a very small real number
Woyug €

€ to all components of w,,,, such that vy vy is still a run and w + € € Q, because
Q is dense in R, hence (i) holds. In order to check whether (k — 1,G’,v1,v3, 0¥ 1) meets
the satisfaction, by Lemma 1, we need to add the additional constraint z,, ,,) = 1 into
the corresponding constraints (2), and then solve the corresponding inequality (1) with the
modified constraints. Hence the CLER problem belongs to NP. <

2.3 Real-time automata

A real-time automaton (RTA) is a tuple A = (Q, E, Qo, A, u, 2, £), where @Q is a nonempty
finite set of states, E a finite alphabet (elements of E are called events), Qo < @ a nonempty
set of initial states, A < Q x E'x Q a transition relation (elements of A are called transitions),
(v assigns to each transition (g, e,¢’) € A (also written as ¢ = ¢’) a nonempty interval ji(e)yq
of R~ with left endpoint and right endpoint being a and b, where a € Qs¢, b € Qs U {+0},
a < b, ¥ is a finite set of outputs, and £ : E — ¥ U {e} is an output/labeling function. A state
q € Q is called dead if for all e€ E and ¢’ € Q, (q,¢,q¢) ¢ A.

The size of a given A is defined by |Q| + |Qo| + |A] + size(u) + size(£), where the sizes
of +o0 and rational numbers have been defined before, size(n) = 35, . )ea Size(u(e)qq) =
Digeqrenl2 tsize(ageq) + size(by,e,q)), dge,q and byeq are the endpoints of the interval
p(e)gq, 2 is used to denote the sum of the sizes of “[” (resp., “(”) and “]” (resp., “)”),
size(£) = |{(e, l(e))|e € E}|.

A transition (g, e, ¢’) € A is interpreted as when A is in state ¢ and event e occurs after
some time segment in p(e)yq, A transitions to state ¢'. When event e € E occurs, the output
{(e) of e will be observed if £(e) # e (in this case we call e observable); while nothing will
be observed if £(e) = € (in this case we call e unobservable). A transition (g, e, q’) is called
observable (resp., unobservable) if e is observable (resp., unobservable). We denote by E,
and E,, the sets of observable events and unobservable events, respectively. Output function

¢ is extended to E x Rsq as follows: £((e,t)) = ({(e),t) if e € E,, £((e,t)) = € otherwise.

Then ¢ is recursively extended to E* as {(ey...e,) = £(e1)...¢(e,) and also to (E x Rxg)*
analogously.

1 When b = 400, the possible intervals can only be of the form [a, +00) or (a,400); when a = b, the
possible intervals can only be [a, a] = {a}.

) is left-open). We set A" = {(v',int], ., v")|(V, inty,», v") € A}.
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A path of A is defined by the empty word € or a sequence gy — q; — --- <% g,,, where

ne€Zy, (gi-1,ei,q;) € Aforallie [1,n]. A pathiscalled a cycle if its start state and terminal

. . . . e1/t1 ez/tz en/tn
state coincide. A run of A is either € or a sequence qq q1 o 0 g, =om,

where, n € Zy, (gi—1,€i,qi) € A, ti € p(ei)g,_,q, for all i € [1,n]. The timed word of run 7 is
defined by 7(m) = (e1,t})(ez,t5) ... (en,t,), where ¢} = Zk 1 tr for all ¢ € [1,n]. The weight
WT, of 7 is defined by t/,. A run is called instantaneous if its weight is equal to 0, and called

noninstantaneous otherwise. A run = is called unobservable if (e ...e,) = €, and called
observable otherwise. A path can also be defined to be either unobservable or observable
analogously. We use init() (resp., last(m)) to denote its first state gy (resp., last state ¢, ),
respectively. For a set IT of runs, we use init(IT) (resp., last(II)) to denote the set of the initial
states (resp., last states) of the runs of II. The set of runs starting at go € @ and ending at

g € Q is denoted by gy v~ ¢. For e, ... e, € E, gy <+ ¢ denotes the set of all runs of

the form g¢q e/ Q1 cafia, .. Entfinaa Gn—1 ntn q, where q1,...,¢n_1 € Q. For two runs

e1/751 62/752 en/tn d €n+1/tn+1 en+2/tn+2 €n+m/tn+m
™ = 4o q1 qn aNd T2 = ({p dn+1

Gnim, We use mm2 to denote the concatenation g e/ q1 cafta, .. Enemfinem Gnim
(removing either last(mq) or init(ms)). For a run « satisfying gg € Qo, £(7(7)) € (X x Rxq)*
is called a timed output sequence generated by A. In this case, we observe {(e;) at time ¢ if
e; € E,, observe nothing at time t} if e; € E,,, © € [1,n]. We extend function 7 as follows:

for all v = (01,t1) ... (on,tn) € (X x Rx0)*,

T(7) = (o1, 81) .. (o, 1), 3)

where t); = 3;1 t; for all j € [1,n]. The timed language L(A) generated by A is denoted
by the set of timed words of all runs of A starting from initial states; £(A) is the set
of timed output sequences generated by A. For a sequence v € (X x Rxq)*, we use
[v] to denote the set of runs 7 of A starting from initial states such that ¢(r(7)) =
For w = (e1,t1)(ea,t2)...(en,tn) € (X x R)* and t € R, we define w +¢ =t +w =
(e1,t1 £t)(ea,tatt) ... (en,t, £ t); define init(w) = (inity (w), initg(w)) = (e1,t1), last(w) =
(lastz (w), lastp(w)) = (en,tn); and also define 7= (w) = (e1,t1)(e2,ta—t1) ... (€nstn —tn_1).
Hence for a run gq e/t a1 calta, . enfin qn =7, (17 o7)(7) = (e1,t1)(e2,t2) ... (n, tn)
For v1v2 € L(A), we use interm(v1,72) = {q € Q|(3 runs 71, m2)[(init(m1) € Qo) A (last(my) =

init(m2) = q) A (U(7(m1)) = 1) A (U7(mi72)) = 1172) A (WTR, = lastr(m1)) A (W, =
lastg(y2) —lastr(y1))]} to denote the set of states A can be in when A has just generated
timed output sequence y;, given that the current observation is timed output sequence ~;7s.

3 Main results

3.1 Current-state estimate

For A, a subset x < @Q of states, and a sequence v € (X x Rxo)*, we define the current-state
estimate as

M(A~|z) :={q € Q|(3go € x)(In € Z;)(Im e N)

(3 e1/ts en/tn ent1/0 entm/0 )
arun’r":qo DR qn DY q

[(en € Eo) A (ens1---€nim € (Euo)™) A l(T(m)) =~]}- (4)
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Particularly for A and = < @, we define the instantaneous-state estimate as

M(Ajelz) ;=20 {qeQ|3gp ex)FneZ)(Farun m = g &0, .. e=l0, q)

[e1...en € (Euo)*]} (5)

For all v € (X x Rxg)*, M(A,~|Qo) is also rewritten as M(A,~) for short. Intuitively,
for v = (o1,t1)...(on,tn) € (X x Rsg)T, M(A,v|z) denotes the set of states A can be
in when ~ has just been generated by A since A started from some state of . Hence
M(A,~) c last([v]), and & may hold. In order to fit the setting of current-state estimate,

after the occurrence of the last observable event e, (i.e., e, occurs at the current time), we
€n+1/0 €nt+m/0

only allow unobservable, instantaneous runs, which is represented by ¢,
and en41 ... enim € (Eyo)*. Particularly, M(A, €|z) denotes the set of states A can be in at
the instant when A just transitions to some state of = (since there may exist instantaneous
transitions, at the instant, A may be in some state outside of x).

3.2 The notions of state-based opacity

In order to define state-based opacity, we need to specify a special subset Qg < @ of secret
states. The notions of state-based opacity describe the ability of an RTA A forbidding an
external intruder from making sure whether some secret state has been visited when the
intruder observes timed output sequences generated by A, given that the intruder knows
full knowledge of the structure of A. Before defining opacity formally, we specify a special
class of states from which a secret state will definitely be reached through unobservable
transitions. A state ¢ of RTA A is called eventually secret if either (1) ¢ is secret or (2) there
is an unobservable path starting from ¢ and along each of such paths at least one secret
state will be visited. Hence a state ¢ is not eventually secret if and only if (1) ¢ ¢ Q¢ and (2)
either there is no unobservable path starting from ¢ or there is an unobservable path starting
at ¢ without any secret state that either ends at a dead state or contains repetitive states.

» Definition 4 (ISO). An RTA A is called initial-state opaque (with respect to Qg) if for
every € £(A), init([1]) & Qs.

» Definition 5 (CSO). An RTA A is called current-state opaque (with respect to Qg) if
every v € L(A), in M(A,~) there exists at least one non-eventual-secret state of A.

» Definition 6 (InfSO). An RTA A is called infinite-step opaque (with respect to Qg) if for
all y1v2 € L(A) such that |v2| = 1, interm(7y1,72) contains a state q such that there is a run
q—q ft, q" with weight initg(y2) — lastr(y1), where ¢ — ¢’ is unobservable and contains
no secret state, e is observable and £(e) = inity,(v2), ¢” € interm(yy init(y2), ¥2\ init(y2)).

» Definition 7 (KSO). Let K be in Z,.. An RTA A is called K-step opaque (with respect
to Qg) if for all y1y2 € L(A) such that 1 < |y2] < K, interm(y1,72) contains a state q

such that there is a run ¢ — ¢ LN q" with weight initg(v2) — lastg(v1), where ¢ — ¢
is unobservable and contains no secret state, e is observable and £(e) = inity(y2), ¢” €
interm(~yy init(y2), v2\ init(y2)).

Intuitively, when an intruder observes a timed output sequence generated by an RTA A,
if A is initial-state opaque, then the intruder cannot make sure whether the initial state is
secret; is current-state opaque, then the intruder cannot make sure after the last observable
event occurred (observing lasty (7)) and before any new observable event occurs, whether a
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secret state has been visited (note that the “current time” here means the weight of any run
of [v], so is no less than lastg(y) and > may hold); infinite-step opaque, then the intruder
cannot make sure whether a secret state was visited after observing lasty(y;) and before
observing inity,(y2); and K-step opaque, then the intruder cannot make sure whether the
state prior to at most K observed outputs is secret. Different notions have different privacy
levels, so they may have different applications.

3.3 The notion of observer

In this subsection we define and compute a notion of observer Agns to concatenate current-
state estimates along timed output sequences generated by A in 2-EXPTIME in the size of A.
Later, we will use Ayps to give a necessary and sufficient condition for CSO. Before defining

Aobs, we need to define a notion of pre-observer APL°.

» Definition 8. For an RTA A, we define its pre-observer as a deterministic automaton

A% = (X, % x Rxo, 70, 00p0), Y

obs

where X < 29\{} is the state set, ¥ x Rsq the alphabet, xo = M(A,¢) € X the unique
initial state, 0% < X x (¥ x Rso) x X the transition relation. For all nonempty x < Q

different from xo, x € X if and only if there is v € (X x Rsq)™ such that x = M(A,~). For
all z,2' € X and (0,t) € ¥ x Rxq, (z,(0,t),2') € 6%rs if and only if 2’ = M(A, (o,t)|x).

obs

In Definition 8, after 5} is recursively extended to 65,0 < X x (X x Rx)* x X, one
has for all z € X and (01,t1)...(0n,tn) =t v € (¥ x Rxo) ™", (z0,7,2) € 650 if and only if
M(A,7(7)) = x, where 7(7) is defined in (3), i.e., = is the set of states that A can be in
when timed output sequence 7(y) has just been generated.

Note that the alphabet ¥ x R~ is not finite, so we cannot compute the whole A"¢. Next,

obs*
we define observer Aops as a computable sub-automaton of AP °.

» Definition 9. For an RTA A, consider its pre-observer (8), we define its observer as a
finite automaton

Aobs = (X, Yobss L0, 5obs)a (7)

where Yops (T€8D., dobs) 05 a finite subset of ¥ x Qo (resp., 6'rc ), such that if there exists a

obs
pre

transition from v € X to 2’ € X in Oy, then at least one such transition belongs to dobs-

Note that for an RTA A, its observer may not be unique, because ¥,,s may not be
unique; however, X and zy must be unique. In Definition 9, after dps is recursively extended
0 Jobs © X X (Zops)* X X, one has for all z € X and (01,t1)...(0n,tn) =: 7 € (Zobs) ™,
(x0,7, ) € dobs if and only if M(A, (7)) = .

» Theorem 10. For an RTA A, its observer Agps can be computed in 2-EXPTIME in the
size of A.

Here we only give a sketch of the proof, the entire proof is put in Appendix. The initial
state ©g = M(A,¢€) is trivially computable in polynomial time. We then start from g,
find all reachable states step by step together with the corresponding transitions, which
is equivalent to checking for all 1,20 < @ and o € %, whether there is a transition
(21, (0,t),22) for some t € Qsg. In addition, we require that for all z1, 22,23 < @, if we
find two transitions (x1,(0,t),22) and (x1, (0,t'),z3) for some ¢,t' € Qsp, then xo < x3
implies x3 & M(A, (0,t)|x1). This guarantees that if there exists a transition from x; < @

to xp < @ in AP°, then there also exists a transition from 21 < Q to 2o € @ in Agps.
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3.4 The notion of reverse observer

that will be

pre
obs*

In this subsection we define and compute a notion of reverse observer A,
used to verify ISO. To this end, we also need to define a notion of pre-reverse observer A
Similarly to observer Agps, gy can also be computed in 2-EXPTIME in the size of A.

For an RTA A, a subset z < Q of states, and a sequence v € (¥ x Rxo)™", we define the

reverse-current-state estimate as
MR(A,A]z) == (g€ QI(3¢ € 2)(En € Z,)(Fm e N)

<3 arun T = q ets, | enftn In ens1/0 entm/O q/)

[(en € Eo) A (ent1---entm € (Euo)*) A (7(m)) = 7]} (8)

MR(A, ~y|z) denotes the subset of states of @ starting from which at instant 0, .A can
generate timed output sequence vy € (X x R5g)" and can only be in any one state of x at
instant lastg (7).

» Definition 11. For an RTA A, we define its pre-reverse observer as a deterministic

automaton
RAE;)Z = (XR7 X x RBO) Q, R(;(I)Jlr)‘;)v (9)

where Xg < 29\{J} is the state set, ¥ x Rxq the alphabet, Q the unique initial state,
RODES < Xr x (X x Rsg) x Xg the transition relation. For all x,z’ € Xg and (0,t) € & x Rxo,

(z,(0,t),2') € ROVLS if and only if ' = MR(A, (0,t)|x), i.e., 2’ is the subset of states of Q
starting from which at instant 0, A can generate timed output sequence (o,t) and can only

be in any one state of x at instant t.

» Definition 12. For an RTA A, consider its pre-reverse observer (9), we define its reverse
observer as a finite automaton

RAobs = (XR7 REobsv Qa R50b5)7 (10)

where g¥, . (resp., rO.s) s a finite subset of ¥ x Qso (resp., g0bre) such that for all
1, %2 € XR, if there is a transition from x1 to xo in R(SE;Z then at least one such transition

belongs to gd -

In gA e REobs a0d g0, may not be unique but must be finite. The following result
follows from a similar proof compared with that of Theorem 10.

obs

» Theorem 13. For an RTA A, its reverse observer gA
in the size of A.

can be computed in 2-EXPTIME

obs

3.5 Necessary and sufficient conditions for notions of state-based
opacity

In this subsection, we use the notions of observer and reverse observer to give necessary and
sufficient conditions for the four notions of opacity.

» Theorem 14. Consider an RTA A. A is initial-state opaque if and only if in reverse
observer gA .., for every reachable state x, if v N Qo # & then x N Qo £ Qs; A is current-
state opaque if and only if in observer Aons, every reachable state x contains at least one
non-eventual-secret state of A.
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Proof. Consider an arbitrary v € L£(A).

By definition, init([y]) = MR(A4,7|Q) N Qo; and in reverse observer gA ., there exists
v € (REop)¥ such that (Q,, MR(A,7|Q)) € rd,p.- For every 7" € (g¥,,.)* and state
z of gA,,, such that (Q,7",2) € réye = MR(A,7((v")R)|Q). Hence the set {z n
Qo|z is reachable in g A, .} is equal to the set {init([y])|y € L(A)}. Then, A is initial-state
opaque if and only if for every reachable state x of gA, ., if t " Qo # &, then . N Qo ¢ Qs.

By definition, there exists 7' € (Xops)* such that (xg,v', M(A,7)) € dobs- Conversely, for
every 7" € (Zops)* and z € X such that (zg,7”,z) € dobs, one has v = M(A, 7(7")), where
7(v") € L(A). Then, A is current-state opaque if and only if every reachable state of Aops
contains at least one non-eventual-secret state of A. |

By Theorem 10, Theorem 13, and Theorem 14, the initial-state opacity and current-state
opacity of an RTA A can be verified in time linear in the size of gA_, . and Aqps, respectively,
hence in 2-EXPTIME in the size of A.

obs

» Theorem 15. Consider an RTA A and K € Z,. A is infinite-step opaque if and only
if for every reachable state x of observer Aqps and every transition (z”,(o,t),x') of reverse

observer gA,,, with " being reachable in gA ., if x N x’ # &, then x n 2’ contains a state

q € Q such that there is a run ¢ — ¢’ <, q" with weight t, where ¢ — ¢’ is unobservable and

contains no secret state of Qs, e is observable and l(e) = o, ¢" € x”; A is K-step opaque if
and only if the above necessary and sufficient condition for InfSO holds, and x" additionally
satisfies that there is v € (gX s)* such that |y| < K —1 and (Q,7,2") € gé,pe-

S

Proof. By definition of pre-reverse observer AP °  one sees that for all vy, € £(A) such that

|vo| = 1, interm(y;,72) = M(A,v1) N z1, where 1 satisfies (Q, (77 (y2 —lastr(y1)))R, z1) €
rOobe. Choose 22 € Xg such that (z2,init(y2) — lastg(y1),21) € g0bpe. Then by definition
of InfSO, one has A is infinite-step opaque if and only if for all such v1y2, x1, and xo, if

M(A, 1) Nz # F, then M(A,~1) n 21 contains a state ¢ € @ such that there is a run

q—q LN q" with weight initg(y2) — lastg(1), where ¢ — ¢ is unobservable and contains
no secret state of Qg, e is observable and ¢(e) = initz,(72), ¢” € 2. By definitions of observer
Aops and reverse observer pA ., there exist 41,72 € (X % Qs0)* such that |y1| = |7,
H’Q| = |’72|’ (mO’:yl?M(A7 ’Yl)) € dobs, (Qaﬁ?vxl) € R(Sobs7 and (.%‘2,1&81](’3/2),3'}1) € R(Sobs' Then
one has the necessary and sufficient condition for InfSO holds. Similarly one has the necessary
and sufficient condition for KSO also holds. |

We next give an upper bound for K.

» Proposition 16. Consider an RTA A and a positive integer K € Z, . A is K-step opaque
if and only if it is min{K, 2/9}-step opaque.

Proof. By definition, if A is K-step opaque, then it is K’'-step opaque for all 1 < K’ < K.
Then the “only if” part holds.

Next we prove the “if” part. Assume K > 2/l and A is not K-step opaque. By The-
orem 15, for observer Aqps and reverse observer A , ., there exist v1 € (Zons)™, 72 € (RE1s) ™
x1 € X, xa, xh € XR, such that (29,71, 21) € dobs, (Q, 72, Z2) € ROypes (T5,1a5t(72), 22) € RO b
and 1 < |y2| < K; 21 n x5 is nonempty and does not contain a state g of @ such that there
isarun g — ¢ &, q" with weight lastgr(v2), where ¢ — ¢’ is unobservable and contains no
secret state of Qg, e is observable and ¢(e) = lasty,(y2), ¢” € 5. Because g A, has at most
2191 states, there exists 3 € (RZ,,.)* such that |y3] < 2191 — 1 and (Q, 73, 7%) € g,y Then
also by Theorem 15, A is not 2/%l-step opaque. <
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By Theorem 10, Theorem 13, Theorem 15, and Proposition 16, for any K € Z., the
infinite-step opacity and K-step opacity of an RTA A can be verified in 2-EXPTIME in the
size of A.

» Example 17. Consider the toy RTA A; in Figure 1. When A; starts at qg, and a occurs
at instant between 1 and 2, A; can transition to either ¢; or go; but if @ occurs at instant in

(2,3], Ay can only transition to ¢;.
ol

Figure 1 An RTA A;, where a state with an arrow from nowhere denotes an initial state, e.g.,
qo; a is an observable event, {(a) = a.

One of its observers is shown in Figure 2.

(a,1) @ (a,2)

N
@W

(e () e

Figure 2 One observer A; obs of RTA A; in Figure 1.

One of its reverse observers is shown in Figure 3.

4091924344

— —

ug JQ
— [N}

~ ~—

a,l

Figure 3 One reverse observer gA; o, of RTA A; in Figure 1.

2 1 1 1
One sees two runs qq LR Qn LN q3 and qo LN Q2 LN gs of Ay, where 2 € p(a)gyq, =

(1,3].

Now assume g3 is secret, all the other states are non-secret. By definition, only g3 is
eventually secret, because there is no unobservable path starting from any other state. By
observer Aj ops and Theorem 14, A; is not current-state opaque with respect to {gs} because
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there is a reachable state {g3} in Ajobs that only contains eventually secret states of Ay
(that is, g3). On the other hand, after observing (a, 3)(a,4), one can make sure that A; is in
state g3 by A1 obs-

Now assume only ¢; is secret. In observer Aj.ps there is a reachable state {qi}, in

1
reverse observer gA; .. there is a reachable transition {qo,...,q4} (o), {90,q1,92}. One
has {¢1} m {90, q1, 92} = {q1}, which contains only secret states. Then by Theorem 15, A; is
not infinite-step opaque with respect to {q1}.

4  Conclusion

In this paper, we formulated four notions of state-based opacity for real-time automata, and
proved that the four notions are decidable in 2-EXPTIME by defining notions of observer
and reverse observer and computing them in 2-EXPTIME. The lower bounds for verifying
the four notions are not known.

In addition, one can see from Theorem 10 and Theorem 13 that if an RTA A has no
unobservable cycle, then its observers and reverse observers can be computed in EXPTIME
in the size of A without using the ERL problem. Hence by Theorem 14 and Theorem 15,
the four notions of opacity can also be verified in EXPTIME in this special case.
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A Appendix

Proof. (of Theorem 10) The initial state xg = M(A, €) is trivially computable in polynomial
time. We then start from zp, find all reachable states step by step together with the
corresponding transitions, which is equivalent to checking for all z1,z0 < Q and o €
Y, whether there is a transition (z1,(c,t),x2) for some t € Qs¢. If it does exist, then
(x1, (0,1),z2) is a transition of A,ps, otherwise there is no transition (z1, (0,t'), z2) for any

t' € Qx>0 in Aops, and furthermore there is no transition (z1, (o,t”),z2) for any t” € Ry in

pre
obs?

we find two transitions (z1, (0,t),x2) and (21, (0,t), x3) for some t,t' € Qx(, then o < z3
implies x3 & M(A, (0,t)|z1). This guarantees that if there exists a transition from z; ¢ Q
to 2o < Q in ALY, then there also exists a transition from z1 < @ to 22 < Q in Agps. The
procedure for doing the above check is as follows.

because Q¢ is dense in Rx¢. In addition, we require that for all x1,z9, 23 < @, if

Choose a state x1 = {¢1,...,¢n} € X that we have just computed, where n € Z,, and
|z] = n. Choose o € X. For each i € [1,n], compute subautomaton A,, of A that consists of
all paths of the form

$i 1 e 9

&G —q —q; (11)
such that s} € (Ey,)*, €; € E,, and £(e;) = 0. Denote the set of all such ¢? by Zo.

We next check for each (J # &2 < Ta, whether (x1, (0,t), M(A, €|Z3)) € dobs for some
t € Qxo, in the order |Z3| decreases. For every &y & &2 C Za, if we have found a transition
(21, (0,t"), M(A, €|Z2)) before checking 2, then we must choose ¢ such that M(A,e|22) ¢
M(A, (o,t)|z1). In order to finish the construction of Aps, we need to do the check for at
most 2912191 times.
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[A]

[B]

[C]

For each i € [1,n], denote the number of states g7 shown in (11) by is € N, and denote
these states by %‘2,1’ ceey qziz. Here one may have 45 = 0, which implies that there is no
path of the form (11) starting from g;.

Nondeterministically compute asynchronous product

15 ny
®Aq1®"'®®~’4qm (12)
i=1 i=1
h TP 1 2 2 2 2 irwise diff
where i, < i2, i € [1,n], states ¢7 1,...,¢] 1 ye+sdn1s+-1 4y are pairwise different
) 15 , Yy
and
2 2 2 2 -
{q1,17"'7Q1’1’27"'7qn’17"'7qn}n’2} =$2,

this also guarantees that Y. | i, < |Q|; the states of the product are
(q1,17 LR CJ1,1’2, e Qndy ey Qn,n’z)v
where g; 1, ..., g« are states of A, i € [1,n]; there is a transition

(61,1:“-761,1§»“‘7871,17“‘3671,7/2)

(ql,lv .. '7q1,1’27 s qn1y .- '7qn,n’2)
(q/1,17 R q/1,1'27 R q;L,la R Q;L7n’2)
in product (12) if and only if either one of the two conditions holds.

[a] For some ¢ € [1,n] and j € [1,4], ¢; ; RN q; ; is an unobservable transition of A,,,
for all other pairs (k, 1), ex, are qual to €, and gx,; = g; ;. In this case, p assigns to
the transition a vector, where the (i, j)-component is the interval p(e; ;)q, ;g I’ for
all other (k,[)-components, fi(ex,i)q, g , = [0,0]. '

[b] For all i € [1,n] and j € [1,%], ¢i; SEN q; ; is an observable transition of Ag,. In
this case, p assigns to the transition a vector, whether the (i, j)-components are
intervals pi(eij)q; ;q! ;-

In product (12), guess transition

1 1 1 1 (Bri1se81,10 s 1see sy )
(Q1,1,~--aQ1,1/2,~--aqn,1a <o nny,
2 2 2 2
(ql,lv cee ql,l’zv e qn,lﬂ IR qn,n’z)v
where €11,...,€1,1,,-++5€n1,-,Enn, are observable (i.e., item (Bb) is satisfied). Then

check in product (12), whether there exists a run m in

1 1 1 1 (él,lv'“vél,lg7"'7éﬂr,17"'7én,,n'2)
(ql’l,._.,qulé,._.,qn’l,.._7qn)n,2)WWWWWNVM;

2 2 2 2
((I1,1» L S TEERERL S PR 7qn,n’2)

and an unobservable run sy in
1 1 1 1

(Q1y s Q1o oy Qe e s Gn) (ql’l,...,qullz,...7qn71,...,qn,n,2) (13)
- —

’ ’
1 Ty

such that the weight of mom; has equal components that are equal to a rational number,
which actually corresponds to a positive instance (337, 5, (12), (q1,---+G1s- -+ Gns- - -+ qn)s
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(at1---, q}yl,z, R ER qum’z)’ (@i, qil,z, /38 PR qué)) of the CLER prob-
lem (Problem 2). If Yes, then the weight is denoted by ¢ € Qsq, and we find a transition

(21, (0,t), M(A, €|Z2)) (14)
of Aobs~

We need to do the above check (C) for at most 2/912121|Q[I%! = 221Q1 og QI times
(corresponding to nondeterministic computations of product (12)). Each check can be done
by solving the corresponding CLER problem (Problem 2), and hence can be done in NP in the
size O((QIIRN2(|E,| Bl + QI Buol)) = O(21F 19811 (21Eal108 Eal 4 Q]| B,,,|)) of the product
(12) by Lemma 3. Hence, the total time consumption of computing Aps is 2-EXPTIME in
the size of A. <
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