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Abstract
We propose a differentially private coverage analysis
for software traces. To demonstrate that it achieves
low error and high precision while preserving pri-
vacy, we evaluate the analysis on simulated traces
for 15 Android apps. The open source implement-

ation of the analysis, which is in Java, and the
dataset used in the experiments are released as
an artifact. We also provide specific guidance on
reproducing the experimental results.
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1 Scope

We provide the implementation of the randomization algorithms as described in the research
paper. Our experimental evaluation was conducted based on the implementation and the input
data, which is simulated software traces for 15 Android apps. The artifact includes both the
implementation and the input data.

In the evaluation section of the research paper, we show the experimental results of the proposed
differentially private trace coverage analysis for each app in terms of the following measurements:

Error for all covered traces.
Recall and precision of the identified hot traces.
Comparison of the relaxed version and strict version of the hot trace identification algorithm,
in terms of their recall and precision.
Error for identified hot traces.
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Comparison of three different privacy budget choices (ln(3), ln(9), and ln(49)) in terms of error
for all covered traces.

Following the documentation of the artifact, one should be able to fully reproduce these results.

2 Content

The artifact package includes:
A self-contained Docker image that includes the source code and data for reproducing the
experimental results described in the paper.
A detailed documentation (in PDF format) that provides guidance on how to use the artifact
and how to reproduce the experimental results.

3 Getting the artifact

The artifact endorsed by the Artifact Evaluation Committee is available free of charge on the
Dagstuhl Research Online Publication Server (DROPS). In addition, the artifact is also available
at: https://presto-osu.github.io/ecoop21/.

4 Tested platforms

The artifact has been tested on two following platforms:
Mac OS X 10.15.6
Ubuntu 18.04.5 LTS (Bionic Beaver)

5 License

Copyright © 2021 The Ohio State University All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted

provided that the following conditions are met:
Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.
Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
Neither the name of The Ohio State University nor the names of its contributors may be
used to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIB-
UTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

https://presto-osu.github.io/ecoop21/
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6 MD5 sum of the artifact

083c4e7d3d84ac562c141799e05fd330

7 Size of the artifact

706 MiB
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